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Introduction and architecture of OpenEdge
MCP Server

For details, see the following topics:
* Introduction to the OpenEdge MCP Server
* Key differentiators and recommended deployment scenarios

* OpenEdge MCP Server architecture
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Introduction to the OpenEdge MCP Server

The Progress® OpenEdge® MCP Server is a production-grade implementation of the Model Context Protocol
(MCP) open standard, which is designed to securely expose OpenEdge business logic and data to Al workflows.

What this guide contains

This guide is designed to be your comprehensive resource for understanding, deploying, and operating the
OpenEdge MCP Server in enterprise environments. It provides a structured pathway from foundational concepts
to advanced operational practices, ensuring you can confidently integrate Al workflows with OpenEdge business
systems.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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Chapter 1: Introduction to the OpenEdge MCP Server

In this guide, you will find:

* Introduction and architecture of OpenEdge MCP Server—Explore the challenges of Al integration with
enterprise data, the requirements for secure and compliant workflows, and how OpenEdge MCP Server,
built on the Model Context Protocol (MCP), addresses these needs. This segment introduces the architecture
of the OpenEdge MCP Server, highlights its key differentiators, and outlines recommended deployment
scenarios.

* Get started and deployment—Step-by-step instructions for installing, configuring, and deploying the
OpenEdge MCP Server. This includes environment prerequisites, supported platforms, and workflows for
moving from development to production.

* Upgrade OpenEdge MCP Server—Comprehensive platform-specific upgrade workflows for transitioning
between OpenEdge MCP Server versions. This section includes backup and validation procedures, image
management strategies, configuration compatibility guidance, and rollback contingencies to ensure safe,
validated upgrades with full functional verification.

* Observability, logging, and troubleshooting—Tools and techniques for monitoring system health, auditing
events, and diagnosing issues. This segment also includes a comprehensive FAQ section to address
common questions and provide quick solutions to typical challenges.

* Operate, secure, and manage the OpenEdge MCP Server—A detailed reference on profile management
with ncpgen CLI, operational best practices, security, prompt and tooling management, OpenAPI visibility,
rate limiting, upgrades, and key or certificate rotation for maintaining a secure and efficient OpenEdge MCP
Server deployment.

* OpenAPI specification and advanced configuration—A comprehensive reference for best practices in
designing high-quality OpenAPI specifications, advanced configuration, and strategies to ensure clarity,
consistency, and compliance in your APl documentation.

Disclaimer: This document provides general security guidance for remote system configurations including
the MCP Server. The documented techniques must be fully vetted and evaluated by the customer for
completeness and viability in their unique deployment scenarios.

For details, see the following topics:

* Enterprise Al integration with OpenEdge MCP Server
* OpenEdge MCP Server terminology

* Key features

* Production-grade capabilities
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Enterprise Al integration with OpenEdge MCP Server

Enterprise challenges in Al integration

Traditional Al workflows often struggle to access structured business data securely, creating challenges for
organizations that want to use Al for operational tasks. While unstructured data such as documents, emails,
and logs can be easily processed using embeddings and vector stores, structured business data remains a
significant hurdle. Orders, inventory, customer records, and transactions stored in OpenEdge databases and
governed by business logic are not readily accessible to Al workflows. Without any secure, standardized
mechanism that allows Al agents to execute business operations and not just read data while maintaining
compliance and governance, exposing sensitive business logic introduces risk and violates enterprise security
policies.

Essential requirements for Al workflow integration

Organizations running OpenEdge applications require Al workflows that can:

* Make intelligent decisions using proprietary business data and rules.

* Execute business operations through natural language interactions.

* Maintain data sovereignty and security compliance in on-premises or private cloud environments.

* Audit and govern Al interactions with business systems to ensure accountability.

The foundation - Model Context Protocol

The Model Context Protocol (MCP) defines a standardized interface that enables Large Language Models
(LLMs) to interact with external enterprise systems in a secure and predictable manner. MCP provides the
following capabilities:

* Tool discovery—LLMs can identify available business operations through structured metadata exposed
by the MCP Server.

* Context awareness—Each tool includes detailed information such as parameters, schemas, and business
entity types, allowing LLMs to make informed decisions before execution.

* Secure execution—Operations are performed under strict authentication and authorization controls to
maintain compliance and protect sensitive data.

¢ Structured responses—Responses are returned in a consistent, machine-readable format, enabling LLMs
to process results and drive subsequent actions effectively.

The solution - OpenEdge MCP Server

The OpenEdge MCP Server addresses the challenges in Al integration by transforming an OpenAPI
specifications and optional prompt assets into Al-accessible tools. This process makes each API operation
discoverable and usable by Al workflows, without requiring manual coding, enabling secure and efficient
interaction with enterprise APls.
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Chapter 1: Introduction to the OpenEdge MCP Server

The OpenEdge MCP Server acts as a bridge between Al agents and OpenEdge services, exposing APls as

secure, discoverable tools. The OpenEdge MCP Server connects to PAS for OpenEdge services through REST
and WEB interfaces, enabling seamless communication between OpenEdge applications and MCP components.
The following examples outline how Al-enabled OpenEdge workflows can execute business operations through

natural language requests:

Business operation Natural language request example

Show me orders from the last 30 days with delivery delays and suggest

Order analysis
remediation actions.

Create a new customer account and set up their initial order based on
our standard package.

Customer onboarding

Analyze inventory levels across warehouses and recommend restock

Inventory optimization
priorities.

For detailed information about the architecture and core components of the OpenEdge MCP Server, see
OpenEdge MCP Server architecture on page 25.

OpenEdge MCP Server terminology

This section provides a comprehensive glossary of terms related to the OpenEdge MCP Server that you will
see throughout this guide.
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* MCP tool—A secure and discoverable external service that allows Al agents like LLMs to invoke specific
business operations exposed by an MCP Server. Each tool corresponds to one OpenAPI operation, such
as CET /orders or POST / cust omer s, and includes metadata for safe execution.

For example, a database query tool for inventory levels enables Al models to fetch real-time inventory data
from business systems using the MCP protocol. This tool allows secure, managed access to database
queries, supporting operational decisions, and inventory management.

* Tool generation—Each OpenAPI operation is converted into a distinct MCP tool, ensuring one-to-one
mapping between API operations and MCP tools. In addition, helper utilities are generated to expose
schemas, tags, and prompts for better discoverability and usability. This approach eliminates manual wiring
and promotes consistency across tools.

* Prompt—A server-provided, Markdown-based asset that guides Al responses and can coordinate multiple
tools for complex workflows. It is scope-filtered to ensure visibility only to authorized users and size-guarded
to prevent excessive memory consumption or injection risks.

* Scope—Named permissions that control both the discovery and invocation of MCP tools. They align with
the configured security model, enforcing least privilege by gating access to tools and prompts based on
assigned scopes.

* Routing map—Define which HTTP methods and paths are permitted or restricted. They use INCLUDE
and EXCLUDE directives to enforce routing policies, such as blocking write operations by default unless
explicitly allowed.

* Response guard—A safety mechanism that enforces limits on response size and array length to ensure
that the responses sent back to the client stay within the defined boundaries. It operates in configurable
modes, such as bl ock, t ri m or war n to prevent runaway responses and maintain predictable behavior
during tool execution.

* Profile—Reproducible environment bundles generated by the ntpgen utility. Each profile includes
configuration files, scripts, certificates, and other runtime artifacts required to start and manage an MCP
Server instance. Profiles ensure deterministic deployments across environments.

* Export and hardening—Create deployable artifacts from development profiles. These artifacts are immutable
and include pinned image digests. Hardening steps tighten security posture before production deployment.

* MCP (Model Context Protocol)—A standardized interaction model between agents and servers. It enables
Al agents to discover, understand, and safely invoke tools exposed by the OpenEdge MCP Server, ensuring
secure and structured communication.

* Service account JSON Web Token (JWT)—A trusted credential issued to the OpenEdge MCP Server,
enabling privileged evaluation of operations.

* JSON Web Key Set (JWKS)—A standardized format for representing a set of public cryptographic keys
in JSON. JWKS is commonly used to publish the keys required to verify the signatures of JWTs. The
OpenEdge MCP Server uses JWKS to securely verify authentication tokens (JWTs) presented by users or
service accounts. The server is configured with a j wks_ur i , which is a URL endpoint provided by an
identity provider, such as Azure AD, Keycloak, or AWS Cognito. This endpoint publishes the current set of
public keys that the MCP Server retrieves and uses to verify the authenticity of incoming JWTs.

* User token—Represents the end-user identity that is passed through or exchanged for downstream calls.
It ensures that operations are executed under the correct user context, supporting fine-grained authorization.

* OpenAPI specification—a widely adopted standard for describing RESTful APls in a machine-readable
format, such as JSON or YAML. It provides a structured way to define the endpoints, request and response
formats, authentication methods, and other details of an API.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1 17



Chapter 1: Introduction to the OpenEdge MCP Server

Key features

The OpenEdge MCP Server delivers enterprise-grade capabilities designed for secure and predictable Al
integration. Some of the key features include:

* Zero manual tool wiring—Automatically converts OpenAPI specifications into a tool catalog at startup.

¢ Safe by default—Non-GET HTTP methods are excluded unless explicitly enabled. This restriction is
designed to minimize the risk of unintended data modifications by MCP Clients. It achieves this by disallowing
the use of HTTP methods commonly associated with data-altering operations, specifically PUT, POST, and
DELETE.

* Dual authentication—Combines service account and user token with scope-based gating.
* Secure discovery—Tools and prompts are visible only when the caller holds the required scopes.
* Built-In guardrails—Enforces response size limits, array length checks, and optional parameter validation.

* Deterministic profiles—The ntpgen command line interface (CLI) produces directories containing
configuration, certificates, tokens, and scripts. It simplifies profile generation, configuration management,
and lifecycle operations for OpenEdge MCP environments. For more information, see Use the mcpgen CLI
for profile generation and management on page 119.

* Enterprise transport—Supports TLS and mTLS for inbound connections and configurable downstream
TLS/mTLS.

* Operational clarity—Provides structured inventory logging, correlation IDs, and optional rate limiting.
* Hardened distribution—Enables export and digest pinning for production or air-gapped deployments.

* Extensible but opinionated—Clear configuration groups reduce hidden coupling and environment sprawl.

Production-grade capabilities

The following dimensions define the production-grade nature of the OpenEdge MCP Server:

18

OpenEdge: Use the OpenEdge MCP Server: Version 1.1



Dimension

Built-In capability

Least privilege

¢ All routes default to read-only.

* Write operations require explicit enablement.

Authorization model

¢ Dual authentication combines a service account and user token.

¢ Optional support is available for JSON Web Key Set (JWKS) rotation
to ensure key agility. JWKS rotation ensures secure Al tool integration
and continuous availability.

Discovery security

Scope-based filtering is available for tools and prompts, so users only
see what their token allows.

Response safety

A centralized guard enforces size and item limit.

Determinism

Profiles generated by ncpgen are versioned and reproducible, ensuring
consistent deployments.

Transport hardening

TLS and mTLS are enforced for inbound traffic, with downstream
connections reusing the configured TLS settings for trust continuity.

Token hygiene

Service account credentials are stripped before forwarding downstream,
reducing leakage risk.

Observability Startup inventory and structured logging hooks provide visibility without
exposing secrets.

Extensibility Built-in helper tools allow schema, tag, and prompt management without
writing custom code.

Deployment Hardened export pipeline includes rotation scripts for keys and certificates

to maintain security posture.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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Key differentiators and recommended
deployment scenarios

This section highlights what makes the OpenEdge MCP Server unique compared to generic MCP solutions.
Through a comparative analysis, you learn how architecture and operational features of the OpenEdge MCP
Server set it apart in regulated environments. Additionally, clear guidelines are provided to help you determine
when deploying OpenEdge MCP Server is the optimal choice and when alternative approaches may be more
suitable for your organizational needs.

For details, see the following topics:

* Comparative analysis: OpenEdge MCP Server vs generic MCP solutions

*  When to deploy the OpenEdge MCP Server

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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Chapter 2: Key differentiators and recommended deployment scenarios

Comparative analysis: OpenEdge MCP Server vs generic MCP
solutions

Unlike generic MCP servers, the OpenEdge MCP Server is engineered with enterprise-grade security,
deterministic workflows, and integrated guardrails that ensure predictable, hardened yet safe Al tool deployment.
It provides the needed protection for your application’s business logic and data. The following table outlines
the differences between the OpenEdge MCP Server and generic MCP solutions:

Feature

OpenEdge MCP Server

Generic MCP server

Secure discovery

Gates tools and prompts by scopes and
does not list them universally.

Typically lists all tools without
scope-gating

Dual credential
strategy

Separates service account trust from
end-user identity and merges only what
downstream needs.

Often uses a single credential or less
strict separation

Opinionated defaults

Blocks write operations unless explicitly
enabled

May allow writes by default

Built-In hardening
workflow

Integrated export and hardening steps
are a first-class feature and not ad-hoc
scripts

Usually relies on ad-hoc scripts or manual
steps

Deterministic profiles

A single command reliably rebuilds the
entire environment, including certificates,
tokens, and configuration, ensuring
consistency every time.

Profiles may vary and are less
reproducible

Guardrail stack

Response and parameter validation are
integrated from the start.

Often added later as middleware

Prompt safety

Size guard and scope-gating prevent
large prompt injection

Limited or no prompt safety mechanisms

Minimal runtime
surprises

Parses specification only once,
eliminating any risk of uncontrolled
dynamic code generation.

May allow dynamic runtime code
generation

Choose OpenEdge MCP Server when you need to:

When to deploy the OpenEdge MCP Server

* Expose existing OpenEdge or REST APlIs to LLM agents rapidly with strong safety controls.

* Enforce structured discovery and execution by applying scope-based routing and disciplined policies from

the start.

* Deliver reproducible, attestable MCP surfaces ideal for regulated or multi-tenant environments requiring

predictable deployments.

Operate under strict security requirements by supporting TLS/mTLS, token rotation, and JWKS for hardened
transport and identity assurance.

22

OpenEdge: Use the OpenEdge MCP Server: Version 1.1



Avoid using OpenEdge MCP Server if:
* You require dynamic code or tool generation beyond the OpenAPI and prompt model.
*  You need a full policy engine. OpenEdge MCPServer provides scopes and routing only.

*  You expect the server to issue identity tokens. Token management must be delegated to your identity
provider.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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OpenEdge MCP Server architecture

The OpenEdge MCP Server architecture defines how Al-driven workflows securely interact with OpenEdge
business logic and APIs. It combines protocol-level controls, identity management, and operational safeguards
to ensure that natural language requests can be translated into authorized business operations without
compromising security or compliance. This architecture is designed for enterprise environments where trust
boundaries, extensibility, and governance are vital.

For details, see the following topics:

OpenEdge MCP Server in the Al ecosystem

Core components of the OpenEdge MCP Server architecture
Request lifecycle in OpenEdge MCP Server

OpenEdge MCP Server request flow scenarios

Ensure secure operations in the OpenEdge MCP Server architecture

OpenEdge MCP Server in the Al ecosystem

The OpenEdge MCP Server sits between the Al ecosystem and PAS for OpenEdge services, acting as a
secure bridge that exposes OpenEdge APIs to Al workflows.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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OpenEdge MCP Server

Al Ecosystem

<+ %~ O
Al Assistants <<>> Chat Bots Tools & Workflows Al Applications
/ OpenEdge MCP Server \

Security Gateway @ API Converter EP Management -“ Observability Layer
&)
Dual Authentication . OpenAPI Parser . CLI tools ‘)_ . Structured Logging
Access Control «  Tool Generator «  Docker runtime +  Audit Events
Rate Limiting +  Route Management +  Automated Infrastructure »  Request Timing

)
H PASOE Services(REST/WEB)

It supports an Al ecosystem that includes assistants, chatbots, tools, workflows, and Al applications. Al assistants
and agents typically connect through an MCP Client, which communicates with the MCP server. Through this
integration, the OpenEdge MCP Server delivers intelligent automation and conversational experiences.

The OpenEdge MCP Server consists of four main layers that ensure secure, scalable, and observable operations:

Security gateway for dual authentication, access control, and rate limiting.
API converter for OpenAPI parsing, tool generation, and route management.
Management layer featuring CLI tools, Docker runtime, and automated infrastructure.

Observability layer for structured logging, audit events, and request timing.

The OpenEdge MCP Server connects to PAS for OpenEdge services through REST and WEB interfaces,
enabling seamless communication between OpenEdge applications and MCP components.

It exposes essential OpenEdge components as secure, discoverable tools for Al workflows. These tools provide
a structured interface that enables natural language-driven operations. The following OpenEdge components
are exposed:

ABL business logic from Progress Application Server (PAS) for OpenEdge.
REST and Web APIs defined in OpenAPI specifications.

OpenEdge Business Entities as discoverable and callable tools.

Each MCP tool includes attributes that maintain security, enforce compliance, and support reliable execution,
such as:

Descriptions, parameter schemas, and entity tags for context-aware execution.
Scope-based access control to enforce least privilege.
Safe execution and predictable responses.

Capturing invocation details for compliance and governance.
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Core components of the OpenEdge MCP Server architecture

Here is an overview of the core components in an Al ecosystem and their interactions within the OpenEdge
MCP Server architecture.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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End-User Client—The interface where tasks originate. It can be a chat application, web interface, or
command-line tool. This client may embed an MCP Client or connect to one externally. It provides user
credentials that authorize tool invocations.

MCP Client (through an Al Agent)—The MCP Client communicates with the MCP Server using the Model
Context Protocol. It holds two credentials:

* A service account credential assigned by the server.
* A user token or JWT representing the end-user identity.

The MCP Client discovers available tools, selects prompts, and invokes operations on behalf of the end-user.
In simple deployments, the MCP Client and end-user client run in the same process. In multi-tier setups,
they operate separately. Examples of MCP clients include VS Code extension, Windsurf, custom web chat
Ul, web dashboard application, and standalone desktop app.

MCP Server—The MCP Server is the central component of this architecture. It converts OpenAPI
specifications and optional prompts into scoped tools. Key responsibilities include:

* Validating both service account and user credentials ensuring dual authentication.
* Applying scope-based access control.

* Enforcing routing rules, which are read-only by default.

¢ Executing downstream HTTP calls with guardrails for size and performance.

The MCP Server never forwards its service account credential to downstream systems. When configured
with OAuth2 endpoints, it acts as an authorization server, delegating authentication to external Identity
Providers and managing OAuth2 protocol flows, including authorization code exchange, proof key for code
exchange (PKCE) validation, and token issuance.

Identity Provider (IdP)—External authentication systems, such as Keycloak, Azure AD, AWS Cognito, or
Google handle user authentication. The MCP Server delegates login and consent to these providers, which
issue OAuth2/0OIDC tokens. The MCP Server validates these tokens and may exchange them for downstream
usage.

PAS for OpenEdge Single Sign-On (SSO) token exchange—Specifies an optional identity or token
exchange endpoint.

* When token exchange is configured—The MCP Server exchanges the inbound user credential for a
PAS for OpenEdge-scoped token. This token includes audience, claims, or lifetimes tailored for backend
services. If token exchange fails, the request is denied.

* When token exchange is not configured—This component is bypassed.
PAS for OpenEdge services—Specify the OpenEdge or PAS for OpenEdge REST, or other backend

services that implement business logic. They receive only the end-user credential or the exchanged token.
Responses pass through MCP Server guardrails before reaching the MCP Client.

28
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Request lifecycle in OpenEdge MCP Server
The following steps outline how a user request is processed from initiation to response within the OpenEdge
MCP Server architecture:

1. The end-user interacts with an application, for example an IDE or a chat interface through an Al Agent,
which delegates the user query to the MCP Client.

For example, the end-user enters a natural language request, such as: “Show me all the available inventory.”

2. The MCP Client authenticates to the MCP Server using both service account and user credentials. When
operating in OAuth2 mode, the MCP Server functions as an authorization server. It delegates user
authentication to external Identity Providers using OAuth2 flows, including the authorization code process
with PKCE for enhanced security. During initialization, both parties declare their supported capabilities:

* Tools — Functions the server can execute
* Resources — Data the server can provide

* Prompts — Templates offered by the server that guide Al responses and can coordinate multiple tools
for complex workflows

The MCP Server lists tools and prompts allowed by the scope of the user. Once initialized, the connection
remains persistent. Both, MCP Client and Server are responsible for handling errors and maintaining the
connection state.

3. The MCP Client forwards the query and server information to the LLM, which analyzes the request and
recommends the appropriate MCP tools for execution.

The MCP Client executes the recommended tools with necessary parameters on the MCP Server.
On invocation, the MCP Server optionally exchanges tokens with PAS for OpenEdge SSO.
The MCP Server calls PAS for OpenEdge Services with sanitized headers.

Response guard enforces limits before returning results to the MCP Client.

© N o o &

The MCP Client returns the tool results to the Al Agent, and the LLM incorporates the new information into
its reasoning. The LLM may decide to call additional MCP tools if needed, repeating steps 4—7 as necessary.

9. The LLM generates the final response using all available contexts.
10. The Al Agent presents the LLM's final response to the end-user.

For example, as requested by the end-user in step 1, the inventory summary may appear as:

I nventory Summary:

Raw Materials: 3,890 units

Work in Progress: 246 units

Fi ni shed Goods: 585 units

Low Stock Alerts: A um num Rods, Model X-300

Total Val ue: $2.4M
Last Updated: Sep 15, 14:45
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OpenEdge MCP Server request flow scenarios

This section explains how the OpenEdge MCP Server processes requests under different conditions. Each
sequence diagram illustrates the interaction between components and the security measures applied during
the request lifecycle.

Normal request flow

The following image represents a standard successful request flow.

End-User MCP Client MCP Server PASOE Services
Intent / Prompt
Request tool list
Scoped tools/prompts
4 ........................................
Invoke tool (args + creds)
Validate SA + user token (scopes ok?)
Downstream call (sanitized)
Response
4 ..........................................
Guarded result
4 ........................................
Display answer
4 ...............................
End-User MCP Client MCP Server PASOE Services
It includes:

Tool discovery by the MCP Client.

Invocation of a selected tool.

Dual authentication and scope validation.

Guarded downstream call to PAS for OpenEdge services.

Return of a bounded response to the client.

Token exchange variant

This scenario follows the normal execution path but introduces a token exchange step.
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MCP Client MCP Server PASOE SS0O PASOE Services

Invoke tool (user token T_in)

A\d

Exchange T_in

Y

T _out
4 ...............................
Call with T_out
Response
RS
Guarded result
‘. ...........................................
MCP Client MCP Server PASOE S50 PASOE Services

The MCP Server issues a scoped backend token instead of passing the original user token downstream. This
approach improves isolation and reduces the credential blast radius by enforcing tighter token lifetimes and
scopes.

Authentication failure and retry

This scenario demonstrates fail-closed behavior, which is a security best practice: instead of allowing a fallback
or partial access, the MCP Server blocks the operation and requires the user to retry with valid credentials.

MCP Client MCP Server

Invoke tool (missing/invalid SA)

>
401 + hint
.‘. ...............................................
Retry with valid SA + user token
Continue normal flow
.‘. ...............................................
MCP Client MCP Server
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* The request fails if the service account credential is missing or invalid.

* Recovery occurs immediately after a valid service account token is provided.

Rate limit denial

This scenario shows how the MCP Server enforces throughput policies.

MCP Client

Invoke tool (burst request)

MCP Server PASOE Services

Backoff / schedule retry

«

MCP Client

Deny (rate_limit) + retry-after metadata

P
>

Check rate window (current usage +1)

—

Downstream call is NOT made

MCP Server PASOE Services

The MCP server:

* Rejects an over-quota request before any downstream call.

* Returns metadata so that the client can apply backoff strategies.

Token exchange: With and without

The following comparison table highlights the differences between using token exchange and passing the

original user token:

* Without exchange—The original user token is sent downstream.

* With exchange:—The MCP Server issues a scoped token with controlled lifetime and claims.

Table 1: Token Exchange: With vs Without

Aspect

When used

Without Exchange With Exchange
Direct user token acceptable by [Backend requires different audience,
PAS for OpenEdge services specific claims, or shorter time to live
(TTL).

Extra network round trip

No additional network call is Adds one call to PAS for OpenEdge
needed SSO endpoint per exchange. This step
is often optimized through token
caching based on TTL.
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Aspect

Without Exchange

With Exchange

Credential sent downstream

The original user token is
forwarded to PAS for OpenEdge
Services.

The MCP server issues a scoped
exchanged token (T_out), which is
sent downstream to ensure tighter
control.

Token lifetime and scope control

Lifetime and scope are
determined solely by the
upstream ldentity Provider.

The MCP server enforces stricter limits
on token lifetime, audience, and
scopes for backend usage.

Failure mode

The downstream call proceeds
unless the token is invalid.

Exchange failure aborts request (fail
closed), preventing fallback to the
original user token.

Security benefit

Provides simplicity and lower
latency because no additional
configuration or network round
trip is required.

Enhances security by reducing the
blast radius and preventing exposure
of raw user tokens with excessive
scopes.

Operational complexity

Lower complexity since no token
exchange configuration is
needed.

Higher complexity due to additional
setup for token exchange endpoints,
certificate authority trust, and retry
handling.

Recommended use

Suitable for development
environments or deployments
with homogeneous trust
boundaries.

Recommended for production
environments that require stricter
backend security or multi-tenant
isolation.

Ensure secure operations in the OpenEdge MCP Server architecture

This section outlines the security guarantees provided by the OpenEdge MCP Server and the recommended
best practices for maintaining robust security posture. It explains the default protections built into the architecture
and offers guidance on encryption, authentication, token management, and operational hardening to minimize

risk and ensure compliance.

Security guarantees

These guarantees form the foundation of the MCP Server security model, minimizing risk and enforcing least

privilege:

* Service account credentials are never sent to PAS for OpenEdge services.

* Non-GET operations remain blocked unless explicitly enabled, enforcing least privilege.

* Token exchange produces short-lived, scope-limited tokens.

* Response and rate limit guards protect performance and cost.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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Recommended security posture and best practices
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To maintain a strong security posture and reduce the risk of unauthorized access or lateral movement, follow

these best practices:

Best practice

Details

Encrypt all connections

* Use TLS for every communication hop:
* Client — MCP Client (if remote)
* MCP Client — MCP Server
* MCP Server — PAS for OpenEdge SSO
* MCP Server — PAS for OpenEdge Services
* Enable mutual TLS (mTLS) wherever both endpoints are under
your control:
* At minimum: MCP Client - MCP Server
* Optionally, PAS for OpenEdge SSO and PAS for OpenEdge

Services if they support client certificate validation

This best practice ensures confidentiality, integrity, and authenticated
channels, reducing the risk of header or token interception.

Prefer token exchange over direct token
pass-through

* Allow the MCP Server to issue backend tokens so downstream
services trust it as the controlled issuer.

* Use short-lived, scope-limited tokens to minimize exposure
compared to long-lived generic user tokens.

* If token exchange fails, deny the request rather than falling back
to the original user token.

Enforce dual authentication and
scope-gating

* Keep service account verification enabled to establish a stable
server identity separate from the end-user.

* Apply scope filtering and default read-only routing to ensure only
authorized tools are visible and executable.

Rotate cryptographic material regularly

* Rotate the following at the recommended cadence of 30-90 days,
based on sensitivity:

¢ Service account keys
* Token signing keys (if applicable)
* TLS/mTLS certificates

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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Best practice Details

Harden TLS configuration . . .
* Use modern cipher suites and disable legacy protocols, such as

TLS 1.0/1.1.

* Validate server hostname and CA chain for PAS for OpenEdge
SSO and PAS for OpenEdge Services.

* Pin CAroots if allowed by organizational policy.

Minimize token scope and lifetime , . ,
* |ssue tokens with only the required scopes and claims.

* Set short TTL: minutes to a few hours.

* Reject or re-exchange tokens older than your policy threshold.

Monitor and alert
* Track:

* Rate limit denials
* Authentication failures

* Token exchange errors

* Treat unusual spikes as potential abuse.

* Log structured events (excluding secrets) to central Security
Information and Event Management (SIEM) for anomaly detection.

Fallback polic
policy * If token exchange is unavailable, deny the request explicitly.

* Do not silently forward raw user tokens, as this weakens security.
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Get started and deployment

For details, see the following topics:

* Get started with OpenEdge MCP Server

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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Get started with OpenEdge MCP Server

This section provides a complete workflow to install and configure the OpenEdge MCP Server using the provided
distribution package, and how to prepare a secure, production-ready deployment. It is intended for developers
and administrators who need to securely expose OpenEdge APlIs to Al workflows using the Model Context
Protocol (MCP).

For details, see the following topics:

* Deployment components

*  Supported environments

* Install OpenEdge MCP Server

* Enforce security best practices before deployment

* Deploy OpenEdge MCP Server to production

* Reconfigure MCP Server without profile regeneration

* Version verification and troubleshooting

Deployment components

OpenEdge MCP Server leverages a containerized approach for deployment, which uses three distinct
components. Understanding these components early helps you interpret the commands that follow.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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Component overview

The following components are used for the OpenEdge MCP Server creation and deployment:

* nctpgen (CLI utility)—A new utility designed for the containerized nature of the MCP Server, enabling
administrative tasks, such as creating and configuring runtime instances.

* Role: Serves as the profile assembler and lifecycle driver. It creates gener at ed/ <profi |l e- _name>
directories containing configuration files, certificates, and scripts and can also export production-ready
bundles. For detailed information about the core CLI command set, refer to Use the mcpgen CLI for
profile generation and management on page 119.

* Typical action: Executes commands such as up, | i st, | ogs, export,renint-all,and client test
calls.

* Runs as: Local Python using the st dl i b wheel through a wrapper script (. bat /. ps1, . sh)
* MCP Server (runtime)—The MCP Server Docker image that delivers the core functionality of the OpenEdge

MCP Server. It supports converting API specifications into MCP tools, managing authentication and
authorization, tool scoping, routing requests, and calling downstream APIs.

* Role: Serves generated MCP tools from your OpenAPI specification, including authentication, scopes,
and guardrails.

¢ Typical action: Handles client tool discovery and invocation.
* Runs as: openedge- ntp- server container image

¢ Utilities image—A Docker image that assists ncpgen to create profiles, generate certificates, create service
account JWT tokens, and make MCP Client calls.

* Role: Provides an internal helper container invoked by ntpgen for operational tasks such as service
account key generation, token/JWT creation, and certificate handling. Not intended for direct standalone
use

* Typical action: Performs key and credential bootstrap and diagnostics, which are triggered automatically

* Runs as: openedge- ntp- uti | s container image

Rationale for component separation

The components are separated to ensure security, efficiency, and streamlined onboarding for different
deployment stages. The following points explain why each component has its own role:

* Lean production image—The server ships only request-path code for efficiency.

* Secure separation—Credential and key minting occurs in a dedicated utilities image, kept out of the runtime
environment, and orchestrated by ncpgen.

* Fast onboarding—ntpgen composes all elements deterministically without requiring heavy dependency
installations.

Note: Due to the powerful and administrative nature of ntpgen, it is not recommended to deploy this utility
in any production environment running an MCP Server. The export process exists to prepare an MCP Server
runtime instance for self-contained operation, eliminating the need for additional tooling.
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How the components work together

Understanding how the components interact helps you visualize the overall workflow. This model shows the
sequence of actions from development to production:

1. Use the ntpgen CLI to generate a profile, manage configuration, and orchestrate lifecycle operations for
OpenEdge MCP environments. During profile generation process, ntpgen launches the MCP Server and
automatically invokes the utilities image whenever privileged operations, such as key generation or certificate
handling are required.

2. Protect the execution of the MCP utilities. All operations involving credentials, certificates, or diagnostics
are wrapped by ntpgen commands for security and simplicity.

3. In production, only the MCP Server container runs continuously to serve MCP tools. The ncpgen CLI and
utilities image are used occasionally for maintenance tasks such as key rotation or configuration updates,
typically from a controlled workstation or CI/CD pipeline.

Supported environments

The OpenEdge MCP Server supports multiple environments for development and production. Review the
following details before installation.

Development platforms

The OpenEdge MCP Server supports development on the following platforms:
* Linux

¢ Windows

Progress recommends Linux-based container runtimes for all production deployments. Windows environments
may be used for development and testing.

Note: Production deployments are not supported on Windows because the actual runtime of the MCP server
is always on Linux.

Production platforms

The OpenEdge MCP Server container images are OCIl-compatible and supported for production deployments
on Linux-based OCIl-compatible container runtimes. Production deployments require a Linux-based runtime.
The container images are compatible with OCI-compliant container engines as well as Kubernetes orchestration
platforms.

The following details summarize the deployment requirements and platform considerations for the OpenEdge
MCP Server container images:

* Containerimage requirements: The OpenEdge MCP Server container images are Linux-based and require
a Linux runtime environment for production deployments.

* Production deployment best practice: Production deployments must run on Linux-based container
runtimes.
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Prerequisites

The following table lists the required components for installation and their purpose:

Component

Minimum version

Purpose

Notes

Docker Engine

24+ (tested up to 26.x)

Runs MCP Server and
utilities containers

Required for all security
operations (TLS, Service
Account tokens)

Docker Compose

v2 plugin (preferred) or
docker-compose v1

Orchestrates the profile
stack

Detected by the ntpgen
doct or command

Python

3.11 and later

Executes ntpgen and
utilities locally

Required; versions outside
this range are not
supported

OpenAPI specification

OpenAPI 3.x with stable,
unique
oper at i onl dvalues

Serves as the source of
truth for tool generation

* The OpenAPI
specification should be
valid and linted.

e TheoperationlD
must be stable and
unique across builds.
Changing the
oper at i onl d without
intent to regenerate
tooling is considered a
breaking change and
may result in
invalidated tool
mappings, incorrect
LLM behavior, or
inconsistent MCP
Server operation.

* The OpenAPI
specification is
user-supplied and not
installed.

scripts on Linux

unzip Any Extracts the distribution | Not needed if cloning from
archive source
Bash shell Any recent version Required for running shell | Should be installed on

Linux systems
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Notes

* As a prerequisite, the environment must pass checks by running . / ntpgen doct or before first use. For
more information, see Step 3: Verify your environment on page 47.

* Al TLS certificate generation and Service Account operations use containerized security utilities
(openedge- ncp-util s). No local OpenSSL installation is required.

* Host Python is mandatory because the ntpgen shell wrapper executes Python code from the distributed
wheel or source. Supported range is 3.11 and later.

*  Windows users can use either Command Prompt or PowerShell. Linux users can use any preferred shell.

Python configuration

The ncpgen CLI requires a supported Python interpreter to run. This section explains how to configure Python
for OpenEdge MCP Server.

Initial configuration

On the first run, ncpgen prompts you to specify the Python interpreter. Supported versions are Python 3.11
and later.

Enter the Python command or path you want to use.
Exanpl es: python3. 12, python3.13, /usr/bin/python3.11

Pyt hon command: _

Enter the full path to the executable, for example / usr/ bi n/ pyt hon3. 11. Your selection is saved in the
. I mcpgen_pyt hon file located in the ncpgen installation directory. This configuration is reused for all future
runs.

Reconfigure python

To change the Python interpreter after initial setup, use the following commands:

Platform Command
Unix/Linux ./ mcpgen --sel ect - pyt hon
Windows PowerShell ./ nmcpgen. psl - Sel ect Pyt hon

Temporary override

To override the Python interpreter for a single command:

Platform Command

Unix/Linux/macOS MCPGEN_PYTHON=/ usr /| ocal / bi n/ pyt hon3. 12
./ mcpgen |ist

Windows PowerShell $env: MOPGEN _PYTHONE" C \ Pyt hon311\ pyt hon. exe";
./ mcpgen. psl |ist

OpenEdge: Use the OpenEdge MCP Server: Version 1.1
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Note

The Python configuration is stored in the ntpgen installation directory, not in the current working directory.
This ensures consistent behavior regardless of where you run ntpgen.

Install OpenEdge MCP Server

This topic outlines the process for setting up the OpenEdge MCP Server in development environments. The
following steps represent high-level actions in the workflow. These steps ensure your MCP Server is properly
configured in the development environment, before you enforce security best practices and prepare for
deployment to production. For detailed instructions and configuration options, refer to the respective linked
topics provided in each step:

Step 1: Download and unpack the distribution package on page 44.
Step 2: Run the container image load script on page 45.
Step 3: Verify your environment on page 47.

Step 4: Provide OpenAPI specification on page 48.

o v bd =

Step 5: Generate and start a profile on page 49.
6. Step 6: Validate the tool catalog on page 55.

What's next: After completing the installation and initial setup in your development environment, start the MCP
Server with the generated profile and test it by sending a natural language request mapped to API operations.
To do this, use a client that implements the Model Context Protocol (MCP) and has access to large language
models (LLMs). For example, Visual Studio Code (VSCode) provides integrated MCP Client support and
enables interaction with LLMs for natural language query processing to MCP tools.

Further, it is essential to enforce security best practices and harden your profile before deploying to production.
This includes enabling TLS or mTLS, configuring authentication and authorization, rotating keys and tokens,
vaulting secrets, and applying runtime guardrails. For more information on the security and pre-production
hardening checklist, see Enforce security best practices before deployment on page 57.

Only after you have followed each step in the checklist should you export your hardened profile and proceed
with production deployment. Following these measures help ensure your OpenEdge MCP Server is secure,
compliant, and production-ready. For more information on deploying OpenEdge MCP Server to production,
see Deploy OpenEdge MCP Server to production on page 59.

Step 1: Download and unpack the distribution package

To install the OpenEdge MCP Server, you must first download and unpack the distribution package. This
section explains the available distribution formats and how to prepare the files for use.

Download the release artifact

Download the release ZIP file from the Progress ESD website and place it in your working directory.

1. Navigate to the Progress Software ESD website.

2. From the list of available product lines, select Progress OpenEdge > Progress OpenEdge <ver si on>.
3. From the list of releases, select Progress OpenEdge MCP Server.
4

. From the list of available files, select the appropriate distribution package to download.

Unpack the distribution

Run the following commands to extract the files.
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¢ On Linux:

unzi p OPENEDGE_MCP_SERVER <ver si on>_LNX64. zip -d oentp-di st
cd oentp-di st

*  On Windows (PowerShell):

Expand- Ar chi ve -Path OPENEDGE_MCP_SERVER <ver si on>_W N64. zi p - Desti nati onPat h
oentp-di st
cd oentp-di st

Alternatively, you can use an unzip utility or select the Extract All from the Windows Explorer context menu.

Contents of the distribution

After unpacking, the directory contains:

File/Directory Description

ncpgen| bat | psl CLI wrapper for profile generation and lifecycle tasks

| oad_i mages. sh| bat | ps1 Script to load pre-built Docker images (server and
utilities)

i mages/*.tar.gz Docker images for offline installation

t ool s/ Templates and helper libraries

VERSI ON Product version information

ncp. properti es. READVE Additional configuration details

CHECKSUM t xt Contains the SHA256 message digests for all files in
the distribution package.

| MAGES_MANI FEST. t xt Lists the container images included in the distribution
package, if any.

wheel s/ Includes the ntpgen Python wheel (. whl ) for tooling.

examnpl es/ Provides various examples for using the OpenEdge
MCP Server.

Step 2: Run the container image load script

After unpacking the distribution, you must load the pre-built Docker images for the MCP Server and ultilities.
This step ensures that the correct server and utility images are available for deployment. This section explains
how to perform the load and verify the installation.
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Prerequisites

Before loading container images, installation of a containerization manager is required where the OpenEdge
MCP Server runs. All subsequent instructions assume you are using Docker through Docker Engine or Docker
Desktop.

* Refer to the official Docker documentation for installation instructions for your operating system.

* For Windows, you may need to install Windows Subsystem for Linux (WSL 2). For more information, refer
to the official WSL installation guide provided by Microsoft.

Run the script

After you have ensured that the required prerequisites have been met, run the following script to load the
container images into your local Docker environment.

Note: Ensure that your Docker server is running before running the script.

* On Linux:

./l oad_i mages. sh

* On Windows:

| oad_i mages. bat

This script imports the MCP server and utility images into your local Docker environment.

46 OpenEdge: Use the OpenEdge MCP Server: Version 1.1



Step 3: Verify your environment

Use the following commands to confirm that the images and versions are correctly installed:

Note: The ntpgen utility version number, server image ID, and creation timestamp shown in the examples
may differ from those in your environment. Comparing this output with your local setup may show different
values.

1. Use the built-in . / nrtpgen doct or command to run environment and dependency diagnostics. For more
information, see Doctor on page 136.

Note: Before running any ntpgen commands, ensure that Python 3.11 or later is installed and available
in your system PATH. For installation and configuration details, see Supported environments on page 41
and Python configuration on page 43.

2. List the available images in Docker to confirm the MCP Server image and utilities image exist:

docker inmages --filter "reference=openedge- nmcp*"

An output similar to the following appears:

docker images --filter "reference=openedge-ncp*"

| MAGE ID Dl SK USAGE CONTENT SIZE  EXTRA
openedge- ntp-server: <ver si on> 11f 02a0b5f 1f 397MB 189MB

openedge- ntp-server: | at est 11f 02a0b5f 1f 397MB 189MB

openedge- ntp-utils: <versi on> 546¢c3a64f666 481MB 227MB

openedge- ntp-util s: | at est 546¢c3a64f 666 481MB 227MB

Where, <ver si on> matches the distribution package you downloaded.

3. Verify the ntpgen utility version and timestamp of the server image:

./ ncpgen --version

An output similar to the following appears:

ncpgen Pyt hon edition: <version>
Server inmmge: openedge-ntp-server:|atest (created: 2025-12-17T18: 09: 08. 9864648652)

Where, <ver si on> matches the distribution package you downloaded.
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Step 4: Provide OpenAPI specification

To expose MCP tools, you must supply a valid OpenAPI specification. OpenAPI specifications can be obtained
from a Progress Application Server (PAS) for OpenEdge instance, which may implement one or more of the
following sources of service information:

* See "Develop a Progress Data Object Service" in Develop ABL Services

* See "OpenAPI documentation for REST-based services" in Manage Progress Application Server (PAS) for
OpenEdge

* See "OpenEdge.Web.DataObject.Writer.OpenAP130ServiceWriter" in OpenEdge ABL API Reference
* See "Use a WebHandler" and "ABL Web App project type" in Develop ABL Services
* Progress OpenEdge MCP Server How-To Guide

This section focuses on where to place the OpenAPI data and how to generate a compatible openapi . ym
file from a catalog for a Progress Data Object Service. You can use Progress Developer Studio for OpenEdge
to build an ABL Web App with a Data Object Service and generate the catalog. The catalog can be stored
locally or accessed through a URL from a deployed service.

Place the specification

Place your OpenAPI specification file, for example, openapi . ynm in the distribution directory or an adjacent
directory.

Minimum requirement: The specification must include valid pat hs: and oper at i onl d entries.

Generate specification from Progress Data Object Service catalog

You can generate an OpenAPI specification for MCP tools using either a local catalog file or a remote catalog
endpoint. Use the built-in openapi - gen utility to convert your Progress Data Object Service catalog into
OpenAPI format. This process creates an openapi . ym file that describes the available tools and their
operations, which can be used for client integration or APl documentation.

Use the following command to generate an OpenAPI specification from a local catalog file:

./ ncpgen openapi -gen <sour ce> -o <openapi.ym >

where,

Parameter Description

<sour ce> Progress Data Object Service catalog source, which can be either a
local file path, such as catalog.json, or an HTTP or HTTPS URL

Note: When using a local catalog file as the source, provide an
absolute file path if you are running the command from a directory
other than the catalog location.

-0 <openapi.ym > (Optional) Specifies the output file for the generated OpenAPI
specification.

If you do not provide —o, the command uses a default, auto-generated
filename for the output.
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You can use Progress Developer Studio for OpenEdge to build an ABL Web App with a Data Object Service
and generate a catalog. Then provide the URL where that catalog is accessible. The URL to access the catalog
should look like this:

http://host: port/<web- app>/ pdo/ <Ser vi ceNane>

For example, if the Sport s2020 web app with the Sport s2020Ser vi ce Data Object Service is deployed
and available, you can generate the specification file using:

./ ncpgen openapi -gen http://1 ocal host: 8810/ Sport s2020/ web/ pdo/ Sport s2020Servi ce -0
<openapi . ym >

where,

Parameter Description

http://1 ocal host: 8810/ Sport s The URL of the remote Progress Data Object Service catalog endpoint.

2020/ web/ pdo/ Sport s2020Ser vi ce

-0 <openapi.ynl > (Optional) Specifies the output file for the generated OpenAPI
specification.

If you do not provide —o0, the command uses a default, auto-generated
filename for the output.

These commands generate a complete OpenAPI 3.0.3 specification with proper schemas, paths, and operations
based on your Progress Data Object Service catalog. For more information, see Generate OpenAPI specification
on page 129.

For detailed instructions on structuring input and output schemas, assigning titles, writing descriptions, and
defining error models, see OpenAPI specification quality guidelines on page 267.

Step 5: Generate and start a profile

This section explains how to create and start an MCP profile using the ntpgen utility. A profile defines the
configuration, certificates, and runtime environment for MCP services. Generating a profile is an important step
in preparing the MCP server for development or production testing.

Basic profile setup

Use this command to quickly start the MCP Server using your OpenAPI specification file:

./ ntpgen up --spec <openapi.ym >

where, - - spec ./ <openapi . ym >—Specifies the OpenAPI specification file for tool definitions.
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Basic TLS setup
Use this command to start the MCP Server with TLS enabled and your OpenAPI specification:

./ ncpgen up --quick --tls --spec ./<openapi.ym >

where,
* --qui ck—Creates a profile using default settings for faster setup.
* --tls—Enables TLS for secure communication.

* --spec ./<openapi.ym >—Specifies the OpenAPI specification file for tool definitions.

TLS with custom hostnames

Run this command to enable TLS and include additional hostnames in the certificate to avoid browser or client
warnings:

./ nmcpgen up --quick --tls --extra-hostnames "api.exanple.comnyapp.local" --spec
./ <openapi . ym >

where,
* --extra-host names—Adds additional hostnames to the TLS certificate Subject Alternative Names (SAN).

* "api.exanpl e.com nyapp. | ocal "—Comma-separated list of hostnames to include.

What happens during profile creation

The following steps outline the process of profile creation:

1. A directory named gener at ed/ <pr of i | e_nane>/ is created. The system also updates the
gener at ed/ servers. regi stry. t sv file to track the newly created profile.

Self-signed TLS certificates are generated for development if none exist.
Service account keys and JWT tokens are created (unless - - no- sa is specified).

The ncp_server _confi g.j son MCP server configuration file is written with default routing settings.

o & 0N

The container starts and performs a smoke check, where:
¢ All the tools available on the MCP Server are listed.

* The clientinvokes the first MCP tool, which results in an API call to the MCP Server. The server processes
the request and returns the response to the client.

Note: If you used | ocal host in the base URL when generating the profile, the MCP Server container cannot
reach the Data Service. For more information, see Work with a data service created using localhost on page
53.
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Other configuration options and generated profile structure

During profile creation, additional configuration options are applied. The following table provides details of the

directory structure and client MCP configuration created by the up command.

Configuration

Purpose

Service account keys and tokens

Used for MCP client-to-server authentication

TLS/MTLS settings

Configures transport security for the MCP server

OpenAPI visibility and context settings Ensures proper exposure and context handling for API

operations

Downstream TLS certificates and host verification Provides secure communication with downstream

services

The up command creates a structured directory under gener at ed/ <pr of i | e>/ . This directory contains all

necessary artifacts, such as configuration files, scripts, certificates, and metadata required for consistent
deployment and operation. The following table lists the contents of the generated profile:

Directory/File

Description

sal Contains key material if the service account feature is enabled.

client/ Contains configuration and environment variables for client-side
operations, enabling interaction with the MCP Server without manual
setup.

server/ Contains configuration files, environment variables, and scripts required
to start and manage the MCP Server instance.

certs/ Contains TLS and mTLS assets if secure communication is selected.

start_server.sh|psl

Script to start the MCP Server instance.

try_client.sh|psl

Script to validate client-server interaction.

docker - conmpose. ntp. ym

Docker configuration to run the OpenEdge MCP server with required
parameters and environment details.

profile.json

Contains metadata file describing the generated profile.

Contents of the server directory
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The ser ver directory holds all files required to start and configure the MCP Server:

File Description
<openapi . ynl > The OpenAPI specification used to define and generate the MCP
Server.
server.env Stores environment variables required for the MCP server,

including sensitive information such as tokens, certificates, and
other secrets.

ncp_server_config.json Contains the core MCP Server configuration, which is used to
create and start the MCP Server. The MCP Server cannot run
without this file. Use the . ver bose option for detailed output.

Contents of the cl i ent directory

The cl i ent directory provides everything needed to interact with the MCP Server without manual setup:

File Description

sa. jw Stores a JWT associated with the service account configured for
the MCP Server. This token is required for secure communication
between the client and the server.

client.env Stores environment variables for the MCP client.

ncp.j son Auto-generated MCP client configuration file.

The ntp. j son file is an auto-generated client configuration that simplifies connecting an MCP client to your
development environment. For example, in VS Code, you can use this file to configure the MCP client without
manually setting up endpoints, authentication tokens, or tool definitions.

Instead of creating these settings from scratch, the MCP generation process provides a ready-to-use ntp. j son.
You can simply copy this file into the MCP client configuration of your IDE, and start interacting with the MCP
Server immediately without any additional setup.
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The following characteristics define how authentication headers are managed in the ntp. j son client MCP
configuration file:

* The service account header is included only when service account authentication is enabled.

* Authentication header precedence is resolved in the following order: ser vi ce_account . prefi x —
user _aut h. prefix — Bearer

* Double prefixing is automatically avoided.

For example:
{
"servers": {
"myprof":
"url": "http://1ocal host: 8500/ http",
"type": "http",

"headers": {
" X- OEMCP- SERVI CEACCOUNT": "Bearer eyJ..."
}
}

},
nputs": []

List all profiles

To list all profiles, run:

.Inmcpgen list --wide

For detailed information about the core commands used to manage a profile with the ntpgen CLI, see Manage
core commands in mcpgen on page 120.

Work with a data service created using localhost

When running the MCP Server in a Docker container, the container cannot reach services running on the host
machine using localhost in the base URL. Each container runs in an isolated network, so | ocal host always
resolves to the container itself, not the host machine.

This becomes an issue only if the MCP Server profile was originally created using a base URL that contains
| ocal host . For example, during development, an OpenEdge Data Service might be running directly on the
host and used to generate the MCP server profile:

./ mcpgen openapi -gen http://1ocal host: 8810/ Sport s/ web/ pdo/ Sport sService
./ ncpgen up --spec ./openapi_SportsService.yn

Although | ocal host works at profile creation time, once the MCP Server starts inside a container, MCP tools
running in that container can no longer reach the Data Service using | ocal host .

If the MCP Server profile was originally created using a host name or an IP address, no additional configuration
is required.

To support development scenarios where | ocal host has been used, MCP provides a convenience mechanism
using a mapped host name (dat a. ser vi ce) using the ext r a_host s configuration.
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Recommended approach: Use a host name or IP address

To access the Data Service from the MCP Server container, update the base URL to use a host name or IP
address that points to the host machine.

Example

./ ncpgen update --base-url http://192.168. 10.100: 8810/ Sport s/ web/ pdo/ Sport sServi ce
openedge- ntp- server

If the MCP Server profile was created using a host name or IP address from the beginning, no additional
configuration is required.

Development-only approach for localhost base URLs

During development, as an alternative to changing the base URL to a host name or IP address, you can use
the special host name dat a. ser vi ce. This name is mapped to the host machine using the extra_host s
setting in the Docker Compose file.
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Perform the following steps:

1. Edit the docker - compose. ntp. yml Docker Compose file for the profile located at:

gener at ed/ <pr of i | e>/ docker - conpose. ncp. yn

2. Uncomment the extra_hosts block and update the data.service IP address to either the Docker host gateway
IP (for example, 172. 18. 0. 1) or the IP address of the host:

extra_hosts:
- "data.service:172.18.0. 1"

3. Update the base URL to use dat a. servi ce:

./ ncpgen update --base-url <URL> <profile>

For example,

./ ncpgen update --base-url http://data. service: 8810/ Sports/web/ pdo/ SportsService
openedge- ntp- server

4. Restart the OpenEdge MCP Server container:

./ ntpgen restart -no-snoke <cont ai ner - name>

For example,

./ mcpgen restart -no-snoke openedge- ntp-server

5. After the server restarts, use the MCP client to call a tool and confirm that the data service is accessible:

/ncpgen client --tool <tool-name> --json <profile>
For example,
./ ncpgen client --tool getCustomer --json openedge-ntp-server

Production behavior

The ext r a_host s configuration is intended for development only. When exporting a profile for production,
the ext ra_host s block is removed automatically. No manual cleanup is required.

Step 6: Validate the tool catalog

Testing the tool catalog ensures that the MCP client can list available tools and invoke them correctly. This
step validates authentication and tool functionality before moving to production.
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List tool names

Run this command to display all available tools for the specified profile:

./ ncpgen client <profil e-nanme>

Invoke tool

Use this command to invoke a specific tool and pass arguments. The following example calls the | i st Pr oduct s
tool with a limit of two items:

.Incpgen client <profil e-name> --tool listProducts --args '{"limt":2}'
Where,
* --tool I|istProducts—Specifies the tool to invoke.

e --args '{"limt":2}'" —Provides arguments in JSON format for the tool.

Use different service account tokens

Service account tokens control access to MCP tools based on assigned scopes. If you have multiple tokens
with different permissions, you can specify which token to use when listing tools or invoking them. This step
allows you to test access levels and validate role-based functionality. If multiple service account tokens exist
with different scopes, select a specific token using - - sa- t oken option with the ntpgen cl i ent command:

Action Command
List tools with regular access ./ mcpgen client <profile_nane> --sa-token regul ar
List tools with admin access .I'ncpgen client <profile_name> --sa-token admn
Invoke admin-only tool ./Imcpgen client <profile_name> --sa-token adnin
--tool getSupportTickets --args '"{"limt":5}'

List available tokens for a profile

To view all service account tokens associated with a profile, use the following command:

./ ncpgen sa-tokens <profil e _nane>

For more information, see Client on page 137.
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Enforce security best practices before deployment
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After you have set up and validated the OpenEdge MCP Server in your development environment, the next
step is to secure and harden your deployment before moving to production. Securing your OpenEdge MCP
Server is essential to protect sensitive data, ensure compliance, and maintain operational integrity. This section
outlines the critical security controls you must enforce before deploying to production. Follow each step in the
checklist to harden your environment and meet organizational and industry standards. For detailed steps and

configuration examples, refer to the references provided.

Step Action Purpose References
1 Enable TLS or mTLS  |Enabling TLS or mTLS ensures that all .
network traffic is encrypted and that both | Configure TLS and mTLS
client and server identities are verified. certificates on page 182
Producti(?n environmentg ml_Jst never TLS and mTLS for secure
allow plain text communication. communication on page 208
TLS and mTLS certificate
rotation on page 260
2 Configure service Configuring service account .
account authentication |authentication restricts access to The security group on page
authorized clients by requiring JWT 164
tokens for every request. Security and authentication
architecture for MCP server
on page 203
3 Define and enforce Defining and enforcing scopes limits o
scopes access to tools based on user roles and Authorization on page 181
fungltlons, following the principle of least Scope gating for discovery
priviiege. and execution on page 206
4 Rotate keys and tokens | Rotating keys and tokens on a regular
regularly schedule helps prevent credential misuse Upgrade process and key or
and supports compliance with security certificate rotation on page
policies. 257
5 Vault secrets securely | Vaulting secrets ensures that private keys
and tokens are protected from Export and harden
unauthorized access and accidental production deployment on
leakage. page 231
6 Harden runtime Hardening runtime guardrails limits the .
guardrails size of responses and disables unsafe Configure response guard
operations to reduce the risk of abuse. settings on page 189
Response guard strategy on
page 209
7 Restrict write routes Restricting write routes minimizes risk by .
disabling unnecessary write operations Configure routes on page
in the production environment. 161
Threat model and mitigation
strategies on page 204
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Step

Action

Purpose

References

Sanitize logs

Sanitizing logs prevents sensitive data
from being exposed in log files by
redacting confidential fields and disabling
verbose payload logging.

Configure logging and
related middleware on page
91

Audit events and sensitive
data handling on page 93

Pin Docker image
digests

Pinning Docker image digests locks your
deployment to known, secure versions
and prevents supply chain tampering.

Export and harden
production deployment on
page 231

10

Validate authentication
headers

Validating authentication headers ensures
that all clients use the correct headers for
secure access to the MCP Server.

Authentication headers and
access information on page
164

Configure service account
authentication on page 165

11

Run security checks and
smoke tests

Running security checks and smoke tests
helps detect misconfigurations and
security gaps before deployment.

Doctor on page 136

Deploy OpenEdge MCP Server to production

After you have secured and hardened your deployment, exporting a validated development profile for production

is an important step in real-world deployments, which ensures that the artifacts you ship to an operations
environment are secure, immutable, and aligned with compliance requirements. It also removes
development-specific components and creates a controlled boundary for signing and scanning. This section

explains why and how to export artifacts for production environments after successful validation in development.
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Why export instead of running development profiles in production?

The following reasons explain why you should export a production bundle instead of directly running a
development profile in a production environment.

Reason Description

Freeze image digests Guarantees immutability and aligns with software bill of materials
(SBOM) requirements

Strip developer artifacts Removes client scripts, verbose configs, and private keys unless
explicitly included

Self-contained package Produces a directory or tarball ready for shipping to operations

Controlled artifact boundary Enables signing, scanning, and provenance checks

Caution: You are recommended to never run development profiles in production. Exporting enforces compliance
and security best practices.

Prepare a production-ready export

Before deploying the OpenEdge MCP Server to a production environment, it is important to create a
production-ready export of your validated development profile. This process ensures that only secure, hardened,
and compliant artifacts are included in your deployment package, removing any development-specific components
and sensitive data.

Export command

Run the following command to prepare production-ready artifacts after validating the profile in development:

./ ntpgen export <profile_nanme> --bundle prod

For more information about the export command, see Export profiles for production on page 127.
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Export output

The export process generates a set of files that form the production-ready bundle. The following table lists the

included files:

File/Directory Purpose
docker - conpose. ncp. ym Docker Compose configuration for MCP services
profile.json Sanitized metadata for deployment.

Note: This file is included for only production-ready exports.

server/ncp_server_config.json MCP server configuration file
certs/ Public certificate components
run. sh Launcher script for Linux and macOS environments.
run. psl Launcher script for Windows environments

Optional flags for secrets

You can use the following flags to include secrets in the export. Use these options cautiously and prefer secure
vaulting in production environments:

Flag Purpose

--include-private Retains private keys

--include-token Retains tokens

Note: Including secrets in exported artifacts increases risk and is not recommended. Always use secure
vaulting mechanisms in production.

Run exported bundle on production host

After exporting a validated profile for production, you must deploy the bundle on the target host. This process
is designed to work in air-gapped environments and provides flexible options for starting MCP services using
Docker Compose or helper scripts.
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Run the following steps to deploy the exported production bundle on the target host:

1.

Transfer the exported directory to the target host. Ensure that Docker and Docker Compose are installed
and configured on the host system.

Navigate to the exported bundle directory:

cd exported/ <name>

Choose either of the following methods to start the MCP server:

Option A: Docker Compose (Preferred)

Run the following command to start the containers in detached mode:

docker conpose -f docker-conpose. ntp.ym up -d

Option B: Helper Script with optional overrides
The helper script provides a simplified way to start and manage containers. For example,

On Linux or macOS:

./run.sh start
./run.sh start --port 9000 --nane my-server
./run.sh status # Check contai ner status

On Windows using PowerShell:

\run.psl start
.\run.psl start -port 9000 -name ny-server
.\run. psl status # Check contai ner status

where,

The first command starts the MCP services using the default configuration from the exported bundle. It
launches the Docker containers without any custom overrides.

The second command starts the MCP services with custom settings. The default port is 8500. The - por t
9000 option overrides the default and sets the port to 9000, while the - nane ny- ser ver option assigns
a custom name to the server instance. Use this command for running multiple instances or avoiding port
conflicts.

The third command checks the current status of the MCP containers.

Note: Option A is the preferred method for production deployments because it provides better control and
visibility.

Monitor logs to verify successful startup of the containers.

.\run.psl start docker conpose -f docker-conpose.ncp.ym logs -f --tail=50 || \
docker - conpose -f docker-conpose.ntp.ym logs -f --tail =50
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Both commands are used to display and follow the logs of containers defined in the

docker - conpose. ntp. ym file. The first command uses the modern Docker Compose v2 syntax (docker
conpose), and the second uses the legacy Docker Compose CLI (docker - conpose). They are combined
with | | so that if the first command fails, the second one runs as a fallback. Both commands show the last
50 lines of logs and continue streaming new log entries in real time.

Reconfigure MCP Server without profile regeneration

You can update the MCP Server configuration without recreating the profile. This step is useful for making
changes such as adding scopes, adjusting routing, or enabling mTLS after initial deployment. The process
differs slightly depending on whether you are working with development profiles or exported production bundles.

Update configuration for development profiles

Use the ntpgen utility to stop the running profile, edit the configuration file, and restart the profile.

1. Stop the running profile.

./ ncpgen stop <profil e_nane>

2. Editthe server/ ncp_server _confi g.j son file to apply changes such as adding scopes, adjusting
routing rules, or enabling mTLS.

3. Restart the profile with the updated configuration.

./ ncpgen start <profile _nane>
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Update configuration for exported bundles
For production bundles, use the launcher scripts provided in the export directory.
1. Stop the running containers using the appropriate helper script.

On Linux or macOS:

./run.sh stop

On Windows PowerShell:

.\run. psl stop

2. Editthe server/ ncp_server_confi g. ] son file to apply configuration changes.
3. Restart the containers using the same helper script.

On Linux or macOS:

./run.sh start

On Windows PowerShell:

\run.psl start

Notes
* Always validate the syntax of ntp_server _confi g. j son after editing to avoid startup errors.

* Restarting the profile or containers is required for changes to take effect.

Version verification and troubleshooting

This topic explains how to verify component versions and resolve version-related issues after installation.

Verify docker image versions

Run the following command to list all OpenEdge MCP images with their versions:

docker images --format "table {{.Repository}}:{{.Tag}}\t{{.1D}}
\t{{.Size}}\t{{.CreatedAt}}" | grep openedge-ntp

The following output appears:

# openedge-ntp-server:1.0.0 <i mage-i d> <size> <date>
# openedge- ntp-server: | at est <i mage-i d> <size> <date>
# openedge-ntp-utils:1.0.0 <i mage-i d> <size> <date>
# openedge-ntp-utils: | atest <i mage-i d> <size> <date>
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Verify components versions

Use these commands to check versions of different components:

* To check distribution version, run:

cat VERSI ON

* To check version of the ntpgen utility, run:

./ mcpgen --version

* To check version of the running server while the container is active, run:

i mport sys, os
sys. path.insert (0,
try:

docker run --rm openedge-ntp-server:|latest python -c "
"lapp/src')

with open('/app/ VERSION, 'r') as f:
print(f'Server Version: {f.read().strip()}")
except Fil eNot FoundError:
print('Version file not found in container')

Profile and configuration version tracking

Use these commands to track profile creation details and verify configuration versions:

Action

Command

List profiles

./Imcpgen list --wide

Check configuration version

cat generated/ <profil e-nane>/ncp_server_config.json |

grep -A5 -B5 version ||echo "No version field in
config"
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Troubleshoot version mismatches

If you encounter version-related issues, follow these steps:

1.

2,

3.

If you encounter mixed versions across components, ensure all components use the same release:

# Clean up ol d imges
docker images | grep openedge-ntp | grep -v "v0.0.2\|latest" |
awk '{print $3}' | xargs -r docker rm

If version tags are missing from your images, re-run the image loading process:

./l oad_i mages. sh

If there are conflicts with the mcpgen utility, check if the correct wheel is installed:

pi p show ntpgen 2>/dev/null || echo "ncpgen not installed via pip"

Note: The VERSI ONfile in your distribution is the single source of truth. All Docker images, ntpgen utility,

and documentation should align with this version.
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Upgrade OpenEdge MCP Server

For details, see the following topics:

Upgrade OpenEdge MCP Server
Post-upgrade best practices

Troubleshoot OpenEdge MCP Server upgrade

Upgrade OpenEdge MCP Server

This section provides procedures for upgrading OpenEdge MCP Server deployments while preserving existing
profiles and supporting verified rollback. An unchanged profile configuration does not normally need to be
regenerated during an upgrade.

Overview

This content covers upgrade procedures for both Linux and Windows PowerShell environments. The following
upgrade scenarios are addressed:

1.

In-place upgrade of existing standard profiles

2. Profiles using prompts and context enrichment
3.
4

. Rollback to the previous working deployment

Production bundles created with ntpgen export --bundl e prod
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Prerequisites
Before starting the upgrade process, ensure you have met all the necessary requirements:
* Linux system requirements: Ensure Docker, unzi p, and Python 3 are installed.

* Windows system requirements: Ensure Docker Desktop or Rancher Desktop, and Python 3.11 or later
are installed.

* Schedule a maintenance window for the container restart.
* Obtain the new distribution zip file appropriate for your host and server image.
* Retain the previous distribution zip and Docker image until rollback validation is complete.

* Document your deployment: Record the profile name, host port, OpenAPI source, at least one known
read-only tool, and valid tool arguments for testing.

Linux upgrade procedures

This section provides step-by-step upgrade procedures for Linux-based OpenEdge MCP deployments. Before
you begin, set the deployment variables:

export OEMCP_HOVE=~/ oenctp- di st

export PROFI LE=ny- oentp-profile

export TOOL='<known-read-onl y-tool >
export TOOL_ARGS=' <val i d-j son- ar gunent s>'

# Exanple for the Sports test data service:
# export TOOL=get Cust oner
# export TOOL_ARGS='{"filter":"Cust Num=3000"}"'

For detailed instructions, refer to the subsequent steps.

Step 1: Back up the current deployment

Creating a complete backup before the upgrade ensures you can restore your deployment if validation fails.
Follow these steps to backup before stopping the profile and do not store private keys or JWTs in source
control:

1. Set the working directory to the OpenEdge MCP Server installation directory:

cd " $CEMCP_HOVE'

2. Generate a timestamp and archive the generated profile and server registry:

# Create backup archive with tinmestanp
BACKUP_DATE=$( dat e +%r%m¥d- %100N/S)
tar -czf "../${PROFI LE}-backup- ${ BACKUP_DATE}.tgz" \
"gener at ed/ $PROFI LE" \
gener at ed/ servers.registry.tsv
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3. Save a known successful tool invocation as functional evidence:

# Capture known successful tool invocation as functional baseline
.I'ntpgen client "$PROFILE" --tool "$TOOL" --args "$TOOL_ARGS' --json \
> ", ./ ${PROFILE}-tool -call-pre-upgrade.json"

4. Confirm that all expected backup artifacts were created before you continue:

I's -1 "../${PROFILE}- backup- ${ BACKUP_DATE}. t gz" \
". ./ ${PROFI LE} -t ool -cal | - pre-upgrade.json" \

The backup should capture:

* Profile server configuration

* Service-account keys and token metadata
* Certificates (public and private)

*  Prompt files (if used)

* Context files (if used)

* File ownership and permissions (preserved by tar, subject to the privileges of the user creating and restoring
the archive)
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Step 2: Perform in-place upgrade

This step replaces the existing distribution with the new version while preserving your profile configuration.
Follow these steps to stop the profile, replace the distribution tooling, and load the new Docker images:

1. Set the working directory to the OpenEdge MCP Server installation directory:

cd " $OEMCP_HOVE"

2. Stop the profile before replacing distribution artifacts:

./ mcpgen stop "$PROFI LE"

3. Remove existing ntpgen wheel files to avoid stale tooling conflicts:

# Renove previous version wheel file
rm-f wheel s/ ntpgen-*. whi

4. Extract the target OpenEdge MCP Server distribution into the installation directory:

# Extract new distribution
unzip -o /path/to/ OPENEDGE_MCP_SERVER <VERSI ON>_LNX64. zi p -d " $OEMCP_HOVE"

5. Load the target Docker images and validate the environment:

# Load new Docker images
./l oad_i mages. sh

# Verify installation
printf 'python3\n' | ./ntpgen doctor

6. Start the profile after the upgrade completes:

# Start the upgraded profile
./ mcpgen start "$PROFI LE"

Note: By default, generated profiles use openedge- ntp- server: | at est. The | oad_i nages. sh script
loads the new image under this reference, so no compose-file changes are required for standard in-place
upgrades.
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Step 3: Validate standard profile upgrade

Validation confirms that the upgrade was successful and that all functionality remains intact. To verify that the
upgrade preserved functionality and configuration, run the same known tool invocation used in baseline

validation:
# Verify known tool invocation still works
./ ntpgen client "$PROFILE" --tool "$TOOL" --args "$TOOL_ARGS' --json \

> ", ./ ${PROFI LE}-tool -call -post-upgrade.json"

Validation checklist

To confirm the upgrade completed successfully, verify the following:
* Verify the known tool invocation succeeds with expected results.
* Confirm TLS/client connectivity is functional.

¢ Test that invalid service-account tokens are properly rejected.

* Verify profile configuration, certificates, SA key material, and tokens remain unchanged (apart from intentional
configuration updates).

Version 1.1.0 changes the default r equest _t i meout from 500 ms to 30,000 ms (30 seconds). Profiles that
do not explicitly configure this value will observe significantly longer timeout behavior. To retain the previous
500 ms timeout, add the following to your profile's

gener at ed/ $PROFI LE/ server/ ntp_server _config.j son:

"runtime": {
"m ddl eware": {
"request _tineout": {
"enabl ed": true,
"tinmeout_ns": 500
}
}
}
}

For more information, see Configure middleware settings on page 190.

Important:

* The chosen timeout must account for downstream OpenEdge service response times and client timeout
expectations. The new 30-second default accommodates longer-running operations but may not be
appropriate for all deployment scenarios.

* Asuccessful tool call alone does not prove that authorization is enforced. Always verify that invalid credentials
are rejected.
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Step 4: Validate profiles with prompts and context enrichment

Profiles using prompts and context enrichment require additional validation to ensure these features continue
working correctly. For profiles created with - - pronpt s <di rectory>and --context <directory>,
perform the standard upgrade procedure from Step 2, then complete the following checks:

1. Confirm files under ser ver/ pronpt s/ and server/ cont ext/ match the pre-upgrade baseline.
2. Confirm pronpt s/l i st returns all expected prompts.

3. Confirm pr onpt s/ get returns the correct content for each expected prompt.

4

. Confirmt ool s/ | i st includes expected tools and that context text from ser ver/ cont ext / gl obal . nd
appears in enriched tool descriptions.

Step 5: Upgrade production exports

Production exports require a different upgrade approach because they are self-contained deployment bundles
with independent configurations. Follow these steps to upgrade production exports:

1. Set the working directory to the OpenEdge MCP Server installation directory:

cd " $OEMCP_HOVE"

2. Find the timestamped production export directory for the profile:

# Find the production export directory
EXPORT_DI R=$(find exports -nmaxdepth 1 -type d \

-nane "export_ ${PROFILE}_*" -print -quit)
test -n "$EXPORT_DI R

Note: This command selects the first matching export. If you have multiple exports for the same profile,
set EXPORT_DI R explicitly to the target directory.

3. Stop the running container and back up the export compose file:

cd "$EXPORT_DI R’

# Stop the running container
./Irun.sh stop --port <port> --nane <contai ner-nane>

# Back up the compose file
cp docker-conpose. ncp. yml docker - conpose. ntp. ym . backup

4. Confirm the export follows security best practices and does not include disallowed private credentials:

test ! -e sal/private.pem # Should not exist
test | -e sa/lsa.jw # Shoul d not exi st
test -f sal/public.pem # Shoul d exi st

test -f server/ntp_server_config.json # Should exi st
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Production exports intentionally omit the service-account private key and JWT. These credentials must be
provided from an external secret-management system. Never copy development credentials into production
bundles.

5. Load the target release images into Docker:

# Load new Docker images
cd "$OEMCP_HOVE'
./l oad_i mages. sh

Note: This procedure assumes that the OpenEdge MCP Server distribution is available on the production
machine.

6. Restart the production export with the upgraded image:

# Start the upgraded contai ner
cd "$EXPORT_DI R’
./run.sh start --port <port> --name <cont ai ner - nane>

7. Confirm the container image reference and runtime status:

# Verify depl oynent - confirmcontai ner uses the new i nage
CONTAI NER_I MAGE_| D=%(docker inspect --format '{{.Inmage}}' <contai ner-nane>)
EXPECTED | MACE | D=$(docker i mage i nspect openedge-ntp-server:latest --format '{{.1d}}")

if [ "$CONTAI NER | MAGE_| D' = "$EXPECTED | MAGE_I D' ]; then
echo "Container is using the upgraded inmage"
el se
echo " WARNI NG Contai ner inmage m smatch”
echo " Container: $CONTAI NER | MAGE | D'
echo " Expected: $EXPECTED | MAGE_| D'
fi
# Check runtinme status
./run.sh status --port <port> --name <cont ai ner- name>

Production validation checklist:

To confirm the production upgrade completed successfully, verify the following:
* Verify the deployed container uses the new image

* Confirm sanitized server configuration is unchanged

¢ Test that externally supplied credentials can list tools

* Verify authorized tool invocation succeeds

* Compare production tool catalog with pre-upgrade baseline

* Confirm production networking (DNS, service discovery, network aliases) functions correctly

Note: Production exports remove development-only ext r a_host s mappings. Use stable DNS names,
service-discovery names, or supported network aliases for downstream OpenEdge services.
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Step 6: Pin explicit image references (Optional)

Pinning to explicit image versions provides greater control over which version runs in your deployment. Using
openedge- ntp- server: | at est is appropriate when | oad_i nages. sh is the controlled mechanism for
loading releases. However, explicit tags or digests provide:

* Reproducible records of exact images in use

* Prevention of unintended version changes from later image loads
* Support for release-approval processes

Follow these steps to pin an explicit image reference:

1. Set the desired image tag or digest:

export SERVER | MAGE REFERENCE=openedge- ntp- server: <ver si on>

2. Apply the image reference to the generated profile compose file:

# Update profile conpose file

sed -i -E\
"s|M([[:space:]]*image:).*|\1 ${SERVER | MAGE_REFERENCE} | " \
"gener at ed/ $PROFI LE/ docker - conpose. ntp. ym "

3. Apply the same image reference to the production export compose file:

# O update production export conpose file

sed -i -E\
"s|M([[:space:]]*image:).*|\1 ${SERVER | MAGE_REFERENCE} | " \
"$EXPORT_DI R/ docker - conpose. ntp. ym "

Always back up the original compose file before modifying image references to support rollback.

4. Recreate the container to apply the image reference change:

* For standard profiles:

cd " $CEMCP_HOVE"
./ nmcpgen stop "$PROFI LE"
./ ntpgen start "$PROFILE"

# Verify the container uses the pinned i nage
docker inspect --format '{{.Config.lnmage}}' "${PROFILE}"

* For production exports:

cd "$EXPORT_DI R’
./run.sh stop --port <port> --nane <cont ai ner-nane>
./run.sh start --port <port> --nanme <cont ai ner - nanme>

# Verify the container uses the pinned i nage
docker inspect --format '{{.Config.lnage}}' <container-nane>
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Note: Editing the compose file does not change already-running containers. The container must be stopped
and restarted for the new image reference to take effect.

Step 7: Rollback procedures
If validation identifies issues with the upgrade, you can restore your previous working deployment using one
of the following rollback methods.

Image-only rollback

Follow these steps to restore the previous Docker image while keeping the existing profile configuration
unchanged:

1. Stop the running profile:

cd " $OEMCP_HOVE"
./ mcpgen stop "$PROFI LE"

2. Reload the previous image:

# Rel oad previous version inmge
/ path/ to/ previ ous-di stribution/load_i mages. sh

3. Restart the profile:

./ nmcpgen start "$PROFI LE"

Verify the running container uses the previous image and repeat the known successful tool invocation.

Note: If the profile uses an explicit image reference, either restore the previous compose file or update the
image reference to point to the previous version image.

Complete profile rollback

Follow these steps to restore the profile directory from backup and return the deployment to its previous working
state:

1. Stop the running profile:

cd " $OEMCP_HOVE"
./ ntpgen stop "$PRCFI LE"

2. Move the current generated profile aside for analysis:

# Preserve the upgraded profile for analysis
mv " gener at ed/ $PROFI LE" "gener at ed/ ${ PROFI LE} . post - upgr ade"
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3. Restart the profile:

# Restore from backup
tar -xzf "../${PROFI LE}- backup-<ti mestanp>.tgz"

./ ntpgen start "$PROFILE"

Verify the restored profile starts successfully and its tool catalog matches the pre-upgrade baseline.

4. Restore the previous mcpgen wheel files:

# Restore wheel files fromthe previous distribution
cp /path/tol previous-distributi on/wheel s/ ntpgen-*.whl "$O0EMCP_HOVE/ wheel s/ "

Note: If you removed the previous distribution, you can restore the mcpgen tooling by reinstalling from the
archived distribution zip file.

Production bundle rollback

Follow these steps to restore production export artifacts and, when needed, the previous container image:

1. Stop the production container:

cd "$EXPORT_DI R’
./run.sh stop --port <port> --nane <cont ai ner - nane>

2. Restore the compose file:

# Restore previous conpose file
cp docker-conpose. ntp. ym . backup docker - conmpose. ntp. yni

3. Reload previous image (if using latest):

# If using :latest reference, reload previous inage
/ path/to/ previ ous-di stribution/load_i mages. sh

4. Restart the production container:

./run.sh start --port <port> --nanme <cont ai ner - nane>

Verify the production container uses the previous image and can successfully invoke authorized tools.
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Windows upgrade procedures

This section provides step-by-step upgrade procedures for Windows-based OpenEdge MCP deployments
using PowerShell. Before you begin, ensure that:

* Docker Desktop must be running
* Python 3.11 or later must be available to ncpgen. ps1.

* Set deployment variables:

$env: CEMCP_HOME = Joi n-Pat h $HOVE ' oentp- di st
$Profile = 'ny-oencp-profile’

$Tool = ' <known-read-onl y-t ool >'

$Tool Args = '<valid-json-argunment s>'

# Example for the Sports test data service:
# $Tool = 'getCustoner'
# $Tool Args = '{"filter":" Cust Num=3000"}"

Note: If your system does not allow running PowerShell scripts (. ps1 files), use . \ ntpgen. bat instead
of . \ ntpgen. ps1 throughout these procedures.

For detailed instructions, refer to the subsequent steps.

Step 1: Back up the current deployment

Creating a complete backup before the upgrade ensures you can restore your deployment if validation fails.
Follow these steps to back up the current deployment:

1. Set the working directory to the OpenEdge MCP Server installation directory:

Set - Locat i on $env: CEMCP_HOVE

2. Generate a timestamp and archive the generated profile and server registry:

# Create tinestanped backup
$BackupDate = Get-Date -Fornmat 'yyyywvvld- HHmss'
Conpress-Archive -Path @
"gener at ed\ $Profile",
'generated\servers.registry.tsv'
) -DestinationPath "..\$Profil e-backup-$BackupDate. zi p" -Force

Protect the backup archive and retain the previous distribution until rollback validation is complete. Ensure
private keys and tokens are protected from unauthorized access.
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Step 2: Perform in-place upgrade

Follow these steps to replace the existing distribution with the new version while preserving your profile
configuration:

1. Move to the installation directory and stop the running profile:

Set - Locat i on $env: CEMCP_HOMVE
.\ntpgen. psl stop $Profile

2. Remove existing ncpgen wheel files to avoid stale tooling conflicts:

# Renove previous version wheel files
Get-Childltem-Path 'wheel s\ntpgen-*.whl' | Renpve-ltem

3. Extract the target OpenEdge MCP Server distribution into the installation directory:

# Extract new distribution
Expand- Ar chi ve -Literal Path " $HOVE\ Downl oads\ OPENEDGE_MCP_SERVER <VERSI ON>_W N64. zi p"
- Destinati onPat h $env: OEMCP_HOVE - For ce

4. Load the target Docker images and validate the environment:

# Load new Docker images
.\l oad_i mages. psl

# Verify installation
.\'ntpgen. psl doctor

5. Start the profile after the upgrade completes:

# Start the upgraded profile
.\ncpgen. psl start $Profile

The default compose configuration uses openedge- ntp- server: | at est. Thel oad_i nages. ps1 script

loads the new image under this reference, so no compose-file changes are required.

Step 3: Validate standard profile upgrade

Validation confirms that the upgrade was successful and that all functionality remains intact. To verify that the

upgrade preserved functionality and configuration, run the same known tool invocation used in baseline
validation:

# Verify known tool invocation still works
.\ntpgen.psl client $Profile --tool $Tool --args $Tool Args --json |
Set-Content -Path "..\$Profile-tool-call-post-upgrade.json" -Encoding utf8
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Validation checklist:

To confirm the upgrade completed successfully, verify the following:

* Confirm known tool invocation succeeds

* Verify invalid service-account tokens are rejected

* Confirm profile configuration, certificates, keys, and tokens are consistent with the backup
* Review release notes for any default value changes that may affect behavior

Version 1.1.0 changes the default r equest _t i meout from 500 ms to 30,000 ms (30 seconds). Profiles that
do not explicitly configure this value will observe significantly longer timeout behavior. To retain the previous
500 ms timeout, add the following to your profile's

gener at ed\ $Profi |l e\ server\ ncp_server_config.j son:

{
"runtime": {
"m ddl eware": {
"request _tinmeout": {
"enabl ed": true,
"timeout_ns": 500
}
}
}
}

For more information, see Configure middleware settings on page 190.

Important:

* The chosen timeout must account for downstream OpenEdge service response times and client timeout
expectations. The new 30-second default accommodates longer-running operations but may not be
appropriate for all deployment scenarios.

Step 4: Validate profiles with prompts and context

For profiles using prompts and context enrichment, perform the standard upgrade from Step 2, then complete
the following checks:

1. Confirm files in server/ pronpt s/ and server/ cont ext/ match the backup.
2. Confirm pronpt s/l i st returns all expected prompts.

3. Confirm pr onpt s/ get returns the correct prompt content.

4

. Confirmt ool s/ | i st includes expected global-context text in tool descriptions.

Step 5: Upgrade production exports

Production exports require a different upgrade approach because they are self-contained deployment bundles
with independent configurations. Follow these steps to upgrade production exports:

1. Move to the timestamped production export directory for the target profile:

Set - Locati on $env: CEMCP_HOVE

# Navigate to production export directory
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# Replace with actual timestanped directory nane
Set - Location 'exports\export_<profile>_<tinmestanp>'

Note: This command selects the first matching export. If you have multiple exports for the same profile,
specify the exact directory explicitly.

2. Stop the running container and back up the export compose file:

# Stop and back up
.\run.psl stop -Port <port> -Name <cont ai ner-nane>
Copy- I tem ' docker-conpose. ncp.ym ' ' docker-conpose. ncp. ym . backup'

3. Confirm the export does not include disallowed private credentials:

# Verify production secret handling

Test-Path 'sa\private. pem # Expected: Fal se
Test-Path 'salsa.jw’ # Expected: Fal se
Test-Path 'sa\public. pem # Expected: True

4. Load the target images:

# Load new i mages and start
Set - Locat i on $env: CEMCP_HOVE
.\l oad_i mages. psl

Note: This procedure assumes that the OpenEdge MCP Server distribution is available on the production
machine.

5. Restart the production export with the upgraded image:

# Start the upgraded contai ner
Set - Locati on ' exports\export_<profil e>_<tinmestanp>'
.\run.psl start -Port <port> -Nane <cont ai ner - nane>

6. Verify the container image and runtime status:

# Verify container uses the upgraded i mage
$Cont ai nerl magel d = docker inspect --format '{{.lmage}}' <contai ner-nanme>
$Expect edl magel d = docker i nage i nspect openedge-ntp-server:latest --format '{{.1d}}’

i f ($Containerlnageld -eq $Expect edl magel d) {
Wite-Host "v Container is using the upgraded i mage" -ForegroundCol or G een

} else {
Wite-Host "X WARNI NG Contai ner inage msmatch" -ForegroundCol or Red
Wite-Host " Container: $Containerlmgeld"
Wite-Host " Expected: $Expectedl mageld”

# Check runtinme status )
.\run.psl status -Port <port> -Name <cont al ner - nane>
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Verify that externally managed credentials can list and invoke authorized tools. Production bundles must

never receive copied development credentials.

Step 6: Pin explicit image references (Optional)

Pinning to explicit image versions provides greater control over which version runs in your deployment. Follow

these steps to pin an explicit image reference:

1. Set the desired image tag or digest:

$Server | mageRef erence = ' openedge- ntp-server: <ver si on>'

2. Apply the image reference to the generated profile compose file:

# Update profile conpose file

$ComposePat h = "generat ed\ $Prof i | e\ docker - conpose. ncp. yn "

(Get-Content -Literal Path $ConposePath) °
-replace '"~(\s*)inage:.*$', (' ${1}i mage:
Set - Content -Literal Path $ConposePat h

+ $Server | nageRef erence) |

3. Apply the same image reference to the production export compose file:

$Expor t ConposePat h =
$Updat edCont ent = Get-Content -Literal Path $Export ConposePat h
$Updat edCont ent = $Updat edContent -replace '~(\s*)image:.*$',
$Server | mageRef erence)

"exports\export_<profile>_<timestanp>\docker-conpose. ncp.ym "’
("${1}i mage: ' +
Set - Content -Literal Path $Export ConposePat h -Val ue $Updat edCont ent

4. Recreate the container to apply the image reference change:

* For standard profiles:

Set - Locati on $env: CEMCP_HOVE
.\ntpgen. psl stop $Profile
.\ncpgen. psl start $Profile

# Verify the container
docker inspect --format

uses the pinned i nage

*{{.Config.lmge}} "$Profile"

* For production exports:

Set - Locati on ' exports\export_<profil e>_<tinestanp>'
.\run. psl stop -Port <port> -Name <cont ai ner-nane>
.\run.psl start -Port <port> -Nane <cont ai ner - nane>

# Verify the container uses the pinned i mage

docker inspect --format '{{.Config.lnage}}' <container-nane>

Note: Editing the compose file does not change already-running containers. The container must be stopped

and restarted for the new image reference to take effect.
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Step 7: Rollback procedures

If validation identifies issues with the upgrade, you can restore your previous working deployment using one

of these rollback methods.

Image-only rollback

Follow these steps to restore the previous Docker image while keeping the existing profile configuration

unchanged:

1. Stop the running profile:

Set - Locati on $env: CEMCP_HOVE
.\ntpgen. psl stop $Profile

2. Reload the previous image:

# Rel oad previous version imge

& 'C: \path\to\previous-distribution\load_i mages. psl'

3. Restart the profile:

.\ncpgen. psl start $Profile
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Complete profile rollback

Follow these steps to restore the profile directory from backup and return the deployment to its previous working
state:

1. Stop the running profile:

Set - Locat i on $env: CEMCP_HOME
.\ntpgen. psl stop $Profile

2. Move the current generated profile aside for analysis:

# Preserve upgraded profile
Move-|tem "generated\ $Profil e" "generated\$Profile. post-upgrade”

3. Restore and restart the profile:

# Restore from backup
Expand- Archive -Literal Path "..\$Profil e-backup-<ti nestanp>. zi p"
-DestinationPath . -Force

.\nctpgen. psl start $Profile

4. Restore the previous mcpgen wheel files:

# Restore wheel files fromthe previous distribution
Copy-Item ' C \path\to\previous-distribution\wheel s\ ncpgen-*.whl"'
" $env: OEMCP_HOVE\ wheel s\" - Force

Note: If you removed the previous distribution, you can restore the mcpgen tooling by reinstalling from the
archived distribution zip file.
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Production bundle rollback
Follow these steps to restore production export artifacts and, when needed, the previous container image:

1. Stop the production container:

Set - Locati on 'exports\export_<profile>_<tinestanp>
.\run.psl stop -Port <port> -Name <cont ai ner - nane>

2. Restore the compose file:

# Restore previous conpose file
Copy- I tem ' docker-conpose. ncp. ym . backup' ' docker-conpose. ncp.ym'

3. Reload previous image (if using latest):

# If using :latest, reload previous inmage
& 'C:\path\to\previous-distribution\load_i mages. psl’

4. Restart the production container:

.\run.psl start -Port <port> -Nane <cont ai ner - nane>

Post-upgrade best practices

Following these practices after a successful upgrade helps ensure long-term stability and prepares you for
future upgrades.

After completing the upgrade and validation:

1. Monitor runtime behavior: Watch for unexpected errors, performance changes, or authorization issues
in the first 24-48 hours.

2. Retain backups: Keep pre-upgrade backups for at least one release cycle.

3. Clean up development artifacts: After confirming stability, remove outdated wheel files and previous
distribution archives.

4. Review logs: Check container logs for warnings about deprecated settings or upcoming breaking changes.

5. Test edge cases: Verify error handling, timeout behavior, and authorization enforcement beyond basic tool
invocation.

6. Update monitoring: Adjust monitoring thresholds if default values changed.

7. Document lessons learned: Record any unexpected issues or additional steps needed for future upgrades.
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Troubleshoot OpenEdge MCP Server upgrade

This section provides solutions to common issues that may occur during or after the upgrade process. Use this
table to quickly diagnose common upgrade issues and apply targeted fixes:

Issue Symptom Possible causes Resolution
Profile fails to start Profile does not start after ] ] .
upgrade * Configuration 1. Check container logs:
incompatibility withnew | ~ docker | ogs
version <cont ai ner - name>.
* Missing or invalid 2. Verify configuration file
certificates syntax.

3. Confirm certificates are
valid and accessible.

* Port conflicts with other
services

e Insufficient Docker 4. Check for port conflicts:

docker ps.
resources
Tools not discovered Tool catalog is empty or . .
missing expected tools * OpenAPI source 1. Verify connectivity to
after upgrade connection failed OpenAPI source.
e Service-account 2. Check service-account
authorization changed token validity.
¢ Middleware 3. Review middleware
configuration error configuration.
4. Examine server logs
for connection errors.
Authorization failures Tool invocations fail with . . .
authorization errors * Service-account key or | 1. Verify service-account
token mismatch public key matches
private key.

* Changed authorization
requirements 2. Regenerate JWT token

if format changed.

* Certificate validation 3. Check certificate

failures validity and trust chain.
Performance degradation | Tool invocations are . .
slower than before * Changed default 1. Review timeout
upgrade timeout values conflguratlon changes.
e New middleware 2. Monitor container
overhead resource usage.

3. Check downstream

* Resource contention )
service performance.

4. Adjust timeout values
if necessary.
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IV

Observability, logging, and troubleshooting

For details, see the following topics:
*  Observability and logging in OpenEdge MCP Server
* Troubleshooting reference

* Frequently asked questions
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Observability and logging in OpenEdge MCP
Server

Observability is the ability to measure and understand the internal state of a system based on the data it
produces. It provides insight into how a system behaves under different conditions. It helps answer questions
such as:

* Is the system performing as expected?

*  Where are potential bottlenecks or failures occurring?

* How can performance be improved?

Observability in the OpenEdge MCP Server includes three key components:

* Logging—Captures system and application messages for troubleshooting and analysis.
* Audit events—Records security and compliance-related activities.

* Timing data—Tracks performance metrics and execution times for operations.

Here are the primary objectives for implementing observability. These objectives ensure that the data collected
is useful, secure, and easy to interpret.

* Provide actionable, low-noise telemetry—Collect meaningful data that supports security, performance,
and usage analysis without overwhelming users with unnecessary details.

* Enable flexible log formats—Allow easy switching between human-readable logs and structured logs that
can be parsed by machines for automation and analysis.

* Protect sensitive information—Prevent exposure of credentials such as service account tokens and
private keys while maintaining sufficient traceability for troubleshooting and audits.

For details, see the following topics:

* Logging architecture overview

* Configure logging and related middleware
* Logging modes and usage guidelines

* Audit events and sensitive data handling
* Configure timing middleware

* Correlation and traceability

* Integration with log aggregators

* Debug for rapid issue diagnosis
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Logging architecture overview

The design and organization of components that capture, store, and manage log data within a system form

the logging architecture. A typical logging architecture includes several layers, each with a specific responsibility.

The following table summarizes the layers in the logging architecture and their functions:

Layer

Responsibility

Logging middleware

Captures per-request details such as start and stop times, method name,
duration, status, and optional payloads.

Audit middleware

Records security and policy-related events, including rate limits and
authentication decisions from other modules.

Timing middleware

Provides fine-grained latency measurements for operations. This feature
is optional and can be enabled as needed.

Rate limiting wrapper

Emits audit events indicating whether requests are allowed or denied
based on rate-limiting policies.

Startup inventory

Generates a list of tools, prompts, and scopes once during system
startup.

Configure logging and related middleware

Logging and timing features can be configured using r unt i ne settings withinthe ncp_server _confi g.j son

configuration file. These options control log format, payload inclusion, and method filtering.
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Logging configuration keys

The configuration keys in the runt i ne. i ddl ewar e section control how logging and timing behave in the
OpenEdge MCP Server. These settings allow administrators to enable or disable features, choose log formats,
and decide what level of detail is captured during request processing. The following table describes the
configuration keys for runt i me. m ddl ewar e. | oggi ng:

Key Type Default value Recommended Description
value in production

enabl ed Boolean true Turns request
logging on or off.

structured Boolean fal se true When set to true,
outputs logs as
JSON objects for
easier integration
with log aggregators.

i ncl ude_payl oads | Boolean fal se fal se (enable Includes truncated
temporarily for request and
debugging) response payload

excerpts. Avoid
enabling in

production to prevent
sensitive data

exposure.
net hods Li st[str] (Listof|Unset _ Restricts logging to
strings) specific HTTP verbs

or internal method
tags. If unset, all
methods are logged.

The following example shows how to enable structured logging and timing:

{
"runtime": {
"m ddl eware": {
"l oggi ng": {
"enabl ed": true,
"structured": true,
"include_payl oads": false
},
"timng": { "enabled": true },
"rate_limting": { "enabled": true, "nmax_requests_per_second": 5 }
}
}
}

Note: Do not enable i ncl ude_payl oads in production because payloads may contain sensitive data.

Logging modes and usage guidelines

Logging can be configured in plain text or structured JSON format. Each mode has advantages and limitations.
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The following table compares plain text and structured JSON logging:

Mode Advantage Limitation

Recommended usage

Plain text Easy to read locally Harder to parse centrally

Local development and
quick demos

Structured JSON Machine searchable and

index-friendly

Slightly larger and less
readable raw

Staging and production
environments

The following example shows a structured log entry:

{
"ts": "2025-10-05T12: 34:56. 789Z7",
"level": "info",
"conponent”: "request",
"met hod": "tool.invoke",
"tool": "listProducts",
"duration_ns": 123,
"status": 200,
"client_id": "abcl23",
"session_id": "s-9f2",

"payl oad_truncated": true

Audit events and sensitive data handling

Audit events provide traceability for security and policy decisions. Sensitive data must be handled carefully to

prevent exposure.
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Audit event categories

Audit events are system-generated records that capture security and policy-related actions within the OpenEdge
MCP Server. They provide traceability for critical decisions such as rate limiting, authentication, and system
startup. These events are essential for compliance and troubleshooting. The following table lists audit event
categories and their triggers:

Category Trigger Notes

rate_limt Rate limit audit events record When a request is denied, the event
decisions made by the rate-limiting | includes fields such as status, key,
middleware. These events help and reason to indicate why the
track whether requests are allowed | request was blocked.

or denied based on configured

policies.
aut h (future) Authentication audit events will Centralization of these events is
capture success and failure planned for future releases because
outcomes. today they are scattered across
multiple modules.
startup_inventory Startup inventory audit events These events are logged once at
provide a snapshot of system boot unless verbose restart mode
configuration at startup. These is enabled, in which case they may

events help administrators verify | appear more frequently.
which tools and prompts were
loaded during initialization.

Sensitive data handling guidelines

The following guidelines describe how sensitive data is managed and what steps administrators should take
to avoid accidental exposure:

* Service account JSON web tokens (JWT) are masked upstream and never logged.
* Private keys and certificate PEM bodies are not emitted. Only file paths may appear at debug level.

* Setincl ude_payl oads=f al se in production to prevent accidental capture of personally identifiable
information (PIl) or LLM responses.

Configure timing middleware

Timing middleware is a lightweight component in the request-processing pipeline that measures how long each
request takes to execute. Whenr unt i me. mi ddl ewar e. ti m ng. enabl ed=t r ue, the MCP Server activates
a lightweight middleware that records precise duration metrics for each request. These metrics help administrators
and developers analyze latency and identify performance bottlenecks. Timing middleware introduces minimal
overhead and is recommended for production environments.

Best practice: Combine timing middleware with structured logging to compute latency percentiles such as
P50 and P95 externally using log aggregation tools. Performance percentiles are statistical measures that
indicate how a system performs for a given percentage of requests. They help you understand not just the
average performance but also the distribution of response times across all requests. Average response time
can hide outliers. Percentiles provide a clearer picture of user experience by showing how most requests
behave and identifying slow responses.
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Correlation and traceability

Correlation and traceability are important for diagnosing issues in multi-service or distributed environments.
They allow administrators to follow the flow of related requests across components and identify where delays

or failures occur.

The following table lists the correlation fields available in the MCP Server and describes their purpose:

Field

Purpose

client _id

Identifies the calling client when provided by the FastMCP context.

session_id

Correlates a sequence of related tool invocations within the same session.

correlation_id

Planned for future implementation to support cross-service tracing and provide global
correlation across distributed systems.

Integration with log aggregators

When structured logging is enabled, each log entry is emitted as a single-line JSON object. This format ensures
compatibility with most log aggregation systems and makes ingestion into tools such as Elasticsearch, Loki,
Splunk, or OpenSearch straightforward and reliable.

Note: Adopt structured logging early. Retrofitting structured logging after deployment results in the loss of
valuable historical comparability.
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The following steps summarize the recommended pipeline for log aggregation:

1. Configure log forwarding—Log forwarding ensures that logs generated by containers or services are
collected and sent to a central location for processing. Use one of the following methods to configure log

forwarding:
Method Description
Docker logging driver Configure the Docker logging driver with the j son-f i | e format to capture
logs directly from containers.
Sidecar forwarder Deploy a sidecar container that forwards logs to the central log aggregator.

2. Create a central index—A central index organizes log data for efficient querying and visualization. Proper
indexing improves performance when analyzing metrics such as latency and request rates. Define an index
template that maps numeric fields for optimal performance:

Field Description
duration_ns Represents request duration in milliseconds for latency analysis.
rps Indicates requests per second for throughput monitoring.

3. Build dashboards—Dashboards provide a visual representation of key metrics. They help you monitor
system health and identify performance bottlenecks quickly. Create dashboards to track the following metrics:

Metric Description
Request rate Displays the number of requests processed per second.
Median latency Shows the median response time for requests.
Deny counts Tracks the number of denied requests.
Top tools by volume Lists tools generating the highest log volume.

Debug for rapid issue diagnosis

This topic provides a structured approach for diagnosing issues in runtime environments. It includes configuration
toggles, visibility settings, and scenario-based troubleshooting steps. The goal is to enable developers and
operators to quickly isolate problems without introducing unnecessary log noise or performance overhead.
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Quick enablement matrix

This matrix lists common debugging goals and the corresponding settings or actions to achieve them. It also

includes notes on the impact of each setting:

Goal

Settings

Notes

See request and tool call flow

rutine mdd evare | ogg g ereld edtrue

Provides base visibility

Add latency metrics

rutine nhdd evere. ti ning. engbd ectrue

Low overhead

Machine-parseable root logs

| oggi ng. j son=true

Enables JSON for all loggers

Structured request events

rutine mdd erere | oy rg strut uredtrue

Independent of root format

Enrichment annotation lines

openapi _| oggi ng. annot at i ons=t r ue

Adds per-operation summary

Verbose enrichment detail

openapi _| oggi ng. ver bose=t r ue

Adds raw or truncated size
information

Audit tool invocations

runti ne. nndd evare. aud t. enad ectrue

Emits one JSON event per call

Outbound HTTP decisions

I oggi ng. | ogger s. ht't p. out bound=CEBUG

Shows query normalization and
retries

TLS or mTLS diagnostics

| oggi ng. | oggers. htt p. t1 s=DEBUG

Displays certificate and key load
and verification

Response guard actions

| oggi ng. | ogger s. response_guar d= NFO

Logs block, trim, or warn events

Downstream client config keys

| oggi ng. | ogger s. htt p. conf i g=DEBUG

Emits config keys and resolved
default headers

Configure root logging and OpenAPI visibility for debugging

Configure root logging and OpenAPI visibility settings to improve observability during debugging. These

configurations provide structured logs, JSON output, and enhanced visibility into API specifications and context
annotations. Use these settings when you need deeper insights into request flows and operational context

without enabling global DEBUG.

Use the following configuration examples to enable root logging and OpenAPI visibility.
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Root logging configuration example

This example shows a minimal root logging configuration that enables JSON output and sets log levels for key
components:

{
"l oggi ng": {
"level": "INFO',
"json": true,
"| oggers": {
"openapi ": "I NFO',
"startup": "INFO',
"http.outbound": "DEBUG',
"response_guard": "I NFO',
"tool": "INFO',
"audit": "I NFO'
}
}
}

Note: Structured middleware events runt i ne. mi ddl ewar e. | oggi ng. st ruct ur ed=t r ue can coexist
with root JSON logging.

Debug OpenAPI specification visibility

This configuration enables visibility into OpenAPI specifications and context annotations:

"openapi _visibility": {
"add_filter_exanples": true,
"add_param exanpl es": true,
"per_tool _context_enabl ed": true,
"context_dir": "./context",

"gl obal _context_char_linmt": 4000

" 6penapi _logging": { "annotations": true, "verbose": false }

Note: Look for OpenAPI logger lines that confirm global or per-tool context application and tag additions.

Scenario-based troubleshooting

Use the following guidance that provides targeted troubleshooting steps for common debugging scenarios.

Per-tool context missing

Perform the following checks to ensure per-tool context is correctly configured. Missing context can prevent
proper enrichment and visibility during debugging. For more information about managing per-tool context, see
Manage per-tool context on page 223.

1. Confirm that the cont ext / directory exists in the container.

2. Verify that per _t ool _cont ext _enabl ed is not settof al se.

3. Ensure files are named using the <oper ati onl d>. nd or <oper ati onl d>. t xt format.
4

. Enable openapi _| oggi ng. annot at i ons and restart the service.
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Large responses trimmed or blocked

Perform the following steps to verify and adjust response guard settings when large responses are trimmed or
blocked. These limits help prevent excessive payload sizes but may need adjustment for certain operations.

1. Verify the mode in the logs. The mode can be bl ock, t ri m or war n.
2. Inspecttherunti me. http. response_guar d configuration to confirm current limits.

3. Increase max_i t ens and max_byt es values incrementally to avoid excessive payloads.

Resolve tool invocation errors

During tool invocation, errors can result from incorrect request handling, parameter validation issues, or
downstream header misconfigurations. Perform the following checks to diagnose and resolve tool invocation
errors:

1. Turn on structured logging to capture request IDs for correlation.

2. Match the err or s logger stack trace with the corresponding audi t event for detailed context.
3. If parameter validation is enabled, review the t ool s. val i dat i on logs for errors.
4

. Setl oggi ng. | oggers. http. confi g=DEBUGto confirm thatdef aul t _header s are resolved correctly
and that the Aut hori zat i on header is preserved.

5. Forrepeated "I nval i d parans" errors (JSON-RPC -32602) without enabling global DEBUG, set
runti nme. m ddl ewar e. val i dati on_di agnosti cs. enabl ed=t r ue and check
val i dati on. di agnost i cs logs for method names and argument key lists.

Resolve authentication and token exchange issues

Problems related to authentication and token exchange often involve token expiry or parsing errors. The
following configuration settings help you enable targeted debugging without exposing sensitive information:

Setting Purpose

aut h. t oken_exchange=DEBUG| Enables detailed logs for token exchange operations

aut h. veri f y=DEBUG Provides visibility into token verification steps

Diagnose rate limiting denials

Rate limiting denials occur when requests exceed the configured threshold. Audit events provide visibility into
these occurrences. Use the following steps to verify rate limiting denials and adjust configuration settings:

* Check audit events—Look for entries where " cat egory": "rate_|l i mi t" appears in the logs.

* Tune request limits—Adjust the max_r equest s_per _second setting to align with expected traffic
patterns.

Debug TLS and mTLS issues

Enabling detailed logging for TLS and mTLS operations help diagnose certificate loading and hostname
verification problems during secure communication. Enable the ht t p. t | s=DEBUGsetting to display certificate
and key loading details and hostname verification decisions.
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Troubleshooting and verification

This topic describes common symptoms observed in log aggregation and provides guidance on what to
investigate. Use this information to quickly identify and resolve issues in your logging pipeline.

Symptom

Investigate

Sudden spikeinrate_| i mt denies

Misconfigured max_r equest s_per _second or a
runaway client loop

Missing audit events

Rate limiting disabled or client IDs not set

High durati on_ns

Downstream API slowness, token exchange latency,
or TLS handshakes

Log volume explosion

Payload logging accidentally enabled with large
responses

Quick verification commands

You can use the following example commands to confirm the presence of structured logs and to check for rate
limit denies. These commands help validate the health of the logging pipeline:

* The following command displays the last 20 log entries:

./ ncpgen logs <profile_nane> --tail =20

* The following command counts the number of rate limit denies in the last 500 log entries:

status":"deny"' | wc -I

.Incpgen logs <profile_name> --tail=500 | grep '"category":"rate_limt"' | grep

* The following command scans the last 500 log entries and filters for audit events. Audit logs provide visibility

into tool invocations and rate limiting actions.

./ ncpgen logs <profile_nanme> --tail =500 |

grep '"logger":"audit"'

The following command counts the number of response guard actions in the last 500 log entries. Use it to
monitor trimming, blocking, or warning events for large responses.

./ ncpgen logs <profile_name> --tail =500 |

grep '"logger":"response_guard"' | wc -|I

The following command checks whether per-tool context annotations have been applied. It helps confirm
that OpenAPI visibility settings are working as expected.

./ ncpgen | ogs <profile_name> --tail=500 | grep 'Visibility: added per-tool context'
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Inspect logs in Kubernetes deployments

You can retrieve and filter logs from Kubernetes deployments for debugging purposes. Use the following
commands to inspect logs in Kubernetes environments:

* To view recent logs from the deployment, run:

kubect!| 1 ogs depl oy/ oencp-server -n <ns> --tail =100

This command retrieves the last 100 log entries from the oentp- ser ver deployment in the specified
namespace. You can use the output to quickly review recent activity and confirm that logs are being
generated.

* To stream logs and filter audit events, run:

kubect| 1ogs depl oy/ oentp-server -n <ns> -f | jq '. | select(.logger=="audit")’

This command streams logs in real time and uses j q to filter entries where the logger is set to "audi t " .

Audit logs provide visibility into tool invocations and rate limiting actions.

Configure a minimal debug profile for temporary use

You can apply a minimal debug profile for short-term troubleshooting. This configuration enables detailed
logging and structured middleware events without introducing excessive noise. Use this profile only in
non-production environments or for temporary debugging sessions.

Use the following configuration to enable a minimal debug profile:

{
"l oggi ng": {
"l evel ": "DEBUG',
"json": true,
"l oggers": {
"http.outbound": "DEBUG',
"openapi ": " DEBUG'

}

"runtime": {
"m ddl eware”: {
"l oggi ng": {
"enabl ed": true,
"structured": true,
"incl ude_payl oads": fal se

}

"t imng": {
"enabl ed": true
}
}

penapi _| oggi ng": {
"annot ati ons": true,
"verbose": true

}

}

Add "http.config": "DEBUG' underl| oggi ng. | ogger s to inspect the downstream HTTP client
configuration. This setting displays configuration keys and the final resolved default headers.
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Enable targeted diagnostics for invalid parameters

You can enable targeted instrumentation for HTTP 400 errors caused by invalid parameters. This configuration
provides deeper visibility into parameter validation failures without introducing broad DEBUG noise.

To enable targeted diagnostics for invalid parameter errors, apply this configuration:

{
"runtime": {
"mddl eware": { "validation_diagnostics": { "enabled": true } }
},
"l oggi ng": {
"l oggers": { "validation.diagnostics": "INFO' }
}

The following log line appears:

{"level":"info", "l ogger":"validation.diagnostics",
"msg":"invalid_parans: method=tool.invoke
nmessage=l nvalid parans: mssing required field 'id arg_keys=['filter',"top']"}

Here are the important details about how invalid parameter diagnostics are sanitized to protect sensitive
information. Understanding these santization aspects helps you interpret logs correctly and maintain security.

Aspect Description

Logged content Only the error message text (truncated to 300 characters) and the list of top-level
argument keys

Excluded content No raw argument values are logged

Recommendation Revert the logger level to | NFO after completing diagnosis

Reduce log noise after debugging

Excessive logging can impact performance and make it harder to identify critical issues. Use the following
recommendations to replace broad logging settings with targeted alternatives:

Remove When Replace with
G obal DEBUG After fixing issues Targeted per-logger DEBUG
i ncl ude_payl oads=t r ue |In production Short-lived redaction audits
http. out bound DEBUG |For stable APIs I NFOlevel logging combined with external APM
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Add custom loggers for extended debugging
You can extend debugging capabilities by creating custom loggers for new modules by:
* Using | oggi ng. get Logger (" nodul e. sub") to create a logger for a new module or subcomponent.

* Adding a configuration key for verbose loops, such as debug_dunp, to capture detailed execution data
when required.

Triage checklist before filing issues

Capturing essential debugging information before raising an issue ensures faster resolution and reduces
back-and-forth during troubleshooting. Confirm the following items are collected and validated before filing an
issue:

* A structured log sample window has been captured.

* A matching audi t eventis present in the logs.

* Response guard actions have been confirmed or ruled out.
* Per-logger overrides have been listed.

* Enrichment annotation lines have been captured if the issue is context-related.
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Troubleshooting reference

This section describes common issues that may occur when using the MCP tools and provides guidance on
diagnosing and fixing them. Use this information to troubleshoot errors quickly and maintain smooth operations.
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The following table lists symptoms, possible diagnoses, and recommended fixes:

Symptom

Diagnosis

Fix

401 Missing service account

Service account required but header
is absent or invalid

Add X- OEMCP- SERVI CEACCOUNT
header with a valid JWT token

Empty tool list

Scope filtering or authentication
mismatch

Ensure authentication is enabled
and token has required scopes.
Disable filtering if necessary

Large array rejection

Response guard blocked large
arrays

Increase max_array_itens or
switch to pagination

TLS handshake failure

Incorrect certificate or key path, or
client trust store

Recreate certificates using--tl s
option and verify file permissions

Certificate hostname mismatch

Client accessing server with a
hostname not in certificate

Use - - ext r a- host nanes to
include all expected domains in the
certificate

Export bundle missing files

Wrong bundle type or corrupted
export

Check - - bundl e type. Use dev for
full artifacts and pr od for production
bundles

Service account token not found

Named token does not exist or
incorrect name

Use ./ ntpgen sa-tokens
<pr of i | e> to list available tokens

OpenAPI generation failed

Invalid catalog source or network
issue

Verify catalog file or URL
accessibility and format

Token exchange timeout

Exchange URL unreachable

Check network connectivity and
ensure container can resolve the
host

High latency on first call

JWKS fetch delay

Warm up cache by invoking a
simple tool at startup

Unclear HTTP errors or
authentication issues

Lack of detailed request or
response information

Use ./ ntpgen client
<profile> --debug to view
HTTP details

Tool invocation fails with | nt er nal
error.

The server encountered an internal
failure and cannot complete the tool
call.

Review the server log files to
identify the cause. Run the following
command:

docker conpose -f
docker - conmpose. ncp. ym
logs -f --tail =50

106

OpenEdge: Use the OpenEdge MCP Server: Version 1.1




Symptom

Diagnosis

Fix

Smoke test fails when running
./ ncpgen upor./ ncpgen
restart. For example,

cal |l _tool fails with error
Internal error or

Val i dati onError.

The automated smoke test is unable
to validate tool access during
startup or restart.

Do not ignore smoke test failures.
Investigate the cause before
bypassing the smoke test. After
investigating, if you have confirmed
a valid reason for the failure, such
as a timeout, or are unable to
determine the cause, you may
proceed with the following
workaround:

1. Rerun ./ ntpgen up or
./ mcpgen restart with the
- - no- snoke option, for
example:

./ ncpgen up --no-snoke

./ ntpgen restart
- - no- snoke
<cont ai ner _nane>

2. Manually call a tool to verify
access:

./ ncpgen client --tool
<t ool _nane> --json
<profil e>

If this call fails, such as with an
I nternal error, seethe
corresponding entry in this table.

The smoke test fails and times out
when calling the data service during
the ./ ntpgen restart,

./ ncpgen start,or./ntpgen

up.

Smoke test is failing because the
request exceeded the middleware
request timeout before the backend
API returned.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1

107



Chapter 6: Troubleshooting reference

Symptom Diagnosis Fix

Proceed with the following
workaround:

1. Increase middleware request
timeout in
ncp_server_config.json:

"runtine":

{ "mddl eware":

{ "request_tinmeout":
{ "enabl ed": true,
"tinmeout _ns":

<ti meout val ue> }

}

b

2. Restart profile container.

3. If startup must proceed
immediately, skip smoke test
once:

./ ncpgen restart
- - no- snoke
openedge- ntp- server

4. Validate connectivity with a
direct tool call:

./ ntpgen client --tool
get Custoner --json
openedge- ntp- server

Note: The product default request
timeout is 30000 ms (30 seconds).
Increase only when needed for
legitimate slow operations.
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Frequently asked questions

This section answers common questions about MCP configuration, security, and operational practices.
Why are write methods missing by default?

Write methods are excluded by default for safety. Unless explicitly included, non-GET operations are disabled
to prevent unintended data changes.

Can | hot reload the OpenAPI specification?

Hot reload is not supported. Restart the server or profile after making changes to the OpenAPI specification.
This ensures deterministic tool catalogs.

How do | add a new helper tool?

Implement the logic under sr c/ t ool s/ . Register the tool in cr eat e_ser ver following the pattern used for
prompt or tag tools. Optionally, add scope requirements for access control.

Can | disable the response guard?

Yes, you can disable it by setting runt i nme. htt p. response_guar d. enabl ed=f al se. However, this is
strongly discouraged in production. Instead, adjust limits to handle large responses safely.

Is payload logging safe?

Payload logging can expose sensitive data. Keep i ncl ude_payl oads=f al se outside controlled debugging
environments.

How do | run multiple profiles simultaneously?

Assign unique host ports using the - - port option while using up command for profile startup. Each profile
will have its own directory and container name.

Why export instead of copying the generated folder directly?

Export normalizes content, pins image digests, strips development artifacts, and creates a consistent deployment
package suitable for production.
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Does JWKS support algorithm pinning?

Yes. Use security. aut henti cation. servi ce_account. al gorit hns to restrict accepted signing
algorithms.

How do | test mTLS quickly?

Generate certificates with - - mt | s and use the bundled client:

./ mcpgen client <nane>

For external clients, mount cert s/ dev/ cl i ent. pemand the key according to the TLS options of your tool.
How do | avoid certificate hostname warnings?
Use the - - ext r a- host nanes flag when generating certificates to include all domains your clients will use.

Examples:

Si ngl e donai n:
./nmcpgen up --quick --tls --extra-hostnanmes api.exanpl e.com

Mul ti pl e domai ns:
./ nmcpgen up --quick --tls --extra-host nanmes
"api . exanpl e. com st agi ng. exanpl e. com nyapp. | ocal "

For nirLS:
./nmcpgen up --quick --ntls --extra-hostnanes "api.exanpl e.com st agi ng. exanpl e. cont

The generated certificates include both | ocal host and your specified hostnames as Subject Alternative
Names (SAN) to prevent SSL warnings when clients connect using different hostnames.

What is the difference between export bundles, such as development, production, strictly-production?

The differences are as follows:

Bundle type Description

Development Includes all artifacts such as context, prompts, private keys, and tokens
for development convenience

Production Production-safe bundle with context and prompts, excludes private keys
and tokens
Strictly-production Minimal bundle with no context, prompts, private keys, or tokens.

Production cleanup applied

For most production deployments, use:

./ ncpgen export <profile_nanme> --bundle prod

What is the difference between export and export-tar?
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Both export and export -t ar create deployment bundles with the same content options and support the
same - - bundl e options for development, production, and strictly-production. Here are some differences:

Command Description
export Creates a directory structure suitable for Docker Compose deployment
export-tar Creates a compressed tarball for easier distribution and archival

Use export - t ar when transferring between systems or for automated deployments.
How do | manage multiple service account tokens?

Use the sa- t oken and sa- t okens commands for token management as follows:

Create naned token:
./ ntpgen sa-token <profile_nane> --nane admin --scopes api.read api.wite

Li st all tokens:
./ ncpgen sa-tokens <profile _nanme> --json

Set primary token:
./ ntpgen sa-token <profile_nane> --nane admin --set-primary

Renove token: _
./ ncpgen sa-token <profil e_nanme> --nane adnmin --renove

Can | generate OpenAPI specs from OpenEdge Business Entities?

Yes. Use the openapi - gen command:

From | ocal catal og:
./ ntpgen openapi - gen <cat al og. j son> -0 <openapi .ym >

From renote endpoi nt:
./ ncpgen openapi-gen http://1 ocal host: 8810/ web/ oemanager/ cat al og -o <openapi .ymnl >

The openapi - gen command generates complete OpenAPI 3.0.3 specifications based on Business Entity
definitions.

What should I do if a smoke test fails when running the . / ntpgen upor./ ntpgen restart commands?
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Do not ignore smoke test failures. Investigate the cause before bypassing the smoke test. After investigating,
if you have confirmed a valid reason for the failure, such as a timeout, or are unable to determine the cause,
you may proceed with the following workaround:

1. Rerun the command with the - - no- snoke option, for example:

./ mcpgen up --no-snoke

./ ncpgen restart --no-snoke <contai ner _nane>

2. Manually call a tool to verify access:

.Intpgen client --tool <tool _nane> --json <profile>

If this call fails, see the corresponding entry in the Troubleshooting reference on page 105 table.
How do | prepare a profile for production deployment?

Use the har den command to remove development artifacts:

Renove client tools:
./ ntpgen harden <profil e_name> --renpve-client

Renove private keys:
./ ncpgen harden <profil e _name> --drop-private

Renove tokens:
./ ntpgen harden <profil e_name> --drop-token

Ful I hardeni ng:
./ ncpgen harden <profil e_name> --renove-client --drop-private --drop-token

How do | debug HTTP communication issues?

Use the - - debug flag with the client command:

./ ncpgen client <profile_name> --debug
./ ncpgen client <profile_name> --tool myTool --args '{"id":123}' --debug

Debug output includes:

* Full Docker command executed

* HTTP request details (method, URL, headers with sensitive values masked)
e HTTP response details (status code, headers, body preview)

* MCP protocol message flow

* Timing information

Note: Always redact sensitive information before sharing logs.

How do | use different service account tokens for testing?
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The cl i ent command supports named token selection:

./ ncpgen client <profile_name> --sa-token admin --tool sensitiveQperation
./ ncpgen client <profil e _name> --sa-token readonly --tool |istData

The cl i ent command allows testing with different permission levels without recreating profiles.
How do | rotate service account keys completely?

Userem nt-al | to generate a new key pair and re-mint all tokens:

./Inmcpgen renmint-all <profile> --days 90 --scopes ntp_access api.read

This command creates fresh keys and regenerates all existing tokens with the new keypair.
Are SSE and streamable HTTP interchangeable?

Yes. Choose based on client capability. Streamable HTTP is the default for simplicity. Enable SSE through
configuration or the MCP_USE_ SSE environment variable.

Does rate limiting apply per tool?

Rate limiting is currently applied per inbound request, which means each tool invocation is treated as an
individual request. If you need to distinguish between tools, you can review the server logs for detailed
information.

Are denies cached?

Denials are not cached. Each incoming request consumes or checks the bucket state in real time. This ensures
accurate enforcement of rate limits without relying on cached decisions.

Can | exempt a service account?

Service account exemption is not supported yet. The roadmap includes an optional scope-based exemption
field that will allow administrators to configure exemptions in future releases.

Do | need both sumar y and descri pti on? in openAPI specification?

Yes. The summar y provides a concise label for the operation, while the descr i pt i on supplies actionable
context, assumptions, and edge cases.

Canlomitthetitl e in schemas?

Avoid omitting the t i t | e. It improve readability in helper tools and catalog listings. Including a title makes
schemas easier to identify and reuse.

Should I inline trivial response objects in APl documentation?

Prefer components even for small shapes if reused more than once. Using components deduplicates definitions
and clarifies intent. Inline objects should only be used when they are unique and not repeated.

How do I distinguish partial updates?

Use the PATCH method with a separate schema or appl i cati on/ mer ge- pat ch+j son. Document the
semantics clearly so consumers understand how partial updates differ from full replacements.

Must every schema property declare at ype?

Yes. Omitting the t ype prevents reliable parsing and weakens validation. Always specify at least the type and
include the format when meaningful. This practice strengthens validation and improves prompt shaping.

Can I redact specific fields selectively in logs?

Not yet supported. The recommended workaround is to disable i ncl ude_payl oads and rely on upstream
sanitization to remove sensitive data before logs are ingested.
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Does structured logging mode guarantee ordering?
Ordering is preserved per container st dout only. There is no global ordering across replicas.
Are multi-line logs emitted?

No. Each event is emitted as a single-line JSON record. This design simplifies ingestion and ensures compatibility
with log aggregation tools.

Escalation checklist before filing an issue

Before raising a support ticket, complete these steps:

* Run./ntpgen doct or to verify system dependencies and configuration.

* Capture the failing tool invocation including inputs, truncated output, and correlation ID.
* Confirm configuration matches documented properties and does not contain typos.

* Forauthentication issues, specify whether a service account is required, include JWKS settings, and provide
a sample (with sensitive data redacted) JWT header.

* Use the - - debug flag for detailed HTTP communication logs when applicable.

How to collect diagnostics

Follow these steps:

1. Run the following commands to gather diagnostic information:

./ ncpgen check <profil e _nane>
./ ncpgen logs <profile_nane> --tail =200 > issue. |l og

2. Redact secrets such as tokens and private keys.

3. Attach a sanitized ncp_server _confi g. j son file to the support ticket.

Use the --debug flag for HTTP troubleshooting

The ntpgen cl i ent command supports a - - debug flag that shows detailed HTTP request and response
information:

./ ncpgen client <profile_name> --debug
./ ncpgen client <profile_name> --tool listProducts --args '{"limt":3}' --debug

Use - - debug when diagnosing:

* Authentication or authorization failures

* Unexpected API responses

* Header propagation issues

* Downstream HTTP communication problems
* Token exchange issues

* SSL or TLS handshake problems

Note: Always redact sensitive information, including tokens, keys, Pll, and so on, before sharing logs.
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Targeted 400 invalid params instrumentation

If you encounter repeated | nval i d par ans errors without a clear cause, follow these steps:

1. Enable the diagnostics middleware:

{ .
"runtinme":
"| oggi ng":

{ "mddleware": { "validation_diagnostics": { "enabl ed":
{ "loggers": { "validation.diagnostics":

"INFO' } }

true } } },

2. Reproduce the failing call and inspect logs for lines like:

i nvalid_params: nethod=tool.invoke nessage=lnvalid parans: missing field "id'
arg_keys=['filter',"top']

3. Disable diagnostics afterward by setting enabl ed=f al se to reduce noise.

CLI exit codes quick reference

The following table lists the exit codes and their meanings:

Code Meaning
0 Success
1 Generic error or configuration validation failure
2 Missing profile or resource

Non-zero codes indicate failure. Scripts should treat any non-zero exit code as an error.

OpenEdge: Use the OpenEdge MCP Server: Version 1.1

115



Chapter 7: Frequently asked questions

116 OpenEdge: Use the OpenEdge MCP Server: Version 1.1



\'/

Operate, secure, and manage the OpenEdge
MCP Server

For details, see the following topics:

* Use the mcpgen CLI for profile generation and management

*  Operational guidelines and performance best practices for MCP servers
* Configuration reference

*  Security and authentication architecture for MCP server

* Manage prompts and tooling

*  OpenAPIl visibility and context management

¢ Export and harden production deployment

* Rate limiting in OpenEdge MCP Server

* Upgrade process and key or certificate rotation
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8

Use the mcpgen CLI for profile generation
and management

The ncpgen Command-Line Interface (CLI) is a comprehensive tool designed to simplify profile generation,
configuration management, and lifecycle operations for OpenEdge MCP environments. It offers a rich set of
commands and workflows that support development, testing, and production deployments. With ncpgen, you
can create and manage profiles that encapsulate critical artifacts such as configuration files, certificates, tokens,
and helper scripts, ensuring secure and consistent server instances across environments.

For details, see the following topics:

* Understand profiles and artifacts

* Manage core commands in mcpgen

* Profile management and advanced operations

* Advanced commands

* Quick start commands to create development profiles
* Typical workflow and API discovery

*  Error patterns and remedies

* Clean removal of profile

* Debug and diagnostics
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Understand profiles and artifacts

Profiles are essential for managing server instances. Each profile contains all artifacts required to run a server,
such as configuration files, certificates, tokens, and helper scripts. Profiles are stored under gener at ed folder
and tracked in gener at ed/ servers.regi stry. tsv.

Note: Use ntpgen up only for development and iterative testing. For any production or pre-production
environment, create a hardened export using:

./ ntpgen export <profile_nanme> --bundle prod

Deploy the exported bundle, not the mutable gener at ed/ <name> development profile directory. For more
information, see Export profiles for production on page 127.

Manage core commands in mcpgen

This section describes the core commands available in the ncpgen CLI for creating, managing, and inspecting
profiles.

Create and start a profile

Use the up command to generate and optionally start a profile container along with its supporting artifacts.

Syntax

./ mcpgen up [options]
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Options for the up Command
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The following table lists the available options for the up command, describing their purpose and any important

usage notes:

Option

Purpose

Notes

- - qui ck

Non-interactive defaults

This flag skips all prompts and automatically
selects a derived profile name if one is not
provided.

--interactive

Guided parameter entry

When this flag is used, the CLI launches an
interactive wizard for configuration. It cannot be
combined with - - qui ck.

--instance NAME

Specifies an explicit profile or
container name.

The name must be unique because it is used
as both the directory name and the container
identifier.

enhanced security.

--port PORT Sets the host port mapping for the | For example, you can specify 8500. If omitted,
container. the port is auto-assigned by the system.

--spec PATH Provides the path to the OpenAPI | If this flag is not specified, the CLI defaults to
specification file. OpenAPI specification file if that file is present

in the working directory.

--pronpts DR Specifies the path to the prompts | If this is omitted, the server uses the default
directory containing Markdown | prompts directory, which is the . / pr onpt s
files. directory in the current working directory.

Use - - no- pr onpt to disable prompt loading
entirely.

--tls Enables server-side TLS for When this flag is used, development certificates
secure communication. are generated automatically if they do not

already exist.

--ntls Enables mutual TLS (mTLS) for | This flag implies - - t | s and additionally

generates a client CA and client certificate for
mutual authentication.

- - extr a- host nanes

Adds additional hostnames to TLS

These hostnames are included as Subject

HOST1, HOST2, . .. certificates. Alternative Names (SAN) in the generated
certificates. This works with both - -t | s and
--ntls.
--no-sa Skips the creation of service When this flag is used, tool scopes are limited
account keys and tokens. to user authentication only.
- - no- pr onpt Prevents loading of prompt Prompt tools remain registered but return empty
markdown files. selections when invoked.
- - no- snoke Skips the post-start smoke test. | This is useful when troubleshooting startup

issues or iterating on failing configurations.
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Option Purpose Notes

--i mages Overrides the default server This feature is experimental and may be
| MAGE[ , UTI LY] image and optionally the utilities |replaced by environment variables in future
image. versions.

Behavior summary

The up command performs the following internal operations when creating a new profile:

* Creates a directory under gener at ed/ <pr of i | e_nane>/ with the server, client, certificates, and service
account subfolders.

* Writes the ntp_server _confi g.j son configuration file with all specified settings.
* Optionally performs a smoke test (tool listing) unless the - - no- snoke flag is used.

* Automatically determines authentication header precedence in the following order: service account prefix
— user token prefix — Bearer.

Interactive mode features

When you use the - - i nt eract i ve flag, the CLI launches a guided wizard to help configure authentication
and other settings.

The wizard prompts:

Enabl e user _auth pass-through? (y/N)

Where,
* y(yes)
* Configures token-based authentication (Bearer, OAuth, JWT, etc.)
* Sets header name (default: Aut hori zati on)
* Sets token prefix (default: Bear er)
* Optionally provides a test token

* Configures token exchange if needed (URL, body field, response path)

* N (default) (No)
* Does not configure user authentication

* Useful for public APIs or when authentication is external

Manual authentication setup

Manual authentication setup allows you to define custom headers or credentials for downstream API calls. This
is typically used for:

* Basic authentication
* APl keys

* Custom header-based authentication
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Use these steps to configure authentication manually after profile generation when the interactive wizard is not
sufficient or when custom methods are required.

1. Generate Base64-encoded credentials for basic authentication:

# For credentials restuser/password
echo -n "restuser: password" | base64

2. You can configure authentication in one of two ways:

a. Option A: Edit the file gener at ed/ <pr of i | e_nane>/ server/ ntp_server_config.jsonand
add the header directly:

{
"runtime": {
"http":
"defaul t _headers": {
"Aut hori zation": "Basic <Base64-encoded credenti al s>"
}
}
}
}

Note: Hardcoding credentials is not recommended for production environments.

b. Option B: Use environment variables to store sensitive information securely by following these steps:

a. Editgenerat ed/ <profil e _nane>/server/ncp_server_confi g. | son to reference the
variable:

{
"runtime": {
"http": {
"defaul t _headers": {
"Aut hori zation": "${ DOANSTREAM AUTH HEADER} "
}
}
}
}

b. Add the environment variable to gener at ed/ <prof i | e_nane>/ server/ server. env:

# Add to server/server.env
DOWNSTREAM AUTH HEADER=Basi ¢ <Base64- encoded credenti al s>

c. Ensure the environment file is loaded automatically by Docker when starting the container:
* ./ntpgen start <container_nane>
* generated/ <profile_name>/start_server. sh

* docker-conpose. ncp. yni
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Note: Both $VAR and ${ VAR} syntax are supported for environment variable expansion.

For more information about the additional configurations options and the generated profile structure, see Step
5: Generate and start a profile on page 49.

List a profile

Use the | i st command to display all known profiles from the registry and verify their on-disk status. This topic
explains the command syntax, available flags, and sample output.

Syntax

./ mcpgen |ist [options]

This command retrieves profile information from the registry and optionally performs live inspection of container
status.

Flags for the | i st Command

The following table lists the flags supported by the | i st command, along with their purpose and detailed usage

notes.

Flag Purpose Notes

--json Outputs the profile list in Use this flag when integrating with automation tools

machine-readable JSON format. | or scripts that require structured data.

--w de Displays extended profile details. |Adds columns for port, TLS mode, mTLS status,
OpenAPI spec path, service account status, and
prompt configuration.

--profiles Prints only profile names, one per |Useful for scripting scenarios where you need a simple

line. list of profile names for batch operations.

--status Forces a refresh of container status. | Performs a live inspection instead of relying on cached
registry data. Recommended when container state
may have changed.

Sample output

The following example shows the output of the | i st command with the - - wi de flag:

NAME PORT TLS MILS SPEC SA PROWTS CREATED
mypr of 8500 yes no openapi . ym yes yes 2025-10- 11T07: 22: 14z

Start, stop, and restart profile containers

Use these commands to manage the lifecycle of an existing profile container.
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Syntax
./ ncpgen start [--no-snoke] <contai ner_nane>
./ ntpgen stop <cont ai ner _nane>
./ ncpgen restart [--no-snoke] <contai ner_nane>
Where,

* The start command launches the container associated with the specified profile. Use - - no- snoke to
skip the automatic smoke test after start.

* The st op command halts the running container for the profile.

* Therestart command stops and then starts the container. Use - - no- snoke to skip the automatic smoke
test after restart.

Note: If only one container exists, the name is auto-detected and can be omitted.

View container logs

Use the | ogs command to inspect container logs for troubleshooting and monitoring.

Syntax

./ ncpgen | ogs <profile_nane>

Because the log output respects container log retention policies, use this command to investigate errors or
unexpected behavior in the container. It accepts profile name as a required argument. You can also include
the - f parameter to follow logs in real time for continuous monitoring.

Example

./ mcpgen | ogs nyprof -f

This command invokes the | ogs command in the ncpgen CLI to display logs from a profile container. In this
example, nypr of is the name of the profile whose container logs you want to view. The - f parameter streams
the logs in real time. This is useful for monitoring ongoing activity or troubleshooting issues as they occur.

Check profile status

The check command provides a diagnostic summary of the profile container, including its state, recent log
snippet, and environment variables.

Syntax

. I mcpgen check <profil e_nane>
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This command:
* Confirms whether the container is running.
* Displays a short log excerpt for quick troubleshooting.

* Lists environment variables currently applied to the container.

Profile management and advanced operations

Profile management and advanced operations in ntpgen enable you to transition from development profiles
to production-ready deployments and maintain secure, efficient environments. This section explains how to
export profiles, harden configurations, generate OpenAPI specifications, and manage service account tokens.

Export profiles for production

Use the export command to bundle a profile for relocation or production deployment. This creates an immutable
snapshot required for promotion outside development environments.

Syntax

./ ntpgen export <profile_name> [options]

The exported runtime profile directory under export s/ <pr of i | e_nane>/ contains only the essential files
required for running the MCP server in production. Development-specific files, such as temporary assets or
client convenience scripts are excluded to ensure a clean, secure, and minimal deployment package. After the
export, you have:

* Adirectory named export s/ <profi | e_nanme>/ containing the production-ready profile.

* Optionally, a compressed tarball (prof i | e- <profi |l e_nane>.tar. gz)if you use the - - t ar flag or the
export-tar command. This tarball is useful for distribution or deployment across environments.
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Flags for the export Command

The following table lists the available flags for the export command, describing their purpose and any important
usage notes:

Flag Purpose Production guidance

--output DR Specifies the destination root directory. | Ensure this directory is excluded from
The default root directory is . / export s. [ version control.

--bundl e PRESET Defines the content preset: dev, pr od, |Use prod orstri ct - pr od for
orstrict-prod. production deployments.
--include-private Retains private keys in the export. Avoid unless performing secure backup
or migration.
--include-token Includes the generated service account | Rotate the token soon after import if
JWT. used.
--incl ude- cont ext Copies referenced cont ext / files. Ensures enrichment parity across

environments.

--include-pronpts Copies prompt markdown files. Required if prompts influence workflows.
--prod Strips development artifacts and tightens | Mandatory for any non-development
permissions. export.
--tar Creates a compressed tarball of the Useful for distribution.
export.

Export as tarball

Use the export -t ar command to create a compressed archive of the exported profile.

./ ncpgen export-tar <profile_name>

This command performs an export and packages the profile as profi | e-<profil e _nane>.tar. gz.

Harden development profiles

Use the har den command to tighten an existing development profile before exporting it for production.

Syntax

./ ncpgen harden [options]

128 OpenEdge: Use the OpenEdge MCP Server: Version 1.1



Flags for the har den Command

The following table lists the available flags for the har den command, describing their effect:

Flag Effect
--renove-client Deletes generated client convenience assets.
--drop-private Removes private key material and retains public parts.
--drop-token Removes stored service account token.

Recommended sequence

To ensure a secure and compliant production deployment, always harden the development profile first and
then export the sanitized bundle for production release:

./ ncpgen harden --drop-private --drop-token
./ ncpgen export --bundle prod

Generate OpenAPI specification

Use the openapi - gen command to generate an OpenAPI 3.0.3 YAML specification from a Progress Data
Object Service catalog, which is in JSON format.

Syntax

./ ncpgen openapi -gen <source> [-o0 <out put.ym >]

source
Progress Data Object Service catalog source, which is either local file path or HTTP(S) URL.
-0 output_file
Output YAML file path. Defaults to an auto-generated name based on source.

Examples

The following example generates a specification file using a local Progress Data Object Service catalog
generated by Progress Developer Studio for OpenEdge for an ABL service:

./ ntpgen openapi - gen <cat al og. j son>

You can use Progress Developer Studio for OpenEdge to build an ABL Web App with a Data Object Service
and generate a catalog. Then provide the URL where that catalog is accessible. The URL to access the catalog
should look like this:

http://host: port/<web- app>/ web/ pdo/ <Ser vi ceNane>
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For example, if the Spor t s2020 web app with the Spor t s2020Ser vi ce Data Object Service is deployed
and available, you can generate the specification file using:

./ ncpgen openapi -gen http://1 ocal host: 8810/ Sport s2020/ web/ pdo/ Sport s2020Ser vi ce

The following example specifies the output YAML file:

./ ncpgen openapi -gen catal og.json -0 sports-api.ym

The following example generates the specification file from a remote Progress Data Object Service catalog
with a custom output file:

./ ncpgen openapi -gen https://server.com web/catal og -o openapi.yn

What openapi - gen command does

The openapi - gen command performs the following functions when you run it:

* Loads Progress Data Object Service catalog from file or URL. It supports gzip-compressed responses.
* Extracts service metadata, resources, and schema definitions.

* Converts ABL types, such as | NTEGER, DECI MAL, LOG CAL, DATE, and so on to OpenAPI types.

* Generates CRUD operation paths including, GET, POST, PUT, DELETE. For OpenEdge Data Services, the
request body schemas for POST and PUT operations include the expected nested hierarchy, such as dataset
and temp-table levels required by the OpenEdge Data Object Service.

* Creates component schemas for request or response structures.

* Outputs clean OpenAPI 3.0.3 YAML with proper formatting.

Contents of the output specification file

The openapi - gen command produces an OpenAPI 3.0.3 YAML file specification file, which contains:
* Service information and server endpoints.

* Component schemas for all data tables.

* CRUD paths for operations including, GET, POST, PUT, DELETE. Note that POST, PUT, and DELETE
operations are excluded by default when the MCP server loads the specification. To make them available
as MCP tools, see Enable write operations (POST, PUT, DELETE) on page 130.

* Query parameters for filtering and pagination.
* Request and response bodies with proper references.

For information about where to place the generated OpenAPI specification in the MCP setup workflow, see
"Place the specification" in Step 4: Provide OpenAPI specification on page 48.

Enable write operations (POST, PUT, DELETE)

When you generate an OpenAPI specification using openapi - gen, the outputincludes CRUD operation paths
for GET, POST, PUT, and DELETE. However, the MCP server excludes POST, PUT, and DELETE operations
by default when it loads the specification. This means those operations do not appear as MCP tools, even
though they are present in the specification file.
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This default behavior is intentional. It prevents write operations from being exposed accidentally and keeps
the server in a safe, read-only state until you explicitly opt in.

To make write operations available as MCP tools, you must add route configuration to
ncp_server_confi g.j son and restart the server.

How write operations are controlled

The MCP server uses routes.maps in mcp_server_config.json to control which operations are exposed as
tools. Rules in the maps array are evaluated in order and the first matching rule wins. For more information,
see Configure routes on page 161.

The default behavior is equivalent to a global exclusion rule for all mutating methods:

{
"commrent": "d obal exclusion of nutating nethods (default)",
"met hods": ["POST", "PUT", "DELETE', "PATCH'],
"nmcp_type": "EXCLUDE"
To enable write operations for a specific path, add an opt-in rule with" ntp_t ype": "TOOL" before the global

exclusion rule.

Enable write operations for a specific path

The following example enables POST, PUT, and DELETE on the / Or der s path while keeping all other write
operations excluded:

o,
"api " {
"openapi ": {
"spec_file": "openapi.ym"
},
"routes": {
"maps": [
{
"comment": "d obal exclusion of nutating nethods (default)",
"met hods": ["POST", "PUT", "DELETE', "PATCH'],
"mcp_type": "EXCLUDE"
%,
"comrent”: "Opt-in allow POST on /Orders for create operation”,
"pattern": "/Orders”,
"met hods": ["POST"],
"nmcp_type": "TOOL"
}
]
}
}
}

Note: Rule order matters. Place specific opt-in rules before the global exclusion rule, otherwise the exclusion
rule matches first, and the opt-in rule is never reached.

Restart the server after changes

After editing ncp_server _confi g. j son, restart the server for the changes to take effect:

ncpgen restart
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Rotate service account keys and tokens

Use the rem nt - al | command to generate a new service account keypair and remint all stored service
account tokens for the profile in a single atomic operation.

The rem nt-al |l command is essential for maintaining security by:
* Ensuring every consumer token is re-signed after key compromise or routine rotation.

* Preserving token attributes, such as nane, cl i ent i d, scopes, days, and i ssuer unless manually
edited.

Behavior summary

When executed, the r em nt - al | command performs the following actions:

* Creates a fresh private and public key pair under the sa directory. The previous keys are overwritten after
a successful remint.

* lterates through the profil e. j son. sa_t okens[] array and re-mints each token using the preserved
metadata.

* Updates the timestamp if it is present in the profile.

* Maintains the primary token in the cl i ent/ ntp. j son file.

Exit status condition
The command returns the following exit status conditions:
* Returns a non-zero exit status if any token fails to remint.

* If there are partial failures, the old key pair and tokens remain intact because the operation is designed to
be all or nothing.

Use cases
Use the following commands based on the specific scenario:

Scenario Command
Adjust scopes on primary token only sa-token --set-prinmary
Key compromise suspected remnt-all
Quarterly organization-wide key rotation remnt-all
Need to extend primary token lifetime sa-token --set-prinary
Add a brand-new token for a new client sa-t oken

Service account multi-token management

Profiles support multiple named service account tokens tracked in pr of i | e. j son. sa_t okens. This enables
distinct cl i ent _i d and scope sets, for example Cl automation versus read-only dashboards while sharing a
single signing keypair.
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Command reference

Use the following commands to manage service account tokens:

Command Purpose

sa-token <profil e_name> Creates or replaces a named token entry.

sa-tokens <profile_name> Lists all tokens including names, client IDs, scopes, and primary marker.
Add - - j son for machine output.

remnt-all <profile_nane> |Rotates the key pair and remint every token.

Flags for the sa-t oken command

The following table lists the most commonly used flags, along with their purpose and detailed usage notes. For
the full list of flags, run this help command:

./ ncpgen sa-token -h

Flag Purpose Notes

--nane NAME Unique logical token name |The def aul t string is reserved for primary
generated at profile creation.

--scopes scopel scope2 ... |Space-separated scopes Replaces existing scopes for that token

--client-id ID Custom client identifier Defaults to derived profile-based ID if
omitted

--days N Validity period in days Default is 365

--issuer |ISS Override issuer Defaults to profile issuer if set

--primary Mark token as primary Only one primary allowed; updates client
header

List tokens

The following example command lists all tokens:

./ ncpgen sa-tokens mypr of
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The command produces the following output:

NAME CLI ENT_I D SCOPES PRI MARY EXPI RES
defaul t svc- nypr of schema. read tags.read yes 2026-10-11
ci - bot ci -bot orders. read no 2025-11-10

The following example outputs the JSON representation of the sa_t okens array from the profile. The j g filter
then extracts the first token object.

./ mcpgen sa-tokens nyprof --json | jq '.sa_tokens[O]"

Here is an example of the sa_t okens section inside the profi | e. j son file:

"sa_tokens": |

{
"name": "default",
"filename": "saltoken.jwt",
"client_id": "svc-nmyprof",
"issuer": "oencp-local",
"scopes": ["schema.read", "tags.read"],
"days": 365,
"primry": true

{ _
"nane": "ci-bot",
"filenane": "salci-bot.jw",
"client_id": "ci-bot",
"issuer": "oencp-local",
"scopes": ["orders.read"],
"days": 30,
"primary "primary": false

Primary token semantics

Only the primary token is embedded into cl i ent / ntp. j son as the service account header. The - - sa- t oken
<name> flag lets you override the default primary token and select any named token configured in
profile.json.sa_tokens. This behavior supports least privilege access and role-based workflows.
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The following examples show how to override the default token and specify a named token:

* This example runs the MCP client for the profile named nypr of and uses the service account token named
ci - bot for authentication. This approach is useful when you want to switch from the default token to a
token with different scopes or permissions.

./ mcpgen client nyprof --sa-token ci-bot

* This example runs the MCP client for the profile named nypr of , uses the service account token named
ci - bot for authentication, and also invokes a specific tool called get Or der s with empty arguments ({ } ).
This approach allows you to run a targeted API operation under the authorization of the ci - bot token,
ensuring the correct access level for that tool.

./ nmcpgen client nmyprof --sa-token ci-bot --tool getOrders --args '{}'

Note: To mark a different token as primary, re-issue it with - - pri mary. The previous primary flag is cleared
automatically.

Example procedure to rotate service account tokens

Follow these steps to perform token rotation:

1. To add a new limited-scope token, run the following command to create a token named dashboar d with
the pr oduct s. r ead scope, a custom client ID, and a validity of 90 days:

./ mcpgen sa-token myprof --nane dashboard
--scopes products.read --client-id dashboard --days 90

2. To promote the new token to primary, make the dashboar d token the primary token for the profile:

./ mcpgen sa-token nyprof --nane dashboard --prinary

3. To rotate all keys and tokens after quarterly review, use the r em nt - al | command to generate a new key
pair and re-mint all tokens:

.Incpgen renmint-all myprof

4. To verify the updated tokens, list all tokens in JSON format to confirm the changes:

./ mcpgen sa-tokens myprof --json
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Revoke or delete a token

Currently, there is no direct command for token removal. To remove a token:

1. Delete its JWT file.

2. Fromthe gener at ed/ <profil e_name>/profile.]json file, remove the sa_t okens object.

3. Optionally, run remi nt - al | if you also want a key rotation.

Security considerations

Ensure these recommendations to maintain token integrity and prevent compromise:

* All tokens share the same signing key. A compromise of the private key invalidates security for every token.
Userem nt-all promptly.

* Distinct scopes per token support least privilege and simplified audit trails in external systems.

Cleanup and lifecycle management commands

The following commands help you manage container lifecycle and clean up resources:

Command Description

prune Removes stopped containers and orphaned profile directories.

Note: Add - - dry-run to preview the changes before applying them.

term nate Stops all containers and removes profile directories.

Caution: This is a destructive operation intended for environment reset.

repair-registry Rebuilds the registry file from directories. This command is useful if manual
deletions occur.

Note: Add - - f or ce to override an existing registry.

stop-al | Stops running containers while preserving directories.

Diagnostics and inspection commands

The ntpgen CLI provides a set of diagnostic and inspection commands designed to help administrators and
developers validate the environment, inspect profile metadata, interact with tools exposed by a profile, and
more. Together, these commands provide a structured approach to diagnosing issues, verifying readiness,
and ensuring smooth integration with OpenEdge MCP workflows.

Doctor

Use the doct or command to run environment and dependency diagnostics. It validates the setup and checks
for required components. For Compose, it first looks for plugin v2 of docker conpose and falls back to legacy
docker - conpose if present.
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Here is a sample abbreviated output:

[doctor] docker: OK
[doctor] docker server version: 26.1.1
[doctor] docker compose (v2): OK
[doctor] python 3.12.3 (supported)
[ doctor] openedge-ncp-server: present
[ doctor] openedge-ntp-utils pr esent
[doctor] network (nctpnet): exists
[ doctor] done

Where,

* (support ed) —Specifies that version is within 3.11-3.13, which is the validated range.

* (unsupported —need 3.11-3. 13) —Specifies that version is outside validated range. Upgrade or

downgrade is recommended.

Running doct or early shifts environment errors left, enabling faster time to first successful profile.

Inspect

Use the i nspect command to print the full pr of i | e. j son metadata. The metadata includes specification
path, container name, TLS mode, creation timestamp, and more.

Client

The cl i ent command provides a containerized client convenience wrapper for tool discovery, invocation, and

debugging. Use the following patterns to list tools, view details, and invoke operations using the ncpgen

cl i ent command.

Action

Command

List tools with descriptions

./ mcpgen client <profile_name>

Show full tool details

./mcpgen client <profile_name> --list-details

Show details for a specific tool

./Imcpgen client <profile _nane> --list-details --tool
get | nvent or yRecor ds

Invoke a tool

./ mcpgen client <profile_name> --tool |istProducts

--args "{"limt":3}

Invoke a tool with pretty JSON args

./ ncpgen client <profile nane> --tool getOrders --args

through a file @rgs.json

Invoke a tool with args from file ./Inmcpgen client <profile_nane> --tool getOrders
(explicit flag) --args-file args.json

List tools in JSON format ./Inmcpgen client <profile_nane> --1ist-json

Raw tool output (no automatic JSON
parse)

Append - - r aw (if implemented)

Debug HTTP requests/responses

Append - - debug to see detailed HTTP communication
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Options for the cl i ent Command

Use the following table to understand the purpose of each option and see examples of how to use them with

the cl i ent command:

string or file

Option Purpose Example
--tool NAME Invoke a specific tool by name, or |--tool |istProducts
filter tools
--args JSON Provide tool arguments as a JSON|[--args '{"limt":3}"' or

--args @rgs.json

--args-file PATH

Read tool arguments from a JSON
file

--args-file args.json

informational output; stdout contains
only valid JSSON

--sa-token Use a specific service account --sa-token admn
token by name

--raw Output raw tool response without | For parsing in scripts
JSON formatting

--list-json Output tools with names and For programmatic use
descriptions in JSON

--json Suppress all non-JSON For use with automation and CI

pipelines; safe to pipe the output to
JSON parsersuch asj q

--list-details

Show full tool details including
schema and examples

For API exploration; combine with
--tool

- - debug

Display detailed HTTP request and
response info

For troubleshooting HTTP issues
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* Whenyourun./ntpgen client <profil e>withoutspecifying a tool, the following output is displayed:

Tool s: 12 | Pronpts: 2
Tool Nanes:
- getlnventoryRecords: Retrieve standard inventory stock |levels and availability
- get Shi ppi ngRecords: Retrieve order fulfillnent and delivery tracking records
- getSupportTickets: Retrieve customer service tickets and issue tracking records

Each tool is shown with its name and description to help you understand what it does.

* Whenyourun./nmcpgen client <profile> --1ist-details,theoutputdisplays beautified metadata
for each tool:

* To show all tools:

.Incpgen client <profile_nanme> --list-details

* To show only a specific tool:

.Incpgen client <profile_name> --list-details --tool getlnventoryRecords

The following output displays:
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Tool s: 13 | Prompts: 2

Tool #1: getlnventoryRecords

Description: Retrieve standard inventory stock | evels and availability
+8 nmore lines (see Conpl ete Metadata bel ow)

Tags: group:inventory- management

I nput Paraneters (3 total):
« filter (string) - optional
Flexible filter paraneter supporting Progress ABL filter expr...
« skip (integer) - optional
Records to skip for pagination
e top (integer) - optional
Maxi mum records to return (default 100)

Qut put Schema: obj ect
Conpl ete Metadata (JSON):

"name": "getlnventoryRecords",
"title": null,
"description": "Retrieve standard i nventory stock | evel s and avail ability\n\nContext:

## Filtering & Search...",
"i nput Schema": {
"type": "object",
"properties": {

"filter": {
"type": "string",
"description": "Flexible filter parameter supporting Progress ABL filter

expressi ons",
"maxLengt h": 500

.
"skip": {
"type": "integer",
"description": "Records to skip for pagination",
"default": O,
“mnimn: 0
,
"top": { _
"type": "integer",
"description": "Maxi mumrecords to return (default 100)",
"default": 100,
"mni nunm': 1,
"maxi nunt': 1000
}
b
"required": []

1,
"out put Schema": {
"type": "object",

"properties": { ... }
"icons": null,
"annot ations": null,
"meta": {

" _fastncp":

"tags": ["lnventory Managenent"]
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The following table summarizes the information displayed for each tool when you run ncpgen cl i ent

<profile_name> --list-details.
Element Description

Header Specifies tool number and name with visual separator
Description Specifies smart truncation for long descriptions

Tags Specifies functional grouping and categorization

Input parameters Specifies summary of the first five parameters

Output schema Specifies type of response object

Examples Specifies count if examples are available

Deprecation Specifies warning if the tool is deprecated

Complete JSON Specifies full metadata object for programmatic use
Use cases

Use the following scenarios to understand when and how to leverage the - - | i st - det ai | s and related options

in the ntpgen cl i ent command:
* API discovery—Quickly identify what each tool does and review the parameters it accepts.

* Documentation generation—Generate comprehensive documentation by parsing the JSON metadata
provided for each tool.

* Code generation—Use the input and output schema to automatically generate client-side code.
* Debugging—Inspect exact parameter types, constraints, and default values for troubleshooting.

* Single tool focus—Apply the - -t ool option to view details for one specific tool without scrolling through
all available tools.

* Cross-platform compatibility—Use - -args-fil e args.jsonor--args @rgs.json syntaxto
avoid platform-specific issues with inline JSON.

Use the debug option

Use the - - debug option to display detailed diagnostic information about HTTP communication and command
execution. This option is helpful for troubleshooting issues related to authentication, APl responses, or network
connectivity.
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For example,

This command runs the cl i ent operation for the specified profile and enables debug mode. Use this
command when you want to review the full execution details for general client operations without invoking
a specific tool.

./ ncpgen client <profil e _name> --debug

This command invokes the | i st Pr oduct s tool for the specified profile, passes arguments to limit the
output to three products, and enables debug mode. Use this command when you need to debug a specific
tool invocation and inspect the request/response flow.

./ncpgen client <profile_name> --tool listProducts --args '{"limt":3}' --debug

Use - - debug, when:

Investigating authentication or authorization issues
Troubleshooting unexpected API responses
Verifying headers

Debugging downstream HTTP communication

Understanding full request/response flow

Service account token selection

Use the - - sa- t oken option to select a specific service account token.

For example:

This command runs the cl i ent command for the specified profile using the adni n service account token.
Select this option when you need elevated privileges for listing tools or performing administrative operations.

./ ncpgen client <profil e_name> --sa-token adnin

This command lists tools for the specified profile using the r eadonl y service account token. Select this
option when you want to explore available tools without making changes to the environment.

.Incpgen client <profil e_name> --sa-token readonly

This command invokes the get Support Ti cket s tool for the specified profile using the adni n token and
passes arguments to limit the output to five tickets. Select this option when you need to execute a tool that
requires administrative privileges and control the number of records returned.

.I'nmcpgen client <profile_nane> --sa-token admin
--tool getSupportTickets --args '{"limt":5}'
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Notes
* When listing tools with - - t ool not specified, both name and description are shown for each tool.
* --|ist-json outputs structured JSON for programmatic parsing.

* When - -j son is active and no profile is specified, the auto-profile resolution message ([ cl i ent] Usi ng
| atest profile: <profile-name>)is suppressed to ensure clean JSON output. This message
continues to appear in non-JSON mode.

* --list-detail s displays comprehensive tool metadata with beautified output.
* Smart description truncation for readability.
* Complete metadata is always available in JSON section.
* Tool invocation auto-detects JSON output and pretty-prints, unless you provide - - r aw.
* File-based arguments support two syntaxes:
* --args @rgs. | son (shortcut syntax)
e --args-file args.json (explicit flag)
Both syntaxes are equivalent and read tool arguments from a JSON file instead of requiring inline JSON.
* Do notcombine - -args JSONwith --args-file args.jsonor--args @rgs.json syntax.
* Exit code reflects transport/tool success; non-zero indicates failure.
* Use - -sa-t oken to switch between authorization levels without changing environment variables.

* Available token names can be seen with . / ntpgen sa-t okens <profil e_name>.

Advanced commands

These commands are intended for specialized scenarios or future enhancements. Use with caution as they
may not be part of the standard workflow.

Command Purpose

t ool Internal alias for client operations, if present

repair-registry Reconstructs the registry for consistency

regi stry-cl ean Prunes registry noise; possible alias or extension

from Reserved for future implementation. Derives profile from template or
reference

repl ay Reserved for future implementation. Re-runs captured operations
sequence

144 OpenEdge: Use the OpenEdge MCP Server: Version 1.1



Quick start commands to create development profiles

You can use ntpgen to for quickly setting up and managing development profiles with minmal configuration.

Use these quick-start commands to start fast, enforce security options, update configurations, and manage

environments efficiently:

Goal

Command

Quickly start a development profile
with defaults

./ mcpgen up --quick --spec <openapi.yn >

Quickly start development without
loading prompts

./ mcpgen up --quick --no-pronpt --spec <openapi.yn >

Quickly start development with
custom prompts

./ mcpgen up --quick
./ my-pronpts

--spec <openapi.ym > --pronpts

Quickly start development with

./ nmcpgen up --quick --spec <openapi.ynm > --pronpts

prompts and context ./ pronpts --context ./context
Enable TLS for secure server ./ nmcpgen up --quick --tls
communication

Enable mTLS for client and server|. / ntpgen up --quick --ntls

authentication

Enable TLS and include custom
domain names in certificates

./ mcpgen up --quick --tls --extra-host nanmes
api . exanpl e. com st agi ng. exanpl e. com

Enable mTLS and add extra
hostnames

./Inmcpgen up --quick --ntls --extra-hostnanes
| ocal host, 127. 0. 0. 1, nyapp. | ocal

Skip service account setup
(user-only authentication)

./ nmcpgen up --quick --no-sa

Run guided interactive setup for
profile creation

./ mcpgen up --interactive

Display all profiles with detailed |./ntpgen list --w de
information
Export a hardened ./ mcpgen export nyprof --bundle prod

production-ready bundle

Update prompts for a profile

./ ncpgen update nyprof --pronpts ./pronpts

Update specification and base URL

./ mcpgen updat e nyprof --spec ./newspec.ym --base-url

https://api.exanpl e. com

Reset environment

./ nmcpgen termnate --force
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Typical workflow and API discovery

Typical workflow
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The following steps outline a standard workflow for generating profiles, exploring APls, and deploying MCP
configurations. Each step includes the command and its purpose:

1. Use the up command to quickly create a profile with TLS enabled and an OpenAPI specification:

./ ncpgen up --quick --tls --spec <openapi.ym >

This command initializes a new profile using the provided OpenAPI specification.

2. Runthel i st command to verify that the container is active:

./Inmcpgen list --wide

This command displays all running containers with extended details.

3. To list available tools with names and descriptions, run:

./ mcpgen client myprof

This output provides a quick overview of all tools in the profile.

For full metadata of all tools:

.Inmcpgen client nmyprof --list-details

This command retrieves detailed schema information for every tool.

4. To view complete details for a single tool, for example get | nvent or yRecor ds, run:

.Inmcpgen client nyprof --list-details --tool getlnventoryRecords

This command focuses on one tool and displays its schema and parameters.

5. To execute a tool with arguments:

./ mcpgen client nmyprof --tool listProducts --args '{"limt":3}'

This command runs the tool and returns results based on the specified arguments.

6. Optionally, create additional tokens for different access levels:

./ mcpgen sa-token nyprof --nane admin --scopes service_account ncp_access ncp_admn
./ ncpgen sa-token nyprof --nanme readonly --scopes service_account ntp_access

These commands generate service account tokens with defined scopes.

To test with a specific token:

./ mcpgen client nmyprof --sa-token adnin

This applies the selected token for the client session.
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7. Enable debug mode to inspect HTTP exchanges:

./ mcpgen client nyprof --tool getOrders --args '{}' --debug

This command helps troubleshooting issues by showing detailed request and response data.

8. Export the profile for production:

./ ncpgen export nyprof --bundle prod

This command creates a production-ready bundle.

9. Deploy on another host using the generated Docker Compose file or helper script.

API discovery workflow

Follow these steps to explore and test APIs:

1. See all available tools:

./ mcpgen client myprof

2. Explore all tool schemas:

.Imcpgen client nyprof --list-details
3. View complete details:

.Imcpgen client nyprof --list-details --tool getWrehouseMenps
4. Invoke with sample data:

./ mcpgen client myprof --tool getWarehouseMenos --args
"“{"filter":"Warehouse_| D=\"STLO1\""}'

5. See full HTTP exchange:

./ mcpgen client nmyprof --tool getWarehouseMenos --args '{}' --debug
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This topic describes common error symptoms, their likely causes, and recommended fixes. Use these remedies

Error patterns and remedies

to quickly resolve issues during MCP operations.

Symptom

Likely cause

Fix

Specification file not found

The path is incorrect, or the volume
is missing.

Re-run the up command with the
correct - - spec option.

Authentication failures (401)

The service account header is
missing.

Include the
X- CEMCP- SERVI CEACCOUNT
header with a valid JWT token.

Tools list is empty

Scopes are filtering out all the tools.

Add the required scopes or adjust
security.authorization.tools.

Token not found with - - sa-t oken

The specified token name does not
exist.

Check available tokens using
./ mcpgen sa-tokens
<profil e_nane>.

Wrong token used despite flag

An environment variable is
overriding the token.

Unset $SERVI CE_ACCOUNT _JWI'
or use the explicit - - sa-t oken
parameter.

Admin tools not visible

A regular token is being used.

Use - - sa-token adm nora
token with the ncp_admi n scope.

Missing TLS despite config

Certificates or key files are not
present.

Ensure that both the certificate file
and the key file are present. For
development environments, run the
certificate generation script to create
these files.

SA header double prefix

The manual prefix was added to the
token file.

Allow the generator to build the
header; avoid manual prefixing.

Empty prompt plan

- - no- pronpt was used, or no
prompt files exist.

Remove the flag or add prompt . nd
files.

Token exchange timeout

Incorrect URL or network issue.

Validate that the exchange endpoint
is reachable from the container.
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Clean removal of profile

To remove profiles and associated resources:

* Run./ntpgen termn nat e for a full wipe, which removes profiles, Docker configurations, running
containers. However, this does not uninstall the MCP Server.

* Run./ncpgen renove for deleting individual profiles.

* Run./nctpgen prune for safe cleanup of stopped profiles.

Debug and diagnostics

The ncpgen CLI suppresses raw Python stack traces for end users. Errors appear as concise, formatted lines.
Use these controls for deeper troubleshooting.

Default silent mode

The ncpgen CLI displays error messages when operating in silent mode by default. Silent mode means that
raw Python stack traces are suppressed, and errors are shown as concise, user-friendly messages instead of
verbose internal details. The following outlines the default error output style for different failure scenarios in

ncpgen:
Situation Output style

Unexpected internal exception The CLI displays: Error: Unexpected error: <message>
without showing a traceback.

Import or initialization failure The CLI outputs a single-line error message without exposing
Python internals.

Unsupported Python version (<3.10) The CLI shows a version guard message instead of a TypeEr r or,
indicating that the interpreter is too old.

Python version guard

The ntpgen CLI enforces a minimum Python version requirement to ensure compatibility with modern language
features and libraries. The tool requires Python 3.10 or higher. If you attempt to run ncpgen on an older
interpreter, the CLI will not proceed and will display a clear error message. For example, when an older Python
version is detected, the CLI emits the following message:

Error: Unsupported Python version. Detected 3.9. Required >= 3.10

This message indicates that the current environment does not meet the minimum version requirement.
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To fix this issue:

1. Check your Python version:

pyt hon --version

2. Upgrade Python to 3.10 or later using your system package manager or official installer.

3. Validate your environment after upgrading:

./ ncpgen doct or

This command confirms that the dependencies meet the required specifications.

Common troubleshooting scenarios

The following table summarizes how to quickly resolve common issues encountered during MCP operations
by applying the recommended actions for each scenario:

Scenario Action

Suspect stale wheel code Set the environment variable MCPGEN_FORCE_REFRESH=1 and re-run
the desired ncpgen command to force a clean wheel extraction.

Validate environment and versions |Run . / ntpgen doct or to check Python version, dependencies, and
configuration integrity.

Verify generated configuration Use cat
quickly gener at ed/ <profil e_name>/ server/ncp_server_config.json
to inspect the generated server configuration file.

Images not found after unpacking |Execute . / | oad_i mages. sh followed by . / ntpgen | i st to reload
images and confirm availability.

Minimal bug report template

Include the following when filing an issue:

* Full output from running the . / ntpgen doct or command to help verify environment health and
configuration.

* The exact command you executed, including all flags and parameters, so the issue can be reproduced
accurately.

* Complete error message displayed by the CLI to assist in diagnosing the problem.
* Python version installed on your system by running pyt hon --ver si on.

* The operating system (OS) and hardware architecture, for example, Ubunt u 22. 04 on x86_64 to provide
context for environment-specific issues.
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9

Operational guidelines and performance best
practices for MCP servers

This section provides guidelines for daily operations, observability, performance tuning, upgrade strategies,
and security enhancements. It also includes incident response steps and runbooks for common tasks.

For details, see the following topics:

* Routine operational tasks

* Improve system observability

* Capacity and performance

* Safe upgrade process and rollback preparation
* Configuration drift control

* Prompts lifecycle

*  Security posture enhancements

* Incident response snapshot

*  Operational runbooks for MCP server

* Estimate key performance indicators
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Routine operational tasks

Use the following commands for routine operational tasks:

Task Command Notes

Status snapshot _ ) Provides a quick inventory
./ nmcpgen list --w de

Tail logs Use gr ep for tool IDs
./ mcpgen | ogs <prof> -f

Invoke health tool (if present) ] Alternatively, use a simple GET tool
./ mcpgen client <prof>

--tool health

Rotate SA token (planned) _ Update clients with new JWT
./ ncpgen remnt-all <prof>

Improve system observability

System observability is the ability to understand the internal state of a system by examining its outputs, such
as logs, metrics, and traces. It goes beyond simple monitoring by providing insights into why something is
happening, not just what is happening.

Follow these practices to improve system observability:
* Use structured logging in production for easier indexing.
* Leverage correlation IDs to trace issues across downstream services.

* Keep payload logging off unless investigating serialization bugs. Revert after debugging.

Capacity and performance

This section explains how to plan for system capacity and optimize performance to ensure reliable operations
under varying workloads. It covers vertical scaling limits, horizontal scaling triggers, and strategies for resource
management. Understanding these guidelines helps maintain system stability and support scalability for high
availability.

Response and resource protection

The response guard is a critical mechanism that prevents excessive memory usage caused by large payloads.
It ensures that the system remains responsive and avoids crashes during high-volume operations. When tools
consistently approach guard limits, it is a signal that the underlying API needs a redesign to use pagination for
better efficiency. Latency hotspots often occur at token exchange endpoints, during downstream TLS
handshakes, and when retrieving JWKS keys at cache refresh intervals.
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Scaling architecture and performance tuning

The MCP server uses asyncio concurrency model, which is an asynchronous I/0O model to achieve high
throughput and low latency. This model is designed for I/0O-bound workloads and enables the system to manage
thousands of concurrent connections without blocking operations. Some of the key characterstics of this
architecture are:

* The server uses single-threaded asynchronous I/O within each worker process.
* It employs an event-loop-based concurrency model to handle thousands of simultaneous connections.

* Non-blocking operations are used for HTTP requests and downstream API calls, which improves
responsiveness.

* This architecture is highly efficient for I/O-bound workloads, which are typical in MCP server operations.

Production scaling strategy

You can configure worker processes for different environments to achieve optimal performance and reliability.
Worker configuration depends on workload characteristics such as 1/O intensity, CPU requirements, and
high-availability needs.

The following table and examples describe recommended worker configurations for development, production,
and high-availability scenarios.

Environment Configuration Purpose

Development _ Use a single worker for simplicity
eXport uvi COQN_V‘OQKERS—l during development

Production (1/0-heavy) Recommended for workloads
export LM CORN_WORKERS=2 dominated by network 1/0O

Production (CPU-intensive) Match the number of workers to

export .
UVI CORN_WORKERS=$( npr oc) available CPU cores

High-availability Over-provision workers for

export . Y
UVI OORN. WORKERS=$( ( $( npr oc) redundancy and failover monitoring

*2))

Explanation:
* In development, a single worker is sufficient because the workload is minimal and simplicity is preferred.

* For I/0O-heavy production environments, two workers are recommended to handle concurrent requests
efficiently without overloading the system.

* In CPU-intensive production environments, set the number of workers equal to the number of CPU cores
to maximize parallel processing.

* For high-availability scenarios, double the number of workers compared to CPU cores. This approach
provides redundancy and supports failover, but it requires active monitoring to avoid resource contention.
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Capacity planning

You must plan for system capacity to ensure optimal performance and scalability. System capacity is the limit
of vertical scaling and it identifies triggers for horizontal scaling. Understanding these factors helps maintain
stability and prevent resource exhaustion during peak loads.

Vertical scaling refers to increasing resources within a single server instance. The following limits apply:

* Memory per worker is approximately 100-200 MB as a baseline plus additional request buffers.

* CPU efficiency decreases with diminishing returns beyond twice the number of CPU cores.

* Connection limits are approximately 1000 concurrent connections per worker when using asyncio.
Horizontal scaling involves adding more server instances to distribute load. Consider scaling horizontally when:
* CPU utilization remains above 70 percent after tuning the worker count.

* Memory pressure begins to affect response times.

* Network I/O saturation occurs, which is rare for typical MCP loads.

* There is a need for geographic distribution or high availability.

Safe upgrade process and rollback preparation
You can safely upgrade the MCP server while minimizing risk by preparing rollback options, applying the new
distribution, and validating the upgrade through regression checks.
The following steps describe how to perform a controlled upgrade and ensure system stability:

1. To provide a rollback option in case of failure, export the current working profile using gi t add or create
an archive.

2. Retrieve the latest version of the software by pulling the new distribution ZIP.
3. To update container images for the new release, load images using | oad_i nages. sh.

4. Recreate the profile with the same specification and configuration to ensure consistency between old and
new setups.

5. To detect configuration differences before deployment, compare ntp_server _confi g. gener at ed. j son
with the previous version.

6. Run regression tool invocations and compare representative outputs for validating functional integrity after
upgrade.

Configuration drift control

Configuration drift occurs when production settings deviate from the approved configuration baseline.To maintain
consistency and prevent unauthorized changes across environments:

* Track the canonical ntp_server _confi g.j son file in version control to maintain a single source of truth.

* Do not allow manual edits on production hosts. All changes must be applied through a pull request and
followed by a redeployment process.

156 OpenEdge: Use the OpenEdge MCP Server: Version 1.1



Prompts lifecycle

Prompts are important assets that influence system behavior and user interactions. To manage prompts
securely, track changes, and enforce access controls to prevent data exposure and unauthorized use:

* Treat prompts as versioned resources and review differences carefully before merging. Pay special attention
to size changes and potential content risks such as exposure of personally identifiable information.

* Add appropriate scopes, such as pr onpt s. r ead, to prompt selection tools to prevent unauthorized access.

Security posture enhancements

Maintaining a strong security posture is essential for protecting MCP deployments against unauthorized access
and data compromise.

The following table outlines key enhancements that reinforce trust, minimize attack surfaces, and ensure
compliance with enterprise security principles:

Enhancement Value

Enable mTLS for server transport Provides mutual trust and verifies client identity during
communication.

Use JWKS with pinned algorithms Supports key rotation and reduces the blast radius in case of key
compromise.

Apply strict route maps Minimizes unintended write operations by restricting exposed
endpoints.

Implement scope granularity Enforces the principle of least privilege by limiting access to

necessary actions only.

Rotate service account keys periodically | Reduces the exposure window and mitigates risks associated with
long-lived credentials.

Incident response snapshot

Effective incident response ensures quick recovery and minimizes risk during unexpected events.

The following table outlines common scenarios and recommended actions for MCP environments:

Scenario Action

Suspected service account key Immediately revoke the old key to stop accepting it, generate a new key,
leak and rotate all associated tokens.

Unexpected 5xx error bursts Inspect system logs using correlation IDs and verify the availability of
downstream services to identify root causes.

Tool abuse through high-frequency | Enable rate limiting and adjust the max_r equests_per _second
requests parameter to prevent misuse and maintain system stability.
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Operational runbooks for MCP server

The runbooks help administrators quickly adjust configuration parameters, extend tool scopes, and enable
structured logging for better observability, all while maintaining system stability and security. This topic provides
concise, actionable steps for common operational tasks in the OpenEdge MCP Server environment.

The following runbooks outline quick operational steps for common MCP Server tasks:

1. Temporarily increase array limit:
* Editruntine. http.response guard. max_array_itens.
* Restart the container.

* Monitor memory usage and revert after investigation.

2. Add a new tool scope:
* Append the scope name to securi ty. aut hori zati on. t ool s mapping.
* |ssue tokens that include the new scope.

* Validate that discovery filtering behaves as intended.

3. Enable structured logs:
e Setobservability. | ogging.json=true.
* Optionally reduce verbosity by using obser vabi | i ty. | oggi ng. | evel =I NFO.

* Restart the server and confirm JSON log shape is consistent for indexing.

Estimate key performance indicators

Although native metrics export is not yet available, you can still approximate critical key performance indicators
(KPIs) by analyzing server logs. These manual methods provide insight into tool usage, error trends, and
performance characteristics until built-in observability features are introduced. Some of the manual methods
include:

* Tool invocation rate—Count log lines containing the | nvoki ng t ool pattern.
* Error ratio—Compare the number of 4xx and 5xx status lines against total tool invocations.

* Latency—If timing middleware is enabled, parse timing records from logs to estimate response times.
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Configuration reference

The OpenEdge MCP server uses a configuration schema to define all available settings in a structured way.
A configuration schema acts as a blueprint for the configuration file. It organizes properties into logical groups,
specifies whether they are required or optional, and explains how they interact. This ensures consistency and
makes it easier to configure the server correctly. This section explains the purpose of each group, provides
examples, and highlights important notes for correct usage.

For details, see the following topics:

Configuration groups
Configure environment variable overrides
Minimal configuration examples

Guidance and common pitfalls

Configuration groups

The configuration file for an MCP server typically includes several important groups that define the behavior
and capabilities of the server. Each group focuses on a specific area of functionality.

The following table introduces the major configuration groups in the OpenEdge MCP server configuration file:

Group Focus
api OpenAPI specification source, routing, and tagging enrichment
security Authentication (service account and user) and authorization (scopes)
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Group Focus
runtime Server transport, downstream HTTP, middleware, TLS and mTLS settings
assi st ant Prompt directory and future assistant features
observability Logging levels, structured mode, and per-logger overrides

The api group

The api group controls how the OpenEdge MCP server integrates with OpenAPI specifications and manages
routing, tagging, and tool generation. This topic explains the subgroups of the api group, their purpose, and
how they influence API exposure.

OpenAPI specification settings

The api . openapi configuration specifies how the MCP server locates and interprets the OpenAPI specification.
Correct configuration ensures that the server can load the specification and generate tools accurately.

The following table lists the properties available in the api . openapi subgroup and describes their purpose:

Property Required Purpose Notes
spec _file Yes Path to the OpenAPI Can be relative or
specification absolute. Resolved at

server startup.

base url No Default downstream base | Prefer
URL runtine. http. base url
in new and generated
configurations.

api . openapi . base_url
is still supported for
compatibility.

spec_narme No Human-readable label Used in logs for only
cosmetic purposes.

The following example shows how to configure the api . openapi subgroup in the MCP server configuration

file:
{ .
" apl " : {
"openapi ": {
"spec_file": "openapi.ym"
}
b
"runtime": {
"http": {
"base_url": "https://api.exanple.cont
}
}
}

160 OpenEdge: Use the OpenEdge MCP Server: Version 1.1



Configure routes

The r out es. maps configuration determines which operations from the OpenAPI specification are exposed
as tools. If this section is omitted, non-GET methods are excluded by default, resulting in read-only behavior.
This subgroup control exposure of APl operations through inclusion and exclusion rules.

The r out es. maps configuration contains several subsections that define how operations are filtered and
tagged. Each subsection serves a specific purpose in controlling API exposure:

* maps—Orders | NCLUDE or EXCLUDE rules for paths and methods.
* entity rul es—Attachesentity: * tags based on path patterns for better catalog grouping.
* t ags—Injects additional tags for operations by path and optional method list.

* exclude_t ool nane_patterns—Applies f nmat ch patterns after OpenAPI load to remove generated
tools by name. Useful for removing duplicate management endpoints or experimental operations without
altering the upstream specification.

The system evaluates rules in the order they appear. The first matching rule is applied. It is recommended that
you keep the rule set concise and provide explicit | NCLUDE rules for any write operations that you want to
expose intentionally.

Processing pipeline

The system processes operations in three stages:

1. Route maps apply early filtering based on path, method, and tags.
2. Tools are generated from the remaining operations.

3. Pattern filtering removes tools by name using the excl ude_t ool _namne_pat t er ns property.
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Tag processing in route maps

The MCP server automatically

generates normalized tags from the OpenAPI specification. For example, " APSV

Transport™ becomes " group: apsv-transport”. Itis recommended to use these generated tag names
in route map filters, and not the original OpenAPI tag names. Normalization ensures consistency by converting

original OpenAPI tags into a predictable format. The following examples show how to configure route maps
using normalized tags and inclusion or exclusion rules.

* Allow two POST endpoints while blocking others:

{ .
"api " {
"routes": {
" rraF)SII: [
{ "methods": ["POST"], "path": "/orders/**", "nmcp_type": "INCLUDE" },
{ "methods": ["POST"], "nctp_type": "EXCLUDE" }
"éntity_rul es": [ { "entity": "order", "path_prefix": "/orders" } ]
}
}
}

* Exclude operations by auto-generated tags:

o,
"api " {
"routes": {
"maps": [
{
"comrent": "Exclude SCAP operations”,
"tags": ["group:soap-transport"],
"ncp_type": "EXCLUDE"
{ .
"comment": "Allow all other operations",
"met hods": ["GET","PCST","PUT", "DELETE", "PATCH'],
"nmcp_type": "TOOL"
]
}
}
}

Operationld deduplication

The server automatically detects and resolves duplicate oper at i onl d values in OpenAPI specs before tool
generation. When the system finds duplicates, it renames them by prefixing normalized tag names. For example:

getMetrics + getMetrics

is changed to getMetrics + soap-transport-getMetrics

This approach ensures unique

tool names without overwriting. No configuration is required for this process.
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Tool name filtering

Some OpenAPI generators emit unwanted operations or leave residual duplicates. The server provides
post-generation filtering using excl ude_t ool _name_patt er ns. This property accepts an array of fnmatch
patterns suchas"* _1","* 2" ,or"resetMetrics_*".For example:

o,
"api " {
"routes": {
"maps": [
{ "path": "/**"  “"pcp_type": "INCLUDE" },
{ "methods": ["DELETE"'], "path":
"/ oemanager/rest/ oeservi ces/ unpublishService/**", "ncp_type": "EXCLUDE" },
{ "methods": ["DELETE"], "path":
"/ oemanager / soap/ oeservi ces/ unpubl i shService/**", "ntp_type": "EXCLUDE" }
"excl ude_t ool _nane_patterns": ["*_1", "*_ 2"]
}
}
}

The following points summarize the operational behavior and recommendations for tool name filtering:

* Processing order—The system applies route maps first to filter operations. After that, pattern-based filtering
removes tools by name.

* Tag conflicts—When using both tag-based exclusions and pattern filtering, verify that patterns do not
remove tools before tag exclusions can take effect.

* Path-based exclusions—Use EXCLUDE rules based on paths early in the pipeline to reduce the surface
area of operations.

* Post-registration filtering—Name pattern filtering occurs after tool registration. Tools removed by patterns
do not appear in discovery or inventory logs.

* Preferred approach—Deduplicate oper at i onl d values in the OpenAPI specification whenever possible.
Pattern filtering should be treated as a temporary, non-invasive solution.

* Pattern list size—Keep the pattern list short. Avoid overly broad patterns such as * Ser vi ce* because
they may hide required tools.

* Verification—At startup, the st ar t up logger (INFO level) reports the number of tools removed by name
patterns using the message Fi | t ered t ool s by nane patterns renoved=<N>. Fordetailed inventory
logs, setl oggi ng. | ogger s. st art up=DEBUG.

Optional parameter validation

Optional parameter validation acts as a security guardrail for tool arguments. It helps prevent malicious input
from being processed by the MCP server. This feature is particularly useful when handling untrusted user input
that flows from prompts to tool arguments.

The following details describe how optional parameter validation works and when to enable it:

* Configuration location—This feature is configured under runti me. t ool s. param val i dati on. A
legacy alias exists, and a unified configuration location is planned for future releases.

* Purpose—Use this feature only when user input is untrusted. It protects against harmful patterns such as
script URLSs, directory traversal, shell command chaining, and Carriage Return and Line Feed (CRLF)
injection.

* Default behavior—Parameter validation is disabled by default to avoid unnecessary restrictions in trusted
environments.
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The security group

The securi ty group manages authentication and authorization for the MCP server. These settings control
how credentials are validated and how access to tools is restricted based on scopes. Proper configuration
ensures secure communication and prevents unauthorized access.

Authentication

Authentication verifies the identity of the server and users. The MCP server supports a dual model:

* Service account (SA)—Represents the server or automation identity.

* User credentials—Represents end-user context using tokens or JWTs.

Either or both models can be enabled. Scope-based filtering activates only when authentication is enabled.

Authentication headers and access information

Authentication headers and tokens ensure secure communication between the MCP client and server. Proper
configuration prevents unauthorized access and enforces security policies. Using mTLS adds an extra layer

of trust by validating client certificates.This topic explains how authentication headers are used in OpenEdge
MCP client-server communication.

Service account authentication

Use this when the service account feature is enabled by default.

Header

Value

Notes

X- OEMCP- SERVI CEACCOUNT

JWT

Required for service account authentication

Default JWT is stored in gener at ed/ <profil e_nane>/client/client.env under

SERVI CE_ACCOUNT _JWT=.

Token selection priority for mcpgen client command

Tokens are selected in the following order:

Priority Source Description
1 --sa-token NAME Uses specific tokenfilecl i ent / sa. <nanme>. j wt
(highest priority)
2 $SERVI CE_ACCOUNT_JWI Environment variable override
3 client.env Default token from file

Note: If required scopes are defined, ensure the JWT includes them or renew usingremi nt -al | .
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User token authentication

When user token authentication is enabled, the client must include the token in the request header. This token
provides an additional layer of security beyond service account authentication. Include the user token in the
Aut hori zat i on header of the HTTP request. The format is:

Aut hori zati on: Bearer <token>

The prefix and header name can be configured based on your environment.

Note: User token is not required for simple service-account-only setups.

mTLS requirement

Mutual TLS (mTLS) provides an additional security layer by requiring both the client and server to present valid
certificates during the TLS handshake. This ensures that only trusted clients can communicate with the server.
When you use the - - nt | s option, the client must supply a valid certificate recognized by the certificate authority
(CA) generated by the MCP tools. The CA and related scripts are located in the cer t s/ directory. If you are
using the containerized utilities client with generated artifacts, mTLS configuration is handled automatically.

Configure service account authentication

The service account configuration asserts the server identity. The

security.authentication. servi ce_account configuration defines how the MCP server authenticates
itself as a trusted entity. This is critical for environments where requests must originate from a verified source.
The service account uses JWT tokens for authentication and supports two modes:

* Token mode—Uses a static EA25519 public key for verification.
* OAuth mode—Uses a remote JWKS endpoint for dynamic key validation.

Service account authentication may be required for every request in production environments.
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The following table lists the key properties in security. aut henti cati on. servi ce_account:

Property Purpose Typical use
enabl ed Enable or disable service account | Turn off for quick proof of concept
authentication
required Reject requests without a valid SA | Enable in production
JWT
node Authentication mode: "t oken" or |"t oken" for static keys, " oaut h"
"oaut h" for JWKS or OAuth proxy
header Incoming SA header name Default is
X- OEMCP- SERVI CEACCOUNT
public_key Ed25519 public key (PEM) Used for local static verification
when mode is "t oken"
jwks_uri Remote JWKS endpoint Supports key rotation when mode
is " oaut h"
i ssuer Expected i ss claim Used for multi-tenant trust or
external OAuth providers
client_id OAuth client ID for proxy mode Required for OAuth proxy to

external providers

client_secret

OAuth client secret for proxy mode

Required for confidential OAuth
clients

requi red_scopes

Scopes SA must always include

Provides baseline gating

prefix Accepted prefix (for example, Normalizes headers
Bear er)
sso_node Enable OAuth Single Sign-On Forces mode " oaut h", header

"Aut hori zati on", prefix
"Bearer "

bear er _net hods_supported

OAuth bearer methods supported

Defaultis[ " header "] ; caninclude
["body", "query"]

resour ce_docunent ation

URL to API documentation

Supports RFC 9728 metadata

resource_policy_uri

URL to token processing policy

Supports RFC 9728 compliance

revocati on_endpoi nt

OAuth token revocation endpoint

Supports RFC 7009

i ntrospection_endpoi nt

OAuth token introspection endpoint

Supports RFC 7662

requi re_metadata_on_401

Include resource metadata in 401
responses

Default is true; adds
resour ce_netadatain
WAV Aut hent i cat e header
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Note: If both publ i c_key and j wks_uri are present, the server attempts static Ed25519 verification first
and falls back to JWKS.

Token mode

When using the token mode (node: "t oken"), the MCP server validates service account tokens using a
static public key. These tokens are JSON Web Tokens ( JWTs) signed with a private key and verified against
the configured public key. This mode does not involve dynamic key discovery or OAuth flows, making it suitable
for simple deployments where pre-shared keys are acceptable. However, you must ensure that the public key
is securely stored and rotated periodically.

The following example shows how to configure token mode for service account authentication:

"service_account": {
"enabl ed": true,
"node": "token",
"header": " X- OEMCP- SERVI CEACCOUNT",
"prefix": "Bearer ",
"public_key": "----- BEG N PUBLI C KEY----- \n...\n----- END PUBLI C KEY-----
"issuer": "ny-auth-server"

}

}
OAuth mode

OAuth mode is an authentication option for service accounts where the MCP server validates tokens using
JSON Web Key Set (JWKS) from an external OAuth or OpenlD Connect provider. This mode is designed for
enterprise deployments that require integration with identity providers and support for separate service account
and user tokens.

The following example shows how to configure OAuth mode for service account authentication:

"service_account": {
"enabl ed": true,

"nmode": "oauth",

"header": " X- OEMCP- SERVI CEACCOUNT",

"prefix": "Bearer ",

"issuer": "https://auth.exanple.conireal ns/ nmyapp",
"jwks_uri": "https://auth. exanpl e.com real ms/ nyapp/ certs",
"algorithns": ["RS256"],

"required_scopes": ["service.access"]

}

ser_auth": {
"enabl ed": true,
"header": "Authorization",
"prefix": "Bearer "
}
}

OAuth authentication modes

OAuth-based authentication provides flexibility for integrating MCP with external identity providers and enabling
Single Sign-On. These modes allow secure token validation and forwarding to downstream APIs.
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The supported OAuth modes and patterns are:

* OAuth SSO mode—When sso_node=t r ue, the server automatically:
* Forces node="oaut h"
* Sets the header to Aut hori zati on
* Applies the prefix Bear er

* Setsuser_aut h. enabl ed: f al se because the service account token is used for both authentication
and authorization.

* Exposes the OAuth RFC 9728 protected resource metadata endpoint automatically.

* Includes the r esour ce_net adat a parameter in WAV Aut hent i cat e headers for enhanced client
discovery.

These actions enable seamless Single Sign-On where the same OAuth token validates MCP access and
is forwarded to downstream APIs. Use this mode when MCP clients already have valid OAuth tokens from
external providers. The following example shows how to configure OAuth SSO mode for service account
authentication:

{

"service_account": {
"enabl ed": true,

"mode": "oauth",

"header": "Authorization",

"prefix": "Bearer ",

"issuer": "https://auth.exanple.conlreal ms/ nyapp",
"jwks_uri": "https://auth. exanpl e.com real ns/ nyapp/ certs",
"algorithnms": ["RS256"],

"audi ence": "ntp-server-api",

"required_scopes": ["api.access"],

"advertised_scopes": ["api.read", "api.wite"],

"sso_node": true,

"bear er _net hods_supported": ["header"],

"require_netadata_on_401": true,

"resource_docunmentation": "https://docs. exanpl e.confapi"”,

"aut horization_servers": ["https://auth. exanpl e.com real nms/ nyapp"]
},
"user _auth": {

"enabl ed": false

}

}

* OAuth2 proxy mode (delegated authentication)—\When node="oaut h" withclient i dand
cl i ent _secr et configured, the server acts as an OAuth2 authorization server implementing Authorization
Code and PKCE flow while delegating user authentication to external identity providers such as Keycloak,
Azure AD, or AWS Cognito. Use this mode when MCP clients need to obtain OAuth tokens through the
MCP server.

* Individual modes:—You can use either of these modes:
* SSO0 only—MCP client brings an existing OAuth token, which the server validates and forwards.

* Proxy only—MCP client obtains an OAuth token from the MCP server without downstream forwarding.
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OAuth2 endpoints and metadata

The OAuth2 proxy endpoints are automatically installed when proxy mode is active. The following table lists
the OAuth2 proxy endpoints and their purpose:

Proxy endpoint Purpose
GET /authori ze Starts the OAuth2 authorization flow and redirects to the external provider
POST /token Exchanges the authorization code for an access token and validates PKCE
GET /oaut h/ cal | back Handles the callback from the external OAuth provider after user
authentication

The MCP server publishes metadata endpoints to comply with OAuth2 and resource protection standards.
These endpoints help clients discover authorization servers and resource details automatically. The following
table lists the discovery and metadata endpoints:

Metadata endpoint Standard Exposure Purpose
condition
[.ve| -kroml cathathoi i rseve | RFC 8414 Exposed Provides OAuth2 server metadata,
automatically including authorization and token
when OAuth2 endpoints, supported grant types
proxy mode is (aut hori zat i on_code), response
active types (code), and PKCE code challenge

methods (S256, pl ai n).

[.vd|-kom athpaetedresarce| RFC 9728 Exposed only Provides protected resource metadata,
when service including authorization servers,
account supported scopes, bearer methods, and
authentication is | other compliance details for OAuth client
enabled discovery.

When authentication fails, the MCP server provides additional metadata in the response to guide clients in
obtaining valid credentials. Ifr equi r e_net adat a_on_401=t r ue, which is the default value, all 401 responses
include a WAV Aut hent i cat e header with the Bearer realm and ar esour ce_rmet adat a parameter pointing
to the protected resource metadata endpoint. This helps clients discover the correct OAuth configuration.
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OAuth2 authentication patterns
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OAuth2 integration patterns define how the server interacts with external identity providers and manages token
validation and forwarding. Each pattern includes configuration examples, flow descriptions, and security
considerations.

* External OAuth flow (SSO mode only)—Used when client applications already have OAuth integration
with an enterprise identity provider. The MCP server validates the token and forwards it to downstream
APIs. The following example shows how to configure external OAuth flow:

{

"service_account": {
"enabl ed": true,
"nmode": "oauth",
"sso_node": true,
"issuer": "http://local host: 8082/ real ns/ ntp",
"jwks_uri": "http://1ocal host: 8082/ real ns/ ncp/ protocol / openi d-connect/certs",
"audi ence": "ntp-client",
"al gorithms": ["RS256"],
"required_scopes": ["ncp_access"]

Note: The configuration provided in the example does notinclude client _idorclient_secret.Asa
result, OAuth endpoints are not provided by the MCP server in this pattern.

These steps explain how the external OAuth flow works:
Client obtains OAuth token directly from Keycloak or Azure.
Client uses token to call MCP server tools.

MCP server validates token through JWKS and executes tools.

Ea o

MCP server forwards the same token to downstream APls.

* MCP server OAuth flow (standard pattern)—Simplifies client OAuth integration by allowing the MCP
server to handle identity provider-specific details. The following example shows how to configure MCP
server OAuth flow:

{
"service_account": {
"enabl ed": true,
"nmode": "oauth",
"sso_node": true,
"issuer": "http://local host: 8082/ real ns/ ncp",
"jwks_uri": "http://1ocal host: 8082/ real ns/ ncp/ protocol / openi d-connect/certs",
"client_id": "ncp-client”,
"client_secret": "your-client-secret-here",
"audi ence": "ntp-client",
"algorithms": ["RS256"],
"required_scopes": ["ncp_access"],
"advertised_scopes": ["openid", "profile", "email", "ntp_access"]
}
}

These steps explain how the flow works:

1. The client initiates the OAuth process through the MCP server by calling the / aut hor i ze endpoint and
then the / t oken endpoint.

2. The MCP server delegates user authentication to an external identity provider such as Keycloak or Azure.
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3. After successful authentication, the client receives an external provider token from the MCP server.
4. The client uses this token to call MCP server tools.

5. The MCP server validates the token and executes the requested tools.

6. Finally, the MCP server forwards the same token to downstream APIs for further processing.

¢ Standard OAuth2 pattern (proxy and SSO combined)—Most deployments use both features together.
This pattern works as follows:

* Setsso_node tot r ue to forward the same token to downstream APls.
* Configureclient_idandclient_secret toprovide OAuth endpoints for MCP clients.

This configuration allows the MCP client to obtain an OAuth token from the MCP server, use the token for
MCP calls, and forward the same token to downstream APIs.

PKCE flow for secure OAuth2 authentication

The MCP server implements the OAuth2 authorization code flow with Proof Key for Code Exchange (PKCE)

to secure authentication for public clients such as browser-based MCP clients. PKCE adds cryptographic proof
to prevent interception attacks by ensuring that the client initiating the authorization request is the same client
exchanging the authorization code for tokens.

PKCE strengthens the OAuth2 authorization code flow by adding a code challenge and verifier mechanism.
This prevents attackers from using intercepted authorization codes. Here is the PKCE security flow sequence:

1. The user initiates the process through the MCP client, which interacts with the MCP server and the identity
provider.

2. During the discovery step, the client communicates with the MCP server to retrieve OAuth2 metadata from
the /. wel | - known/ oaut h- aut hori zat i on- ser ver endpoint.

3. In the authorization step, the client sends an authorization request to the identity provider that includes a
code_chal | enge.

4. The identity provider responds by returning an authorization code to the client in the callback step.

5. For token exchange, the client sends the authorization code along with the code_veri fi er to the MCP
server at the / t oken endpoint.

6. Forthe backend exchange, the MCP serverusesitscl i ent _secr et to exchange the code with the identity
provider and obtain tokens.

7. Finally, the client uses the issued token to call MCP server APIs by including the Aut hori zati on: Bearer
header in its requests.

The sequence diagram shows the steps involved in the PKCE flow, including discovery, authorization, callback,
token exchange, backend exchange, and API calls. It highlights how the MCP client and MCP server interact
with the identity provider to complete the OAuth2 Authorization Code flow securely.
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The following table lists the architecture roles and their responsibilities in the PKCE flow:

Role Description

Identity provider (Keycloak or | Acts as the authentication server and verifies user credentials.
Azure AD)

OpenEdge MCP server L L

* Acts as an OAuth2 authorization server that delegates user authentication
to external identity providers

* Manages the OAuth2 flow

* Issues tokens

* Enforces scopes

MCP client Acts as the OAuth2 client, initiates the flow, receives tokens, and makes API
calls.

The following table lists the PKCE parameters and their descriptions:

Parameter Description
code_chal | enge A SHA256 hash of arandom code_veri fi er sentinthe authorization request.
code_verifier A random string of 43 to 128 characters sent during token exchange.

code_chal | enge_net hod | Specifies the hashing method used for the challenge. The recommended value
is S256 for SHA256 hashing, which is more secure than pl ai n.

PKCE provides the following security benefits:
* Public client security without requiring a client secret.
* Protection against authorization code interception attacks.

* Cryptographic binding between the authorization request and token exchange.

Token exchange pattern for PAS for OpenEdge integration

The MCP server uses token exchange to integrate with Progress Application Server (PAS) for OpenEdge
back-end systems. Token exchange allows the server to replace an inbound user token with a PAS for
OpenEdge-scoped token that has different claims, a shorter lifetime, and limited scopes. This approach enforces
the principle of least privilege and improves security for downstream API calls.

The following table describes the components involved in token exchange pattern:

Component Description

OpenEdge MCP server Acts as a token exchange server. It receives the user token and
exchanges it for a PAS for OpenEdge-scoped token.

PAS for OpenEdge SSO/Identity [Provides an external token exchange endpoint that issues PAS for
service OpenEdge-compatible tokens.

The sequence diagram shows the steps involved in token exchange pattern flow:
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=/ MCP Client

Call MCP tool
X-OEMCP-SERVICEACCOUNT: Bearer <sa_token>
Authorization: Bearer <user_token>

MCP tool result

= MCP Client

OpenEdge MCP Server

PASOE Identity Service [.| PASOE Business Service

Token Exchange Flow for PASOE Integration

Validate service account token

«—

POST /token exchange
Authorization: OECP <pasoe_sa_token>
body: {"token": "<user_token>"}

Validate user token
Generate PASOE-scoped token

-,

{"access_token": "<pasoe_token>"}

Business API call
Authorization: Bearer <pasoe_token:

Openkdge MCP Server

Business data response

PASOE Identity Service {.| PASOE Business Service

The token exchange process follows these steps:

1. The client sends a service account token in the X- CEMCP- SERVI CEACCOUNT header and a user token in

the Aut hori zat i on header.

2. The MCP server validates the service account token for MCP access.

3. The MCP server extracts the user token and sends it to the PAS for OpenEdge token exchange endpoint.

4. The PAS for OpenEdge identity service validates the user token and returns a PAS for OpenEdge-scoped

access token.

5. The MCP server uses the exchanged token to call PAS for OpenEdge downstream APls.

6. The MCP server returns the tool results to the client.
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The following example shows how to configure token exchange mode for PAS for OpenEdge integration:

{
"service_account": {
"enabl ed": true,
"node": "token",
"header": " X- OEMCP- SERVI CEACCOUNT" ,
"public_key": "----- BEG N PUBLI C KEY----- \n...\n----- END PUBLI C KEY- - - - - "
"required_scopes": ["ncp_access"]
s
"user_auth": {
"enabl ed": true,
"nmode": "token",
"header": "Authorization",
"prefix": "Bearer ",
"t oken_exchange": {
"enabl ed": true,
"url": "https://pasoe-server.exanpl e.com 8810/ oeabl /web/i dentity/token",
"met hod": "POST",
"timeout_ns": 5000,
"headers": {
"Accept": "application/json",
"Content-Type": "application/json",
" Aut hori zation":
"env": "TOKEN_EXCHANGE LOG N _TOKEN',
"prefix": "CECP "
}
¥
"body": {
"nmode": "json",
"field": "token",
"include_prefix": fal se
s
"response": {
"type": "json",
"json_path": "access_token"
}
}
}

Token exchange in PAS for OpenEdge provides the following security benefits:

* Principle of least privilege—PAS for OpenEdge receives tokens that contain only the necessary scopes
and audience, ensuring minimal permissions for backend operations.

* Reduced token lifetime—Exchanged tokens are issued with a shorter expiration period, which limits the
time window for potential misuse in backend systems.

* Audience isolation—PAS for OpenEdge tokens are scoped specifically for backend systems, preventing
their use in unintended contexts or external services.

* Fail-closed security—If the token exchange process fails, the request is aborted and does not fall back to

the original token, maintaining strict security controls.

For more information about key guidelines for implementing token exchange for downstream services, see
Token exchange for downstream services on page 208.

Authentication flow comparison
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The following table compares authentication patterns and their characteristics:

Authentication SA token Downstream Downstream Token Use case
pattern header token token exchange

Token (Static X @@ FRI TN | User token None Optional Simple

Keys) pre-shared keys

OAuth (Separate | xR SRIEXTN | User token None Optional Enterprise with

Tokens) separate SA or
user tokens

OAuth SSO Aut hori zat i on | Same OAuth None Optional Client handles

(External Flow) token OAuth with IdP
directly

OAuth SSO Aut hori zat i on | Same OAuth [ aut horize, |Optional MCP server

(MCP Flow) token / t oken, simplifies OAuth

/ cal | back integration

Token Exchange | @R SRIEXTDN | Exchanged PAS |None Required PAS for

(PAS for for OpenEdge OpenEdge

OpenEdge) token backend
integration with
scoped tokens

Note: In all patterns, the MCP server performs both authentication validation and MCP tool execution. The
difference is where the OAuth2 authorization flow occurs, externally or through the OAuth endpoints of the

MCP server.

Configure user authentication

The security. aut henti cati on. user _aut h configuration adds end-user context to requests. It allows
the MCP server to accept and forward user credentials to downstream services. This feature supports two

modes:

* Token mode—Forwards an opaque token string (default).

* JWT mode—Accepts and validates user JWTs with optional cryptographic verification.

Token exchange flow

Token exchange provides an additional security layer by replacing the original user token with a new token
obtained from an external endpoint. The token exchange works as follows:

* When enabled, the user token is sent to an exchange endpoint using a POST request.

* The response is parsed using a JSON path expression.

* The new token is forwarded downstream using the same header and prefix configured in user _aut h.

* Failures abort the request without falling back to the original token for deterministic security.

Note: The token exchange configuration is nested under user _aut h, not at the authentication level. The
runtime automatically applies user _aut h. header and user _aut h. pr ef i x settings to the exchanged token.
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JWT Mode and JWKS Validation

Starting with OpenEdge MCP Server 1.1.0, JWT mode supports cryptographic validation of user tokens through
JWKS (JSON Web Key Set) endpoints. This enables OAuth2/OIDC-compliant token verification, ensuring that
only cryptographically valid tokens from trusted identity providers can access your MCP tools.

JWT mode operates at two validation levels:

* Passthrough mode (default)—Structural JWT parsing without signature verification. The server extracts
claims from the JWT but does not validate the signature. This mode is suitable for development or
environments where token validation is performed elsewhere. When user _aut h. node: "jwt" is used
withoutuser _aut h. j wks_ur i , the server performs structural validation only and does not establish trusted
claims or scopes.

* JWKS validation mode—Full cryptographic validation using your identity provider's JWKS endpoint. When
user _aut h. jwks_uri is configured, the server validates the JWT signature using public keys from the
JWKS endpoint, verifies expiration and timing claims, validates the issuer and audience, checks the algorithm
against your allowlist, and extracts scopes for authorization. Tokens that fail validation are rejected with no
fallback.

When to use JWKS validation:

Configure JWKS validation when you need authenticated user authorization with cryptographically verified
tokens from identity providers such as Keycloak, AuthO, Azure AD, or Okta. Without JWKS validation, JWT
mode provides structural parsing only and should not be relied upon for security-critical authorization decisions.

The following table lists the properties available in securi ty. aut henti cati on. user _aut h:

Property Purpose
enabl ed Enables or disables user credential ingestion
node Specifies the mode: t oken (opaque) or j wt (parsed claims only)
header Defines the incoming header name. The default value is Aut hori zat i on.
prefix Adds a prefix when forwarding credentials. The default value is Bear er .
f orwar d_downst ream Forces forwarding even if otherwise suppressed
t oken_exchange. * Configures an external POST request to swap the token before forwarding
jWKks_uri JWKS endpoint URL for cryptographic JWT validation. This property is

required for JWKS validation mode. For example,
https://your-idp.conm .well-known/jwks.json

i ssuer Expects JWT issuer claim (i ss) validated against the i ss claim in incoming
JWTs
audi ence Expects JWT audience claim (aud) validated against the aud claim in

incoming JWTs

al gorithns Algorithms allowlist for JWT signature verification. Only NIST-approved RSA
algorithms are supported. The default values are
['RS256","RS384","RS512"]. Tokens with any other al g header are rejected.

j wks_cache_seconds Cache lifetime for JWKS keys in seconds, which controls how long public
keys are cached. The default value is 300 seconds.
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JWKS validation configuration

When user _aut h. j wks_uri is configured, the MCP server validates incoming user JWTs against public
keys from your identity provider's JWKS endpoint. This provides cryptographic assurance that tokens are issued
by a trusted authority and have not been tampered with.

Configuration example:

{
"security": {

"aut hentication": {
"enabl ed": true,
"user_auth": {

"enabl ed": true,

Ilrmdell: Iljmll,
"header": "Authorization",
"prefix": "Bearer ",

"jwks_uri": ""https://auth.exanpl e. conireal ns/ ny-real m protocol / openi d- connect/certs",
"issuer": "https://auth.exanpl e.comreal ns/ my-real n',
"audi ence": "ntp-api",
"algorithns": ["RS256"],
"jwks_cache_seconds": 3600

}

}
}
When j wks_uri is configured (nbde: "j wt"), on each user token request:

1. The JWT header kid is extracted.

2. JWKS is fetched from jwks_uri and cached for the configured cache interval.
3. The JWK matching kid is selected and converted to an RSA public key.
4

. JWT verification enforces signature validity, validates exp and nbf claims, applies the algorithm allowlist,
and validates iss and aud claims when issuer and audience are configured.

5. On any verification failure, the server returns hard HTTP 401; tool handlers are not reached.

6. On success, scopes are extracted from the token and used for tool gating.

If JWT validation fails for any reason, including use of al g: none, the server returns HTTP 401 Unaut hori zed
and does not invoke tool handlers. When JWKS validation is enabled, there is no fallback to passthrough mode.

JWKS cache behavior:

Public keys from the JWKS endpoint are cached for the duration specified by j wks_cache_seconds. This
reduces the number of requests to your identity provider while maintaining security. The cache is automatically
refreshed when keys expire or when a JWT references a key ID (kid) that is not in the cache.

Algorithms allowlist:

OpenEdge: Use the OpenEdge MCP Server: Version 1.1

179



Chapter 10: Configuration reference

The algorithms configuration restricts which JWT signing algorithms are accepted. For JWKS validation, only
NIST-approved RSA algorithms are supported:

« RS256 (RSA with SHA-256)
*+ RS384 (RSA with SHA-384)
« RS512 (RSA with SHA-512)

Asymmetric algorithms such as HS256 (HMAC) are not supported in JWKS validation mode because they
require shared secrets rather than public keys.

Note: Existing deployments using user _aut h. node: "jwt" withoutuser aut h.jwks_uri continue to
operate in passthrough mode. No configuration changes are required for existing deployments unless you opt
for JWKS validation. To enable JWKS validation, add the j wks_ur i configuration along with issuer, audience,
and algorithms settings appropriate for your identity provider.

Authentication enablement levels

Authentication behavior is controlled by three distinct switches. These switches determine whether authentication
middleware, scope gating, and discovery filtering are active.

The following table lists the enablement levels, their configuration paths, and their purpose:

Level Key path Scope Purpose Typical use
Global saityaiiticioedbde] Top-level Master gate that enables or | Temporarily disable all
disables all authentication authentication for debugging

features. When false, both
service account and user
authentication settings are

ignored.
Service sydsidoncamdie] Sub-section | Enables server credential Backend identity and
account injection using JWT or JWKS. | consistent authorization

Provides stable scopes for tool | context
gating and discovery filtering.

User meaiwie] Sub-section | Accepts end-user credentials | Per-request user context and
authentication and optionally performs token | least-privilege exchange
exchange before forwarding
downstream.

The interaction rules define how the enablement levels interact with each other. The following points summarize
the interaction rules:

* Global must be set to t r ue for either sub-section to take effect.

* You can enable either sub-section independently. Combined mode forwards both credentials unless
suppressed.

* Scope gating and discovery filtering activate only when global is t r ue and at least one enabled credential
provides scopes.

¢ Token exchange runs only when user authentication is enabled and t oken_exchange. enabl ed=t r ue.
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Authorization

Authorization controls which tools a client can access based on assigned scopes. The MCP server uses scopes
to enforce security at two levels: tool discovery and tool invocation. Proper configuration ensures that only
authorized clients can view and execute specific tools.

The security. aut hori zati on. t ool s property maps tool names (or the keyword def aul t ) to arrays of
scopes. These scopes determine whether a tool is visible and executable for a client.

Effects of scope mapping:
Here are some of the effects of scope mapping:
* Discovery filtering—If a client lacks the required scopes, the tool is hidden from discovery.

* Invocation enforcement—If a client attempts to call a tool without the required scopes, the server returns
ani nsuffici ent_scope error (HTTP 401) along with metadata that directs the client to obtain the correct
scopes.

The following example shows how to configure scope mappings for tools:

{
"security": {
"aut horization": {
"tool s": {
"default": ["ntp_access"],
"sel ect _pronpts": ["pronpts.read"],
"list_all_tags": ["schema.read"],
"get_tool _schema": ["schema.read"],
"get filter_fields": ["schema.read"]
}
}
}

Best practice

Always define a def aul t scope to provide consistent baseline gating for all tools, which ensures that
unauthorized clients cannot access tools without explicit permission.

The runtime group

The r unt i me group defines operational settings that control how the server listens for requests, interacts with
downstream services, and applies guardrails or middleware. These settings form the execution environment

plumbing, which includes transports, timeouts, TLS configurations, and resource limits. They do not represent
business policies but rather technical safeguards and defaults. The r unt i me group ensures safe and predictable
execution by applying defaults that favor stability. For example, responses are bounded, timing middleware is
disabled unless explicitly enabled, and HTTP client settings can inherit trust stores for secure communication.

Configure server transport settings

The server transport settings define how the runtime server accepts incoming requests and manages
communication protocols. These settings control the transport type, network binding, listening port, request
paths, and TLS security options. Proper configuration ensures secure and reliable connectivity for client
applications.
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The following table lists the key properties for the r unti me. server. transport configuration, along with
their default values and purpose:

Property Default Purpose

type st reamabl e- htt p | Specifies the transport type. Supported values are
streamabl e-http or sse.

host 0.0.0.0 Defines the network interface to bind the server.

port 8500 Sets the port on which the server listens for
incoming requests.

pat h /http Indicates the request path. Use / sse when
Server-Sent Events (SSE) are enabled.

tls.certfile / keyfile unset Enables HTTPS when both certificate and key
files are provided.

tls.client _cafile unset Specifies the CA bundle for client certificates when
using mutual TLS (mTLS).

(activation) — HTTPS is activated only if both certificate and key
files exist.

tls.require_client_cert fal se Enforces client certificate validation when set to
true.

Configure TLS and mTLS certificates

The OpenEdge MCP Server supports flexible certificate configuration for both server-side TLS and mTLS
authentication. The following table lists the supported file formats and their purpose. This topic explains how
to configure TLS and mutual TLS (mTLS) certificates for the OpenEdge MCP Server.

Certificate file requirements

The OpenEdge MCP Server supports flexible certificate configuration for both server-side TLS and mTLS
authentication. The following table lists the supported file formats and their purpose:

Format Purpose
. pem Preferred format for certificates
.crt Alternative format for certificates
. key Used for private keys
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TLS requires specific files to enable secure communication. The following table lists these required files for

TLS:

File Purpose
certfile Server certificate containing public key and certificate chain
keyfile Server private key

mTLS adds the following additional files for client certificate validation:

File Purpose
client_cafile Client Certificate Authority bundle for validating client certificates (mTLS
only)
require_client _cert Must be set to t r ue to enforce client certificate validation

File naming conventions

You can use any filenames for certificates because the server reads certificate paths from configuration. The
following table shows default names generated when using ncpgen or development certificate generation:

Certificate type File name
Server certificate | ocal host. pem
Server private key | ocal host - key. pem
Alternative server cert | ocal host.crt
Client CA bundle client-ca.pem
Client certificate client.pem
Client private key client. key
Combined client cert and key cl i ent - conbi ned. pem
Alternative client certificate client.crt

Configuration examples
The following examples demonstrate how to configure TLS and mTLS in the runtime configuration.

Add the relevant configuration to nrcp_server _confi g.j son.

Note: After updating ncp_server _confi g. j son, restart the MCP server for the changes to take effect:

ncpgen restart <cont ai ner - name>
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This example shows the basic TLS configuration (server-only):

{ .
"runtime": {
"server": {
"transport": {
"tls": {
"certfile": "./certs/ny-server. pent,
"keyfile": "./certs/ny-server-key. pent
}
}
}
}
}

This example shows the mTLS configuration:

{
"runtime": {
"server": {
"transport": {
"tls": {
"certfile": "./certs/server.crt",
"keyfile": "./certs/server.key",
"client_cafile": "./certs/trusted-clients-ca. pent,
"require_client_cert": true
}
}
}
}
}

This example showshow to use custom certificate names:

{ .
"runtime": {
"server": {
"transport": {
"tls": {
"certfile": "./ssl/conpany-api-server.crt",
"keyfile": "./ssl/conmpany-api-private. key",
"keyfil e_password": "optional -password-for-encrypted-key"
}
}
}
}
}
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The following examples show the ncp_server _confi g.j son file structure with TLS and mTLS configured.
Use them as a structural reference and replace the placeholder values with those specific to your environment.

* TLS configuration

t,
"api": {
"openapi ": {
"spec_file": "openapi.ym"
}
b
"security": {
"aut hentication": {
"enabl ed": false
}
oo
"runtime": {
"server": {
"name": "openedge- ntp-server",
"transport": {
"type": "streanmbl e-http",
"host": "0.0.0.0",
"port": 8500,
"path": "/http",
"tls": {
"certfile": "./certs/dev/local host. pent,
"keyfile": "./certs/dev/l ocal host-key. pent
}
}
},
"http":
"base_url": "https://api.exanple.cont
}
}
}

* mTLS configuration
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" apl " : {
"openapi ": {
"spec_file":
}

lecuri ty": {
"aut hentication":
"enabl ed": fal se
}

untime": {
"server": {
"nane":
"transport": {
"type":
"host":
"port":
"pat h":
"tls": {
"certfile":
"keyfile":

}

}

8500,

}
}
}
"http":
"base_url":
}

}
}

{

"Ihttp",

"client_cafile":
"require_client_cert":

"openapi .ym "

"openedge- ntp-server",

"streamabl e-http",
"0.0.0.0",

".lcerts/dev/l ocal host. pent,
"./certs/dev/l ocal host-key. pent,

"./certs/dev/client-ca.pent,
true

"https://api.exanpl e.cont

For additional ready-to-use examples, see the exanpl es directory installed with the product.

Override configuration with environment variables

You can override TLS configuration using environment variables. The following table lists the supported

variables:

Environment variable

Configuration path

Purpose

SSL_CERTFI LE

rutine server.transport.tls. certfile

Server certificate file path

SSL_KEYFI LE

runtine. server.transport.tls. keyfile

Server private key file path

SSL_CLI ENT_CAFI LE

rutine serve . tragat.tis.diat cfile

Client CA certificate for mTLS

SSL_REQUI RE_CLI ENT_CERT

rutimmsaa.tragot.tisregirediat ot

Set to 1 to require client certificates

SSL_KEYFI LE_PASSWORD

rutine ssve.tragat. tls kefil e ppssmrd

Password for encrypted private keys
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Behavioral considerations for TLS and mTLS
The following behaviors apply when configuring TLS and mTLS:

* File existence validation— TLS activation depends on the presence of required certificate files. The
following points summarize this behavior:

* TLS is enabled only when both cert fi | e and keyfi | e exist on disk.

* If any certificate file is missing, the server falls back to HTTP without TLS.

* This fallback prevents misleading logs that might indicate TLS is enabled when certificates are not

properly mounted.

* Path resolution—The server resolves certificate file paths based on the following rules:

* Relative paths are resolved from the working directory where the server starts.

* Absolute paths are used as provided in the configuration.

* Ensure that all certificate files have proper file permissions so they are readable by the server process.
* Certificate validation logic—The server performs validation checks during startup to ensure certificate

integrity:

* The server verifies that both certificate and key files are accessible.

* TLS activation fails if the certificate and private key do not match or are invalid.

* FormTLS,avalidclient_cafileisrequiredwhenrequire_client_cert issettotrue.

Security best practices

Follow these best practices to maintain security:

* File Permissions—Set certificate files to be readable only by the server process, for example chmod 600.
* Key Protection—Never commit private keys to version control.

* Certificate Rotation—Implement regular certificate rotation. For more information, see Upgrade process
and key or certificate rotation on page 257.

* Hostname Validation—Ensure certificates include appropriate Subject Alternative Names (SANSs).

* Strong Ciphers—Use modern TLS versions and strong cipher suites in production.

Generate certificates for development

Use the following commands to generate development certificates:

# Generate devel opnent certificates with custom hostnanes
./ nmcpgen up --tls --extra-hostnanes "api.exanpl e. com st agi ng. exanpl e. cont

# Generate nWLS certificates (includes client certificates)
./Incpgen up --ntls --extra-hostnanmes "api.exanpl e. com st agi ng. exanpl e. conf

For production certificate management and rotation procedures, see Upgrade process and key or certificate
rotation on page 257.
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Troubleshoot common issues

The following table lists common issues and their resolutions:

Issue Resolution

"TLS disabled, falling back to HTTP" Verify that both cert fi | e and keyf i | e paths exist and are
readable

Certificate validation errors Check that the certificate and private key match using OpenSSL
tools

mTLS handshake failures Ensure the client CA bundle includes the signing CA for client
certificates

Hostname mismatches Add required hostnames to certificate SANs or use wildcard
certificates

Configure downstream HTTP settings

The downstream HTTP settings control how outbound HTTP requests are constructed, secured, and logged.
Proper configuration ensures reliable communication with external services while maintaining security and
performance.

The following table lists the properties available under r unt i ne. ht t p and their purpose:

Property Purpose
base_url Provides a fallback base URL when the operation URL is not absolute.
defaul t _headers Specifies non-secret headers applied to every outbound HTTP call.
accept _encodi ng Indicates compression or logging hints for downstream requests.
response_guard. * Defines response size and array limits. See the guard section for details.
tls.* Configures downstream trust and optional client certificate identity.
debug_raw Enables development logging by emitting sanitized raw HT TP request and response
lines.

188 OpenEdge: Use the OpenEdge MCP Server: Version 1.1



Raw HTTP debug logging

The debug_r aw property provides enhanced visibility into HTTP requests and responses for troubleshooting
purposes. This feature is available globally for outbound calls and specifically for token exchange operations.
The following table lists raw HTTP debug logging details:

Location Key path Scope What is logged Header handling
Global outbound rutine http. debug ram All downstream calls | Method, URL, status, | Sensitive headers
timing, selected partially masked.
headers, truncated |Tokens and prefixes
body preview are truncated.
Secrets are not fully
printed.
Token exchange searity. atheticaion | Token exchange Exchange request | Authorization and
s _athtden edae | POST and response [and response, exchange headers
debug_raw only status, JSON path | masked except for

extraction details prefix. Body fields
logged only when
small.

Follow these guidelines when enabling raw HTTP debug logging:

* Use this feature only in development or during short diagnostic windows.

* Disable it in production to reduce log noise and prevent accidental exposure of secrets.

* Bodies larger than approximately 4 KB are logged as a size summary instead of full content.
* Binary or non-UTF payloads are summarized by size in hexadecimal format.

* Masking strategy ensures that authorization-like headers show only the prefix and a few characters. Full
token values are never printed.

* Custom headers containing t oken, secr et , key, or aut h are abbreviated.
* Token exchange failures redact sensitive response fields and log only structural error information.

The following example shows how to enable raw HTTP debug logging in the configuration:

"runtime": { "http": { "debug_raw': true } }
"security": { "authentication": { "user_auth": { "token_exchange": { "debug_raw': true

Probod

To disable debug logging, remove these flags or set them to f al se after diagnosing the issue.

The debug logging feature provides sufficient correlation and payload insight to troubleshoot authentication,

routing, and token exchange issues without exposing full secrets in logs. This approach preserves auditability

while limiting credential exposure.

Configure response guard settings

The response guard feature controls the size and structure of responses returned by downstream services.
Response guard settings help prevent excessive memory usage and protect LLM pipelines from runaway
payloads.
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The response guard operates in different modes that determine how oversized responses are handled. The
following table summarizes the available modes and their behavior:

Mode Behavior

trim Truncates arrays to max_array_i t ens and shortens large responses. This is
the default mode.

bl ock Rejects responses that exceed configured limits and returns an error.

war n Allows responses that exceed limits but logs a warning for visibility.

Response guard enforces limits on array size and response payload size. These limits prevent uncontrolled
growth in memory and context.

Limit Default value Purpose
max_array_itens 50 Restricts the maximum number of items in an array.
max_response _bytes [1MiB Restricts the maximum size of a response payload.

Configure middleware settings

The middleware components in the OpenEdge MCP Server enhance reliability, security, and performance.
Middleware provides features such as error handling, logging, request timing, rate limiting, and circuit breaking.
Proper configuration ensures production hardening and prevents resource exhaustion.
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The following table lists the r unt i me. m ddl ewar e subsections, their configurable fields, default values, and

production hardening recommendations:

Subsection

Fields (flags / knobs)

Defaults

Production hardening

error_handl i ng

enabl ed,
transformerrors,
i ncl ude_traceback

true,true, fal se

Enabled by default

| oggi ng enabl ed, structured, |true,fal se,fal se Enabled by default
i ncl ude_payl oads E . :
or more information, see
Configure logging and
related middleware on
page 91.
timng enabl ed fal se Optional

For more information, see
Configure timing
middleware on page 94.

rate linmting

enabl ed, max_r ps,
bur st, gl obal

fal se, 10, 20, f al se

Enable for production

For more information, see
Rate limiting in OpenEdge
MCP Server on page 251.

request _tineout

enabl ed, ti meout _ns

true, 30000

* Critical for production
environments.

¢ Terminates requests
that exceed the
configured timeout
(default 30000 ms) to
prevent resource
exhaustion.

¢ To change the timeout,
set
runtime. m ddl ew
are.request _tim
eout.tineout_nsto
your desired value.

* Enabled by default.
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Subsection Fields (flags / knobs) Defaults Production hardening

nmet hod_val i dati on enabl ed true . )
* Critical for production

environments.

* Rejects unknown tool
names before
expensive parameter
parsing. Enabled by
default to reduce attack
surface.

¢ Enabled by default.

circuit_breaker enabl ed, fal se, 0.5, 60, 10
error_threshol d,
wi ndow_seconds,
m n_requests * Monitors error rates in
a sliding window and
rejects requests when
thresholds are
exceeded to prevent
cascading failures.

¢ Disabled by default,
however it can be
enabled explicitly for
production with tuned
thresholds.

* Critical for production
environments.

Additional runtime hardening options

Additional runtime settings help prevent resource exhaustion:

* runtime. max_r equest _byt es—Rejects oversized payloads at the ASGI layer before MCP parsing.
Default is 10 KB. Configure per use case and keep <100 KB for production.

* runtine.http.limts—Connection pool limits prevent resource exhaustion from excessive connections.
Default values are:

* max_connections: 100

* max_keepal i ve_connecti ons: 20
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Example production configuration

The following example shows a recommended production configuration for middleware and runtime hardening:

"runtime": {
"max_request _bytes": 10240,
"http": {
"limts": {
"max_connections": 100,
"max_keepal i ve_connections": 20

}

"m ddl eware": {
"request _tinmeout": {
"enabl ed": true,

"tinmeout _ns": 30000

"met hod_val i dation”: {
"enabl ed": true

s

"circuit_breaker": {
"enabl ed": true,
"error_threshold": 0.5,
"wi ndow _seconds": 60,
"m n_requests": 10

}

"rate_limting": {

"enabl ed": true,

"max_requests_per_second": 10.0,

"burst _capacity": 20

}
}
}

}

Validate tool parameters

Ensure that max_t ot al _byt es and pattern lists match your threat model. Leave this configuration disabled
unless handling multi-tenant or untrusted input. For more information, see Optional parameter validation on
page 163.

The assistant group

The assistant group manages prompt-related settings that influence how prompts are stored and accessed
during runtime. While the current implementation focuses on directory scanning, future enhancements may
include prompt indexing strategies and embedding cache options. The assi st ant . pronpt s. di r property
specifies the directory scanned for Markdown prompt files. The default location is wor k/ ser ver/ pronpt s
inside the container. The assistant group includes a size guard that limits the total size of prompt content. This
safeguard prevents excessive memory usage and ensures that prompts remain lightweight and efficient.

The observability group

The the obser vabi | i ty group controls logging behavior and OpenAPI enrichment visibility in the OpenEdge
MCP Server. These settings determine what information is surfaced externally for monitoring and debugging
purposes. They do not enforce security policies. Increasing OpenAPI enrichment visibility, such as annotation
logging, can help diagnose specification issues. However, enabling it in production environments may generate
excessive log noise.
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Observability settings allow you to configure log verbosity, format, and enrichment options. The following table
summarizes the available settings and their purpose:

Setting Description
| oggi ng. | evel Sets the root log level. The default value is | NFO.
| oggi ng. j son Enables structured JSON logs for better machine readability.
| oggi ng. | oggers Allows per-logger level overrides for fine-grained control.
f or mat Specifies a printf-style template for log messages. Ignored when

| oggi ng. j sonistrue.

openapi _| oggi ng or Toggles OpenAPI specification enrichment and annotation verbosity. For more
openapi _visibility information about detailed keys, see OpenAPI visibility and context
management on page 217.

Configure environment variable overrides

This section explains the essential environment variables that can override configuration settings in the OpenEdge
MCP Server. Environment variables are intended for last-mile operational adjustments or runtime injection.
For production environments, prefer using explicit JSON configuration files under version control to ensure
reproducibility.
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The following table summarizes the essential environment variables and their descriptions:

Environment variable Description

MCP_SERVER _CONFI G Specifies the path to the configuration JSON file, which can be
absolute or relative.

SERVI CE_ACCOUNT_PUBLI C_KEY Provides an inline PEM for the service account public key.

SERVI CE_ACCOUNT_PUBLI C KEY_FI LE| Specifies the path to a PEM file containing the service account

public key.

MCP_USE _SSE Forces SSE transport for legacy client support.

OPENAPI _ DUVMP_SPEC Writes the enriched OpenAPI specification to a file for debugging
purposes.

OPENAPI _LOG_ANNOTATI ONS Controls logging of enrichment annotations.

CPENAPI _LOG _ANNOTATI ONS_VERBQOSE | Enables verbose annotation logging with per-operation and tag
details.

DONNSTREAM CERTS_DI R Specifies the directory for downstream CA bundles and optional
client cert/key for mTLS.

TLS_CERTS_D R Provides an alternate path for downstream trust and client TLS
assets.

TLS P12 PASSWORD Password for PKCS#12 bundle if encrypted.

TLS KEY_PASSWORD Password for encrypted private key if used.

TOKEN_EXCHANGE _LOG N_TOKEN Authorization header value for token exchange, used with the

configured prefix.

Note: Avoid relying heavily on environment variables for production reproducibility. Use explicit JSON
configuration files under version control to maintain consistency and traceability.
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Minimal configuration examples
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This topic provides minimal configuration examples for common deployment scenarios. These examples

demonstrate how to configure authentication, authorization, TLS, and OAuth settings for the OpenEdge MCP

Server. Use these examples as starting points and adapt them to your environment.

read-only mode without authentication.

Read-only mode without authentication—The following example shows a minimal configuration for

" api ll: {
"openapi ": {
"spec_file": "openapi.ym"

}

’ecurity": {
"aut hentication": {
"enabl ed": fal se
}
}

}

}

account authentication with scopes and TLS.

Service account with scopes and TLS enabled—The following example shows a configuration for service
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"api " {
"openapi ": {
"spec_file": "openapi.ym",
"base_url": "https://api.exanple.cont
}

}

"security": {
"aut hentication": {
"enabl ed": true,
"service_account": {
"enabl ed": true,
"required": true,
"header": " X- OEMCP- SERVI CEACCOUNT",

"issuer": "https://idp.exanple/real ms/ ncp",
"jwks_uri": "https://idp.exanple/real ns/ ncp/ protocol / openi d-connect/certs",
"required_scopes": [
"ncp_access”
]
e
"user _auth":
"enabl ed": fal se
}
3 o
"aut hori zation": {
"tool s": {
"default": [
"nmcp_access”
"sel ect _pronpts": |
"pronpts.read"
]
}
}
oo
"runtime": {
"server": {
"transport": {
"tls": {
"certfile": "./certs/server.peni,
"keyfile": "./certs/server-key. pent
}
}
}
}

Note: Ensure bothcertfil e andkeyfi | e paths exist. If they are missing, the server will remain in HTTP
mode.
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OAuth SSO mode when client has an existing OAuth token—The following example shows a configuration
for OAuth SSO mode.

t,
"api " {
"openapi ": {
"spec_file": "openapi.ym",
"base_url": "https://api.exanple.cont
}
oo
"security": {
"aut hentication": {
"enabl ed": true,
"service_account": {
"enabl ed": true,
"required": true,
"nmode": "oauth",
"sso_node": true,
"issuer": "http://local host: 8082/ real ns/ ntp",
"jwks_uri": "http://1ocal host: 8082/ real nms/ ntp/ prot ocol / openi d-connect/certs",
"audi ence": "ntp-client",
"al gorithms": ["RS256"],
"required_scopes": ["ncp_access"]
}
g N
"aut horization": {
"tool s": {
"default”: ["nctp_access"],
"sel ect _pronpts": ["pronpts.read"]
}
}
}
}
Note:

* The MCP client already has an OAuth token from the identity provider.
* The server validates the token and forwards the same token to downstream APIs.

* No OAuth endpoints are provided because the client handles the OAuth flow externally.
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* OAuth2 standard configuration with proxy and SSO combined—The following example shows a

configuration for OAuth2 standard mode with proxy and SSO combined.

t,
"api " {
"openapi ": {
"spec_file": "openapi.ym",
"base_url": "https://api.exanple.cont
}
oo
"security": {
"aut hentication": {
"enabl ed": true,
"service_account": {
"enabl ed": true,
"required": true,
"nmode": "oauth",
"sso_node": true,
"issuer": "http://local host: 8082/ real ns/ ntp",
"jwks_uri": "http://1ocal host: 8082/ real nms/ ntp/ prot ocol / openi d-connect/certs",
"client_id": "nctp-client",
"client_secret": "your-client-secret-here",
"audi ence": "nctp-client",
"algorithnms": ["RS256"],
"required_scopes": ["ntp_access"],
"advertised_scopes": ["openid", "profile", "email", "ncp_access"]
}
b .
"aut horization": {
"tool s": {
"default": ["ntp_access"],
"sel ect_pronpts”: ["pronpts.read"]
}
}
}
}
Note:

This pattern combines proxy and SSO functionality.

The MCP server provides OAuth endpoints such as / aut hori ze, / t oken, and / oaut h/ cal | back.
The client obtains a Keycloak token via the MCP server OAuth flow.

The same token is used for MCP calls and forwarded to downstream APIs.

The server exposes / . wel | - known/ oaut h- aut hori zat i on- server for OAuth2 discovery.

Guidance and common pitfalls

This topic provides important guidance and highlights common pitfalls when configuring the OpenEdge MCP
Server. Following these recommendations ensures reliable operation and prevents misconfigurations that can
lead to failures or security gaps.

200

OpenEdge: Use the OpenEdge MCP Server: Version 1.1



The following list summarizes common pitfalls and their recommended remedies:

* Forgetting to set base_ur| causes relative downstream URLSs to fail. Always configure either
api . openapi . base_url orruntinme. http. base_url.

* Enabling authentication without defining scopes makes discovery work but renders access control
meaningless. Define a default scope early in the configuration.

* Disabling the response guard during early development is acceptable, but re-enable it before load testing
or LLM integration to prevent runaway payloads.

* Avoid large prompt directories. The aggregate size guard prevents excessive memory usage and ensures
predictable performance.

Note: For detailed instructions on generating profiles and certificates, see Use the mcpgen CLI for profile
generation and management on page 119.
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11

Security and authentication architecture for
MCP server

Security and authentication are critical components of any enterprise-grade system. The MCP server implements
multiple layers of protection, including dual authentication, scope-based access control, token rotation, and
TLS/mTLS transport security. These measures safeguard sensitive data, prevent unauthorized tool invocation,
and ensure interoperability with external identity providers through OAuth2 and PKCE flows. This topic provides
an overview of the security and authentication mechanisms implemented in the MCP server. It explains how
these mechanisms protect against unauthorized access, ensure secure communication, and maintain compliance
with industry standards.

Disclaimer: This document provides general security guidance for remote system configurations including
the MCP Server. The documented techniques must be fully vetted and evaluated by the customer for
completeness and viability in their unique deployment scenarios.

For details, see the following topics:

* Threat model and mitigation strategies

* Dual authentication process

¢ JWKS retrieval and caching for JWT verification

* Scope gating for discovery and execution

* Protected resource metadata and RFC 9728 compliance
* Token exchange for downstream services

* TLS and mTLS for secure communication
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* Response guard strategy
* Logging hygiene

* Key and token rotation cadence

Threat model and mitigation strategies

An abbreviated threat model is a simplified version of a full threat model. Instead of detailing every possible
attack vector, actor, and scenario, it focuses on the most critical risks and their corresponding mitigations. This
topic explains the abbreviated threat model for the MCP server. It identifies common security risks and describes
the mitigation strategies implemented to reduce their impact. Understanding these risks helps administrators
and developers apply best practices for secure deployments.

The following table lists the identified risks and the corresponding mitigation strategies:

Risk Mitigation strategy
Unauthorized tool invocation Dual authentication, scope gating, and route maps
Service account leakage to Header mapping removes service account headers

downstream

Oversized payload causing memory |Response guard and optional parameter validation

pressure
Prompt exfiltration Size guard and scope gating for prompt tools

Token replay without rotation Rotation procedures and adherence to expiration claims
Where,

* Dual authentication ensures that both service accounts and end-user credentials are validated before tool
execution.

* Scope gating restricts access to tools based on predefined scopes, reducing exposure.

* Route maps specify which API routes or tool endpoints can be accessed and under what conditions.

* Header mapping prevents sensitive service account headers from being forwarded to downstream services.
* Response guard and parameter validation protect against resource exhaustion caused by oversized payloads.

* Rotation procedures enforce token freshness and prevent replay attacks by adhering to expiration claims.

Dual authentication process

The MCP server enforces dual authentication to secure tool invocation. Dual authentication validates both the
service account and the end-user identity before processing requests. This approach ensures that automation
scripts and human users are authenticated independently, reducing the risk of unauthorized access.
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The components of dual authentication are:

Authentication type Description
Service account Uses JWT (Ed25519 static or JWKS). Provides server or automation identity.
For detailed information, see Configure service account authentication on
page 165.
User authentication Uses opaque token or structured JWT. Conveys end-user context. For
detailed information, see Configure user authentication on page 177.

For more information on service acount and user credentials authentication, see Authentication on page 164.

For more detailed information on service account authentication modes, PKCE flow for secure OAuth2
authentication, and Token exchange pattern for PAS for OpenEdge integration, see Configure service account
authentication on page 165.

Header normalization flow

Header normalization flow is the process of sanitizing and restructuring HTTP headers during authentication
so that only the necessary credentials are forwarded downstream. This prevents sensitive information, such
as service account tokens, from leaking to other services.

These steps outline how headers are normalized during authentication:

1. Extract the service account header (for example, X- OEMCP- SERVI CEACCOUNT) and verify the JWT if
enabled.

2. Extract the user credential. If token exchange is enabled, exchange the credential for a new token.

3. Compose the outbound Aut hori zat i on header using only the user token. The service account header
is never forwarded downstream.

JWKS retrieval and caching for JWT verification

When verifying JSON Web Token (JWTs) signed with asymmetric algorithms, such as RS256, the system
needs access to the public keys of the issuer. These keys are typically published in a JSON Web Key Set
(JWKS) endpoint. This topic explains how the JWKS flow works during application startup and subsequent
token validations.
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The JWKS flow ensures that the system retrieves and caches public keys efficiently to minimize authentication
failures. The following table summarizes the process:

Step Description

Startup No JWKS fetch occurs initially. Retrieval is deferred until the first JWT
verification that requires RS256 keys.

First JWT verification When a JWT signed with RS256 is encountered, the system downloads the
JWKS from the configured endpoint.

Caching The downloaded keys are cached for the duration specified by
j Wwks_cache_seconds.

Cache expiry When the cache expires, the system attempts to re-fetch the JWKS.

Failure handling If the re-fetch fails, the system continues using the previously cached keys
until the next successful attempt. This design minimizes authentication
outages.

Scope gating for discovery and execution

Scope gating ensures that only authorized tools are visible and executable by clients. This mechanism reduces
security risks such as catalog enumeration attacks and provides a structured way for clients to remediate
authorization failures.

Scope gating applies to two key phases: Discovery and Execution. The following table summarizes the behavior
in each phase:

Phase Description

Discovery Filters out tools that do not match the caller's scopes. This prevents unauthorized tools
from appearing in the catalog and reduces the risk of enumeration attacks.

Execution If a client attempts to execute a tool without the required scope, the system returns an
HTTP 401 response. The response includes a WAV Aut hent i cat e header and
resource metadata (if configured) to help the client remediate the issue.

Protected resource metadata and RFC 9728 compliance

The MCP server complies with OAuth 2.0 Protected Resource Metadata as defined in RFC 9728. This compliance
enables clients to discover resource details, authorization servers, and supported token methods automatically.
It also improves interoperability and security by exposing metadata endpoints and enhancing error responses.

Automatic endpoint exposure

The MCP server automatically exposes the protected resource metadata
/. wel | - known/ oaut h- pr ot ect ed- r esour ce endpointwhen ser vi ce_account . enabl ed=t r ue. This
endpoint provides essential details about the resource and its associated authorization servers.
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The following example shows the JSON structure returned by the metadata endpoint:

{
"resource": "https://ncp-server. exanple. cont,
"aut horization_servers": ["https://auth. exanpl e.con real ns/ nyapp"],
"jwks_uri": "https://auth. exanpl e.com real nms/ nyapp/ certs",
"scopes_supported”: ["api.read", "api.wite", "adnin.access"],
"bear er _nethods_supported”: ["header", "body"],
"resource_docunentation": "https://docs. exanpl e. conf api / ntp-server",
"resource_policy_uri": "https://exanple.coni policies/oauth",
"revocation_endpoi nt": "https://auth.exanple.com.../revoke",
"introspection_endpoint": "https://auth. exanple.conf.../introspect”
}

Enhanced 401 responses

When r equi re_net adat a_on_401=t r ue, which is the default value, all 401 Unauthorized responses
include a WAV Aut hent i cat e header with a link to the resource metadata. This helps clients discover the
metadata and remediate authorization issues. Here is an example of the header:

WNV Aut hent i cate: Bearer real n¥"oencp”,
resour ce_netadat a="https://ncp-server. exanpl e. conl . wel | - known/ oaut h- pr ot ect ed- r esour ce"

Client discovery flow

The following steps describe how a client discovers and uses resource metadata:

Step Description
Initial request Client attempts to access the resource without a token.
401 response Server returns a WWVY Aut hent i cat e header with the metadata URL.
Metadata discovery Client fetches the / . wel | - known/ oaut h- pr ot ect ed- r esour ce endpoint.
Authorization server Client uses the aut hori zat i on_ser ver s field from metadata.
discovery
Token acquisition Client obtains an OAuth token from the authorization server.
Retry with token Client retries the original request with a Bearer token.
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Configuration parameters

The following table lists key configuration parameters for protected resource metadata:

Parameter

Description

bear er _net hods_support ed

Specifies supported token presentation methods such as header, body, or query.

requi re_netadata on 401

Determines whether the metadata URL is included in WAV Aut hent i cat e
headers.

resour ce_docunent at i on

URL to human-readable APl documentation.

resource_policy_uri

URL to the token processing policy document.

revocati on_endpoi nt

OAuth token revocation endpoint.

i ntrospecti on_endpoi nt

OAuth token introspection endpoint.

Token exchange for downstream services

Token exchange is used when an upstream user token cannot be forwarded directly to a downstream service.
This situation occurs when the downstream service requires a different audience, a shorter time-to-live (TTL),
or sanitized scopes. Token exchange ensures secure and appropriate token handling between services.

The following table summarizes the key guidelines for implementing token exchange:

Guideline Description

Always use HTTPS All token exchange operations must occur over HTTPS to protect token

confidentiality and integrity.

Fail closed If token exchange fails, the system must reject the request rather than fallback to

using the original unexchanged token. This prevents unauthorized access.

The exchanged token should include only the scopes required by the downstream
service. This minimizes privilege exposure and enforces least privilege principles.

Scope separation

For more information about token exchange for PAS for OpenEdge integration, see OAuth mode on page 167.

TLS and mTLS for secure communication

Transport Layer Security (TLS) and mutual TLS (mTLS) are critical for securing communication between
services. TLS ensures encrypted transport, while mTLS adds client certificate enforcement for stronger mutual
trust. This topic explains how TLS and mTLS apply to the MCP server and downstream services.
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Server transport security

The MCP interface uses TLS to secure all communication between clients and the server. TLS provides
encryption and integrity for data in transit.

* TLS—Wraps the MCP interface to protect against eavesdropping and tampering.

* mTLS—Adds client certificate enforcement, ensuring that both the server and client authenticate each other.
This creates a stronger trust model.

Downstream TLS and mTLS configuration

Downstream services can be configured independently for TLS or mTLS. This flexibility allows you to supply
a separate client identity when calling upstream APIs.

* Independent configuration—Downstream TLS and mTLS settings do not depend on MCP server settings.

* Separate client identity—You can provide a unique client certificate for upstream API calls to differentiate
identities across services.

Response guard strategy
Response guards control how the system handles large or unexpected payloads to maintain predictable failure
behavior.

The default response guard bl ock blocks oversized payloads to maintain predictable failure behavior. You
should only enable t r i mwhen client applications can safely handle truncated arrays without causing functional
issues. Never disable the response guard in a production environment unless upstream payload sizes are
strictly controlled and audited to ensure compliance and prevent unpredictable failures.

Logging hygiene
Logging hygiene ensures sensitive information is protected while maintaining useful diagnostic data. Here are

important recommendations for ensuring proper logging practices:

* Sensitive headers, such as service account (SA) tokens, must always be masked in logs to prevent exposure
of credentials.

* User tokens can be optionally masked based on the configured log level policy to balance security with
troubleshooting needs.

* Avoid enabling payload logging by setting i ncl ude_payl oads to true except during short, controlled
debug sessions, as prolonged payload logging can expose sensitive data and increase compliance risks.

Key and token rotation cadence

Regular rotation of keys and tokens is essential for maintaining security, reducing the risk of compromise, and
ensuring cryptographic agility.
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The following table summarizes the recommended rotation intervals for service account tokens, key pairs, and

TLS certificates:

Item Recommended Rationale
cadence
Service account JWT |30-90 days Limits the replay window and reduces exposure if a token is
compromised.
Service account key 90-180 days Maintains key hygiene and supports cryptographic agility.
pair
TLS certificate Based on CA Aligns with industry norms and encourages automation of

policy (typically 90
days)

certificate renewal.

210
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Manage prompts and tooling

Prompts provide curated instruction and context chunks for downstream LLM orchestration layers. The server
enforces a size guard and provides helper tools for prompt selection and introspection. A prompt is scope-filtered
to ensure visibility only to authorized users and can coordinate multiple tools for complex workflows. Prompts
are loaded from the / wor k/ ser ver / pr onpt s directory configured by assi st ant . pronpts. dir. For
configuration details, see Configure the prompt directory and size guard on page 213.
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For example, the following prompt acts as a server-provided workflow guide for generating structured, Al-driven
product recommendations for customers and operations in the Spor t s2020 database:

# Product Recommendati ons
Generate conci se, actionable product recommendations for Sports2020
custoners and operati ons.

## Instructions
Anal yze the requested product/category and provide BRI EF
reconmendations in this fornmat:

### [ Product Nane]

**Priority**: [H gh/Medi unm Low

**Stock Status**: [OnHand / Allocated / Avail abl e]
**Action**: [1-2 sentence recomendati on]
**Cross-Sell**: [2-3 conpl enentary itens]
**Supplier**: [Name, Discount %

## Key Query Patterns

**For custoner reconmendations**:

1. “getBECustoner?filter=Nane MATCHES "{nane}"~ - Get CustNum
2. "getBEOrder?filter=Cust Num={id} - Analyze order history

3. “getBEltenPfilter=Categoryl="{category}" AND

OnHand > 10° - Find available itens

**For reorder needs**:
“getBElItenPfilter=0OnHand < ReOrder AND
OnOrder = 0 - Itens needing i medi ate reorder

**For popul ar items**:
Aggregate "“get BEOrderLine frequency + "getBElnvoice revenue
to identify top performers

## CQut put Cui delines

- Keep response under 200 words

- Focus on top 2-3 actionable insights

- Include specific itemnunbers and prices

- Prioritize i medi ate actions over detailed analysis

For details, see the following topics:

* Configure the prompt directory and size guard
* Use helper tools for prompt management

*  Secure prompts with scopes

¢ Add new prompts

* Selection strategies for prompts

* Failure modes and resolutions
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Configure the prompt directory and size guard

Prompts are configured through the assi st ant . pronpt s. di r property. The default directory is . / pr onpt s.
A cumulative character budget is applied to protect the memory footprint. If the budget is exceeded, the system
fails during startup. This fail-fast approach ensures stability.

Configuration details

The following table summarizes the configuration properties:

Property Default value Description

assi stant.pronpts.dir ./ pronpts Specifies the directory where
prompts are stored

Size guard Applied Enforces a cumulative character
budget

Notes
¢ Keep prompts small and modular.
* Ensure the cumulative size does not exceed the configured budget.

* Validate prompt size before startup to prevent failure.

Use helper tools for prompt management

The system provides helper tools to inspect and manage prompts. These tools allow you to view all available
prompts and their token estimates.

Use the sel ect _pr onpt s helper tool to returns all prompts along with token estimates. Both mid and
conservative estimates are included. This tool does not apply a selection strategy.

Note: Exact tool IDs depend on the implementation. To verify tool IDs, run the following command:

.Incpgen client <profile_nane>

Validation tips for prompt size

Use the output of sel ect _pr onpt s to verify that no single prompt is unexpectedly large. Keep each individual
prompt between 4 KB and 8 KB unless there is a clear justification for exceeding this range.
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Example output

The following example shows the output of the sel ect _pr onpt s helper tool:

{
"query": "status gui dance",
"cont ext _wi ndow': 8192,
"sel ected_pronpts": [
{"nane": "auto_assistant", "tokens_mid": 120, "tokens_conservative": 150},
{"nanme": "product_recomendation", "tokens_mid": 90, "tokens_conservative": 110}

]

otal _sel ected_tokens_nid": 210,
"notes": "All registered pronpts returned with token estimates."

}

Secure prompts with scopes

Scopes are used to secure prompts by requiring explicit authorization. Without the required scope, the tools
remain hidden.

The following example shows how to configure scopes for prompt tools:

{
"security": {
"aut hori zation": {
"tool s": {
"default": ["ntp_access"],
"sel ect _pronpts": ["pronpts.read"]
}
}
}
}

Note: If the scope is not defined, the tools are not visible to users.

Add new prompts

The following steps show how to add new prompts:
1. Place a Markdown file in the prompts directory. Use a short descriptive name and the . nd extension.

2. Do not embed secrets in the prompt file. Treat prompts as assets that can eventually be made public.

3. Restart the server to load the new file. Hot reload is not supported.
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Selection strategies for prompts

The following selection strategies are planned but not yet active:

* Size-first strategy—Sort prompts by token or character size and pick the top N prompts that fit within the

configured budget.

* Tag-filtered strategy—Use filename prefixes or embed lightweight front matter for categorization. This

feature is planned for future releases.

* Hybrid strategy—Apply a tag filter first, then enforce the size budget, and finally apply explicit priority

ordering.

Current behavior

The current implementation returns every prompt with token estimates. Downstream agents can apply their

own budgeting heuristics later.

Failure modes and resolutions

The following table lists common failure modes, their causes, and recommended actions:

Issue

Cause

Action

Startup failure due to prompt budget

Aggregate size exceeds the
configured guard

Remove or shrink prompts. Split
large documents.

Tool hidden

Missing scope

Adjust token scopes or update
configuration mapping.

Empty prompt plan

- -no- pronpt flag used or
directory empty

Add prompts or omit the
- - no- pronpt flag.

Selection returns empty set

Over-restrictive filters

Loosen filter criteria or inspect
filenames.

For details on how prompt scopes and context enrichment interact during discovery, see OpenAPI visibility

and context management.
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OpenAPIl visibility and context management

This section describes optional visibility enrichment features and the per-tool context management system.
These features improve tool discoverability and operator guidance without changing business logic or security
posture. All features are opt-in and size-bounded to prevent excessive description growth.

For details, see the following topics:

* Define goals and guiding principles

* Visibility and context features

* Generate filter examples

* Provide parameter examples

* Manage per-tool context

* Configuration examples for visibility and context features
* Test visibility and context enrichment features

* Quick checklist for enabling context features
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Define goals and guiding principles

Visibility enrichment is designed to:

* Provide small, deterministic filter examples so that a user interface (Ul) can quickly suggest how to use
complex filtering.

* Supply non-intrusive parameter examples for existing query or path parameters. These examples never
create new parameters, never overwrite explicit examples, and skip sensitive names.

* Inject lightweight per-tool context snippets from a local directory. Ordering is controlled by priority and capped
through configuration.

Design principles

The following design principles define how visibility enrichment and context management features operate to
ensure consistency and predictability:

* Read-only—Enrich specification descriptions only. Do not modify schemas except to add examples.
* Deterministic—The same specification and context directory always produce identical output.

* Safe defaults—Features are disabled unless explicitly enabled. Parameter examples are added only when
requested.

* Size-bounded—Apply character and line truncation to prevent oversized context from leaking into prompt
windows.
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Review key properties

The following table summarizes important configuration properties for OpenAPI visibility and context management
and explains their purpose:

Property Purpose Default or guidance
add_filter_exanpl es Add consolidated Fi | t er Disabled unless enabled. Uses first
Exanpl es: (orFi | ter:)andsets|server URL and first 8 fields
an example on an existing filter (maximum 3 predicates).
parameter.
add_par am exanpl es Populates examples for existing Disabled unless enabled.

query or path parameters. Skips Non-destructive.
sensitive names.

per _tool context _enabl ed |Enables contextinjection from Disabled by default. Opt-in feature.
<operationl d>. ndor.txt files.

per _tool context char_|imt |Sets maximum characters per If not set, the internal default is
per-tool snippet. 10000 characters, but it is capped
at 2000 characters. For clarity and
predictable behavior, set the value
explicitly to 2000 or a lower number.

per tool context_nax_fil es |Limits number of operations Unlimited if unset or less than or
receiving context after priority sort. | equal to zero.

gl obal _context_char _|imt [Sets maximum characters pulled [Default 10000. Recommended
from gl obal . nd before distribution | range is 3000—6000 for clarity.
to all operations.

context _dir The directory is used to read The system automatically detects
gl obal . nd, per-tool files, and the directory in the following order:
_index.json.

1. An explicitly specified path
2. ./context

3. repo/ cont ext/

Catalog tools Provides runtime introspection Scope-gated if exposing internal
utilities, such as | i st _al | _t ags, |schemas.

get _tool scheng, and
get filter _fields.

Note: Only pri ority is honored per operation entry in _i ndex. j son. oper at i ons. Formatting keys in
this file are ignored.
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Visibility and context features

A feature refers to an optional capability or enhancement that can be enabled or disabled in the OpenAPI
visibility and context management system. Each feature provides a specific function, such as adding filter
examples, injecting per-tool context, or populating parameter examples. These features do not change the

core business logic or security posture; they only enrich the API specification for better usability and
discoverability.

220 OpenEdge: Use the OpenEdge MCP Server: Version 1.1



The following table lists available features, configuration keys, and their effects:

Feature

Configuration key

Effect

Note

Filter examples

Adds a consolidated
Filter Exanples: line
orFilter: forsingle
field, and sets example on
existingfi |l t er query
parameter.

Activatesonlyifafil ter
query parameter exists. It
supports up to three
predicates derived from
the first eight output fields.
It does not include
per-example usage lines.

Parameter examples

Sets example values on
existing query or path
parameters that do not
already have examples.

Sensitive names such as
t oken, secret, and
passwor d are skipped.
This feature does not
create new parameters.

Per-tool context

Appends a Cont ext :
block or line for operations
that have a matching . nd
or.txt file.

This feature is disabled by
default and must be
explicitly enabled.

Max context files

Limits the number of
operations that receive
context after applying
priority sorting.

If this property is omitted
or set to a value less than
or equal to zero, the
number of files is
unlimited.

Context character limit

Sets the global maximum
number of characters
allowed per per-tool
context snippet.

The internal hard ceiling is
2000 characters. If the
property is unset, the
default is 10000
characters, butitis capped
at 2000. Set this property
explicitly to 2000 or lower
for clarity.

Global context limit

Sets the maximum
number of characters
appended from

gl obal . nd to the

i nfo. descriptionand
each operation.

The default value is 10000
characters. Itis
recommended to lower
this value to between 3000
and 6000 characters for
clarity.

Context directory

gergd Mishlity.coted dr

This feature specifies the
directory that is scanned
for context assets.

The default search order

is:

1. An explicitly specified
directory

2. ./context

3. repo/ context/
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Feature Configuration key Effect Note
Catalog and schema Tools such as These tools surface tags |[Assign read scopes if the
introspection list_all_tags, and resolved schemas for | information is sensitive.

get _tool schenmm, and |runtime introspection.
get filter fields

Generate filter examples

When add_fi |t er _exanpl es is enabled, the system generates consolidated filter examples based on
schema information. The following example shows an operation description that includes a JSON line:

Schema: {"output": {"fields": [{"nane": "id", "type": "integer"}, {"nanme": "nane",
"type": "string"}]}}

Enabling add_fi |t er _exanpl es results in this consolidated output:

Filter Exanples:
https://api.exanple.comitens?filter=id>0
https://api.exanple.confitens?filter=i d>0 AND nanme="val ue"

If only one field is present:

Filter: id>0

Follow these rules for filter example generation:

* Afilter query parameter must already exist in the operation or at the path level for this feature to work.
* Multi-field mode supports up to three predicates combined into one line.

* Each predicate is rendered as a full URL using the first server entry as the base.

* No separate usage lines are added. The header Fi | t er Exanpl es: precedes the URLs.

* The first predicate becomes the example value on the filter parameter.

* Idempotent behavior ensures re-running enrichment does not duplicate examples or append additional URL
lines.
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Provide parameter examples

When par anet er _exanpl es is set to true, the enrichment process inspects existing path and query
parameters, including parameters defined at both the path level and the operation level, resolving any local
$r ef references. For each parameter that does not already have an example, the system applies the following
rules:

* Derive example values using heuristics
* Forint eger parameters, the example value is 1.
* Forstring parameters with a f or nat : dat e, the example value is 2024- 01- 01.

* Other types follow similar simple heuristics.

* Skip sensitive parameter names

Parameters that contain authentication-related substrings such as aut h, t oken, secr et , or passwor d
are excluded from example generation.

* Do not overwrite existing examples

The system does not replace any exanpl e fields that already exist at the parameter level or schema level.

Purpose of parameter examples

Manage per-tool context for AP| operationsManage per-tool context for AP| operationsThe purpose of parameter
examples is to provide helpful hints in the user interface. These examples are intended to improve usability
and clarity without imposing any business-specific semantics.

Manage per-tool context

Per-tool context enriches operation descriptions with curated snippets from a context directory. These snippets
provide domain-specific hints such as field semantics, guardrails, and usage caveats. The goal is to improve
guidance for LLMs and Ul consumers without altering schemas or business logic.

Per-tool context enrichment

When enabled, per-tool context appends a Cont ext block to the operation description. The block can preserve
newlines or appear as a single line.

For example,

* In newline-preserving mode, the cont ext block appears as:

Cont ext :

Al l oned status values: NEW| RUNNING | COVPLETE
Max page size: 100

... (truncat ed)

* In single-line mode, the cont ext block appears as:

Context: Allowed status values: NEW| RUNNING | COWPLETE ...(truncat ed)
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Activate per-tool context

The following steps describe how to activate per-tool context:

1. Setthe feature gate openapi _visibility. per_tool context_enabl edtotrue.Bydefaultitis set
to di sabl ed.

2. Resolve the context directory in the following order:

a. The context directory uses the explicit value of the openapi _vi si bi lity. cont ext _dir property if
it is provided.

b. Ifthe property is not provided, it checks fora . / cont ext directory relative to the current working directory.
c. If neither of the above exists, it falls back to the cont ext / directory located in the repository source
tree.
3. For each operation with an oper at i onl d, look for <oper at i onl d>. nd and then <oper ati onl d>. t xt
in the context directory.

4. Sort candidate files by descending priority and then by oper at i onl d. Truncate the list to
per _tool context_max_fil es if set.

5. Append each selected file according to global defaults if not already present. Global context supports only
gl obal . nd. Other filenames are ignored.
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Append global context from gl obal . nd

If gl obal . nd exists in the resolved context directory, its content is appended to:

* spec.info.description for a high-level overview with the help of the annotator.

* Every operation description as a d obal Cont ext : block or line when context features are enabled.

The following table describes configuration tuning settings that control global context size and formatting

behavior:
Setting Description
Size limit The openapi _visibility. gl obal _context_char_|imt property sets
the size limit for global context. The default value is 1500 characters, and the
maximum allowed is 2000 characters.
Formatting Formatting respects the settings defined in _i ndex. j son. def aul t s for newline
preservation and truncation.

You can follow this guidance on recommended content that should be included in the gl obal . nd file when
using the Global Context feature in OpenAPI visibility and context management:

* Data freshness—State how often the inventory or data is updated.
* Pagination—Provide limits and usage hints for pagination.
* Rate limiting—Indicate throttling behavior for large queries.

The following example shows the recommended content in concise bullet points:

Data freshness: |nventory updated every 15 m nutes.
Pagi nation: Top max 500; use Skip for offsets.
Rate limting: Burst queries >10k itens may throttle.

Note: Lengthy procedural guides, secrets, or large tables.
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Control formatting with _i ndex. j son

The _i ndex. j son file inside the context directory provides optional global formatting controls and operation
priorities. For example:

"defaul ts": {
"priority": O,
"preserve_newl i nes": false,
"max_lines": 8,
"char _limt": 400

}

lperations": {

"Cetltens": { "priority": 80 },
"Searchltens": { "priority": 60 }
}

}

Note:

* Onlypriority is honored per operation. Legacy keys such as pr eserve_new i nes, max_| i nes, and
char _limt areignored.

* Defaults apply globally to all operations.

Apply formatting and truncation rules

You can adjust how context snippets are formatted and truncated by changing the global defaults in
_index. j son. def aul t s. The following table explains each setting:

Setting Data type Description
preserve_new i nes |Boolean If f al se, the context is collapsed into a single line. If
t r ue, original lines are preserved up to the value of
mex_|l i nes.
max_| i nes Integer Specifies the maximum number of lines retained when

preserve_new i nes istrue. If the limit exceeds, the
system adds ... (t runcat ed) to indicate truncation.

char _limt Integer Defines the maximum number of characters before line
splitting occurs. The hard upper bound is 2000 characters.
Truncation respects newline boundaries whenever possible
to avoid mid-line cuts and appeands ... (t runcat ed) .

Apply priority and limits

Operations are sorted by priority. If per _t ool _context _nmax_fil es is set, only the first N operations are
enriched. This allows staged rollouts, such as highlighting the top 10 most-used operations.

Ensure idempotency and avoid collisions

When enriching API specifications with per-tool context, the system must ensure that the process does not
create duplicate entries or introduce inconsistencies.
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Idempotency ensures that running the enrichment multiple times produces the same result without duplication.
If the enrichment process is executed more than once, the system checks for an identical formatted block in
the operation description. If the block already exists, it is skipped. This ensures that repeated runs do not add
duplicate context.

Collision avoidance prevents near-duplicate content from being added when similar information already exists
in the operation description. Before adding new context, the system compares the first line of the raw file (up
to 40 characters) with the existing description. If this snippet already appears, enrichment is skipped. This
prevents adding content that is too similar to manually documented details.

Review logging behavior during enrichment

When the enrichment process runs, the system generates log messages to indicate actions taken:

* If per-tool context is successfully added, the log message is:

Visibility: added per-tool context to X operations (dir=...)

This message confirms the number of operations enriched and the directory used.

* If unsupported per-operation keys are removed, the log message is:

Visibility: stripped N unsupported per-operation context keys

This message indicates how many invalid keys were detected and stripped during processing.

Avoid common pitfalls when using per-tool context

The following table lists common pitfalls, what happens when they occur, and how to resolve them:

Pitfall Symptom Fix
Forgetting to enable No context lines appear in the Set the
per _tool context_enabl ed |operation descriptions per _tool _context_enabl ed

flag to true in the configuration.

Using per-operation formatting keys | Formatting keys are silently ignored | Move all formatting settings to the
def aul t s section in
_index. j son.

Large context files Context is aggressively truncated | Refactor the content into concise
bullet points to fit within limits.

Duplicate run of enrichment No duplication occurs (expected This is working as intended. No
behavior) action is required.

Missing oper ati onl d in No context is injected Ensure that every operation in the

operations specification includes an

operationld.
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Configuration examples for visibility and context features

This topic provides sample configuration snippets that demonstrate how to enable OpenAPI visibility features
and control per-tool context behavior.

Enable all visibility features

The following example shows how to enable all visibility enrichment features, including filter examples, parameter
examples, and per-tool context. It also sets limits for context files and character size. Use this configuration
when you want to activate all visibility features::

{
"openapi _visibility": {
"add_filter_exanples": true,
"add_param exanpl es": true,
"per_tool _context_enabl ed": true,
"per_tool _context_max_files": 12,
"per_tool _context_char_limt": 600,
"context_dir": "./context"
}
}

Enable only per-tool context

The following example shows a minimal configuration that enables per-tool context enrichment without activating
other visibility features. Use this configuration when you want to enable only per-tool context:

{
"openapi _visibility": {
"per _tool _context_enabl ed": true,
"context_dir": "./context"
}
}

Example _index.json file with operation priorities

The _i ndex. j son file allows you to control global formatting defaults and set priorities for specific operations.
Higher priority values ensure that those operations are enriched first. The following example shows how to set
global defaults and elevate two operations using priority values:

"defaul ts": {
"priority": O,
"preserve_new i nes": true,
"max_lines": 5,
"char _limt": 500

1

"operations": {
"CreateOrder": { "priority": 90 },
"SearchOrders": { "priority": 70 }
}

}
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Test visibility and context enrichment features

This topic provides guidance on unit and integration tests that validate enrichment logic, formatting, and
configuration behavior.

Unit testing for enrichment logic

The following unit tests verify generation logic and formatting edge cases:

* tests/unit/test_openapi _enrich. py

* tests/unit/test_openapi per_tool context.py

These tests ensure that filter examples, parameter examples, and per-tool context are generated correctly and
handle edge cases such as truncation and newline preservation.

Integration testing for context management

Thetests/integration/test per_tool context _integration. py integration test validates
end-to-end behavior for per-tool context enrichment. This test covers:

* Priority sorting

* Truncation behavior

¢ Maximum file limits

* Disabled feature flags

* Ignoring unsupported per-operation formatting keys

Quick checklist for enabling context features

The following table summarizes common goals and the corresponding actions:

Goal Action
Add contextual hints Create <oper at i onl d>. nd in the context directory.
Control order Assign priority in _i ndex. j son.
Reduce noise Setper _tool _context_nax_fil es toasmall number.
Prevent line bloat Tunechar _|imt and max_|i nes.
Generate multi-field filter Ensure the output field list exists in the Schema: line and a filter parameter
examples is present.
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Export and harden production deployment

This topic explains how to transform a development profile into a secure and deployable production artifact. It
provides clear objectives and mechanisms to ensure production readiness.

This following table describes the key objectives for creating hardened production artifacts and the mechanisms
to achieve them:

Objective Mechanism
Clean production artifacts Use - - bundl e pr od during export
Reduce attack surface Remove client utilities, verbose configurations, and private keys
Ensure configuration clarity Provide a minimal ncp_server _confi g. j son with only overrides
Maintain secret hygiene Externalize tokens and keys using Vault or key management system
(KMS)

For details, see the following topics:

* Export modes

* Hardening actions

* Export process

* Quality, security, and compliance checklist for MCP deployment
* Run the application in production

* Scaling considerations
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*  Observability in production

*  Security and performance checklist

* Rotate security artifacts in production

* Disaster recovery guidelines for MCP servers

*  Common failure modes and resolutions

Export modes

Export modes define how a development profile is converted into a deployable artifact. They determine the
level of portability, security, and readiness for production environments. Choosing the correct export mode
ensures that the artifact meets the requirements of its target environment.

The export process creates a deployable artifact from a development profile. There are two primary modes:

Command Purpose

Creates an artifact for development portability
./ ncpgen export

<profil e_name>

Creates a hardened artifact for production deployment (recommended)
./ ntcpgen export
<profil e_name>
--bundl e prod

For more information about the optional flags that can be used during export, see Export profiles for production
on page 127. It is recommended to use these flags applied sparingly to avoid introducing security risks.

Hardening actions

You apply hardening actions to a profile before export or during its transition from development to production.
Hardening ensures that the deployment artifact is secure, optimized, and aligned with production standards.

The ./ ntpgen harden <profil e_name>command can be executed either before export or on a
development profile that is evolving toward production readiness. Hardening removes unnecessary components,
enforces security measures, and improves supply chain integrity.

The following actions are applied during hardening:

Action Description
Drop verbose configuration Prevents leaking default settings that may reveal unused features
Remove client directory Avoids accidental misuse of embedded Service Account tokens

Replace image tag with digest Ensures supply chain integrity by using immutable image references
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The following examples demonstrate different levels of hardening for production environments.

* This example shows full production configuration with authentication, TLS, and all hardening features:
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" apl " : {
"openapi ": {
"spec_file": "/work/server/openapi _oeping.ym"
}

}

"security": {

"aut hentication": {
"enabl ed": true,
"service_account": {

"enabl ed": true,
"required": true,

"mode": "jw",

"header": " X- OEMCP- SERVI CEACCOUNT",

"issuer": "https://your-auth-server.conf,

"required_scopes": ["ntp_access"],

"jwks_uri": "https://your-auth-server.com .well-known/jwks.json",

"algorithms": ["RS256"],
"jwks_cache_seconds": 300

}

ser_aut h":
"enabl ed": fal se
}
}

untime": {
"max_request _bytes": 10240,
"server": {
"nane": "openedge- ncp- production”,
"transport": {
"type": "streamabl e-http",
"host": "0.0.0.0",
"port": 8500,
"path": "/http",
"tls": {
"certfile": "/work/certs/|ocal host. pent,
"keyfile": "/work/certs/|ocal host-key. pent,
"require_client_cert": false
}
}
,
"http": {
"base_url": "http://3.13.139.192: 8810",
"response_guard": {
"enabl ed": true,
"nmode": "trint,
"max_array_itenms": 50,
"max_response_bytes": 1048576

}

}

"limts": {
"max_connections": 100,
"max_keepal i ve_connections”: 20
1
"tls": {
"certs_dir": "/work/certs",
"insecureSki pVerify": fal se,
"ignoreHost Verification": false

}

i ddl eware”: {
"error_handling": {
"enabl ed": true,
"transformerrors": true,
"include_traceback": false

}

1,
"l ogging": {
"enabl ed": true,
"structured": true,

"incl ude_payl oads": fal se
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}

’ equest _tinmeout": {
"enabl ed": true,
"timeout_ns": 500

"met hod_val i dation": {
"enabl ed": true

H

"circuit_breaker": {
"enabl ed": true,
"error_threshol d":
"wi ndow_seconds":
"m n_requests": 10

0.5,
60,

}

"rate_limting": {
"enabl ed": true,
"max_requests_per_second":
"burst_capacity": 20,
"global": fal se

10. 0,

b
"audit": {
"enabl ed": true,
"file": "/var/log/nmcp/audit.log",
"max_bytes": 10485760,
"backup_count": 5,
"node": "append”

}

ool s": {
"paramvalidation": {
"enabl ed": true,
"max_total _bytes": 32768,
"max_string_l ength": 4096,
"patterns": [
"javascript:",
"data:text/htm ",
"<script",
"on[ a- z] +=",
"filer",
"\,
AR TRRR R
]
}

}

}

: ssistant”: {
"prompts": {
"dir": "/work/server/pronpts"
}

"observability": {
"1 oggi ng": {

"level": "I NFO'

"json": true,

"l oggers": {
"m ddl eware. ci rcui t _breaker":
"m ddl eware. tinmeout": "WARN NG'
"http.outbound": "INFO',
"auth": "I NFO'

}

}

}
}
}

"WARNI NG’ ,
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* This example shows minimal hardening configuration:
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b,
"api": {
"openapi ": {
"spec_file": "openapi.ym",
"base_url": "https://api.internal.exanple"
}
I
"security": {
"aut hentication": {
"enabl ed": true,
"service_account": {
"enabl ed": true,
"required": true,
"mode": "jw",
"header": " X- OEMCP- SERVI CEACCOUNT",
"issuer": "https://auth.exanple.conf,
"required_scopes": ["api.read", "api.wite"],
"jwks_uri": "https://auth.exanpl e.com .well-known/jwks.json",
"al gorithns": ["RS256", "ES256"],
"jwks_cache_seconds": 300
s
"user _auth": {
"enabl ed": fal se
}
}
}

"runtime": {
"max_request _bytes": 10240,
"http": {
"response_guard": {
"enabl ed": true,
"nmode": "bl ock",
"max_array_itens": 50,
"max_response_bytes": 524288

imts": {

"max_connections": 100,
"max_keepal i ve_connections": 20
,
"tls": {

"certs_dir": "/etc/ncp/ downstreamcerts”,
"insecureSkipVerify": fal se,

"ignoreHost Verification": false

"accept _encodi ng": "none"

}

i ddl eware": {
"error_handling": {
"enabl ed": true,
"transformerrors": true,
"include_traceback": false

oggi ng": {

"enabl ed": true,
"structured": true,

"incl ude_payl oads": fal se

}

equest _tinmeout": {
"enabl ed": true,
"timeout _ns": 500

"met hod_val i dation": {
"enabl ed": true
}

"circuit_breaker": {
"enabl ed": true,
"error_threshold": 0.5,
"wi ndow _seconds": 60,
"m n_requests": 10
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}

",ate_l imting": {
"enabl ed": true,

"bur st _capacity":
"global": fal se
}

"audit": {
"enabl ed":
"file":
"max_bytes":
"backup_count": 3,
"node": "append”

}

ool s": {
"paramvalidation":
"enabl ed": true,

"max_total _bytes":

true,

}

"patterns": [
"javascript:",

"<script",
"on[ a-z] +=",

]
}
}

},
"observability": {
"l oggi ng": {
"level": "INFO',
"json": true
}
}
}

"max_requests_per _

"max_string_|l ength":

"data:text/htm"

second": 5.0,
10,

"/var/log/ nmcp/audit.|og",
1048576,

{

32768,
4096,

Key hardening features to enable

The following features should be enabled or configured for production environments:

Feature

Default behavior

Recommendation

Request timeout

500 ms, enabled by default

Keep default or adjust based on
workload

Method validation

Enabled by default

Required for all deployments

Circuit breaker Opt-in Recommended for production
environments
Rate limiting Opt-in Recommended for public-facing

deployments

Payload size limits

10 KB default

Adjust if handling larger payloads

Connection pool limits Not specified Configure based on expected
concurrency
Response guards Not specified Enable to prevent unsafe responses
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Export process

This topic explains how to create production-ready bundles using the export process. It also highlights the
differences between development and production exports and the security features included in production
bundles.

Create a production bundle

Use the export command to generate a complete deployment package for production environments. This
package contains all necessary components for secure deployment. Run the following command to create a
deployment package in the export s/ <prof i | e>/ directory:

./ ncpgen export <profile_nanme> --bundle prod

For more information about the export command, see Export profiles for production on page 127. To know
more about why and how to export artifacts for production environments, see Prepare a production-ready export
on page 60.

Recommended production layout

A well-structured production layout ensures clarity, security, and ease of deployment. The layout minimizes
configuration surface, excludes sensitive data, and provides only the components required for production
environments.

The following code block shows the recommended directory structure for a production export bundle:

exports/ <profil e_nanme>/
docker - conpose. ntp. ym
server/
nmcp_server_config.json # mnimal; no inline keys
certs/ #public certs only
profile.json #sanitized profile metadata
run. sh #optional hel per

Secrets must be mounted securely during runtime instead of being included in the export bundle.
* Example mount path: / run/ secret s/ sa_publ i c. key

* Set the environment variable SERVI CE_ACCOUNT_PUBLI C_KEY_FI LE to reference the mounted path.

Quality, security, and compliance checklist for MCP deployment

Before promoting an MCP deployment to production, it is critical to validate that all components, such as
OpenAPI specifications, authentication, authorization, routing, and hardening controls, meet security and
compliance standards. This checklist serves as a quality gate to ensure there are no gaps across individual
configurations and that the deployment is robust, secure, and maintainable.

240 OpenEdge: Use the OpenEdge MCP Server: Version 1.1



OpenAPI specification quality

The OpenAPI specification must be clean and expose only intended operations. Ensure the OpenAPI specification
meets these conditions:

Requirement Description

Unique oper ati on | Dper opertation [Each operation must have a unique and stable oper ati onl d.

Complete descriptions Include descriptions, component schemas, pagination details, and
error schemas.

Lint clean Validate that the specification passes lint checks.

Expose only intended operations Confirm that only the required endpoints are exposed.

Authentication and scopes

Use the following checklist to verify authentication and scope requirements:

Requirement Description

Service account configuration Set up servi ce_account . * for production. Optionally, you can
configure user token exchange (user _aut h. *).

Scope definition Define scopes in security. aut hori zati on. t ool s.

Downstream hardening

Apply security and performance controls:

Requirement Description
Limit surfaced routes Use | NCLUDE maps. Default to read-only routes.
Audit and scope writes Ensure write operations are audited and scoped.
Paginate large responses Bound large responses to prevent overload.

TLS and mTLS configuration

Secure transport for inbound and outbound traffic:

Requirement Description

Inbound TLS Configure runt i me. server.transport.tls.* and enable
require_client_cert for mTLS if needed.

Outbound TLS Trust CAusingruntinme. http.tls. ca_bundl e; provide client
certificate if required.
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JWKS and key rotation

Implement secure key management:

Requirement Description

JWKS URI Use j wks_uri with short cache duration.

Algorithm restrictions Restrict algorithms if desired.

Integrated gate purpose

This gate verifies that all security, routing, and hardening controls work together before enabling user access.
It ensures there are no gaps between individual checklists, and verifies:

* Authentication—Valid tokens are accepted, and invalid or expired tokens are rejected with HTTP status
codes 401 or 403.

* Authorization and scopes—Tools without granted scopes disappear from discovery, and scoped write
tools return HTTP 403 when the required scope is missing.

* Transport security—All endpoints are reachable only over TLS, and the mTLS handshake succeeds or
fails as configured.

* Response guardrails—Size and item count limits trigger graceful truncation or policy errors instead of
causing server failures.

* Route mapping—Only intended PAS for OpenEdge endpoints are exposed, and any removed paths return
HTTP 404.

* Export integrity—The deployment is built using the - - bundl e pr od option, and container references
confirm clean production artifacts.

* Logging and privacy—Logs do not contain sensitive fields or raw tokens, and debug logging is disabled
in production.

* Observability hooks—Authentication failures, guard rejections, and rate limits generate structured log
entries or metrics for alerting.

Actionable gate checklist

Use this checklist to validate that all integrated security, routing, and hardening controls function correctly
before promoting the deployment to production:

* Negative authentication tests return only 401/403 (never 200 or 500).

* Scope removal hides tools from discovery and returns 403 if invoked manually.
* Oversized response triggers response guard with sanitized error and log entry.
* Disallowed routes return 404.

* All endpoints are accessible only through HTTPS. HTTP requests fail.

* mTLS blocks clients without valid certificates and allows those with valid certs.
* Logs are free of secrets and tokens; request IDs traceable end-to-end.

Gate outcome: Promote only when every check passes. Failures must be remediated in the relevant section,
such as authentication, TLS, hardening, JWKS.
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Rotation matrix

Use this rotation matrix to plan and enforce regular key, certificate, and configuration updates across all critical
areas to maintain security and compliance:

Area

Keys

Artificate/scope

Rotation cadence/trigger

OpenAPI specification

api . openapi . *

OpenAPI YAML

Whenever there is a
schema change that
requires a version bump

Authentication and
authorization

security. authenticati on. *,
security. aut hori zati on. *

Service account keys,
JWKS, token exchange
endpoint

Service account keys
every 30-90 days, and
ensure user tokens remain
short-lived

Routes and HTTP
configuration

api .routes. *,
runtinme. http.*

PAS for OpenEdge
upstream endpoints

Whenever there is a new
release or when upstream
endpoints change

Transport Layer Security
(TLS)

rutine server. trangoat. tls.
runtime. http.tls.*

TLS certificates and CA
bundle

Every 60-90 days or
before certificate expiry

JSON Web Key Set
(JWKS)

jwks_uri

Remote JWKS JSON

Based on IdP policy, and
refresh based on the
cache TTL setting.

Run the application in production

Running the application in a production environment requires a secure, consistent, and automated approach.
Unlike development setups, production deployments must ensure scalability and compliance with security best
practices. This includes using hardened configurations, externalizing secrets, and managing container lifecycle

effectively.

This topic explains the recommended methods for running the application in a production environment. It
provides options for using the helper script, Docker Compose, or a container orchestrator such as Kubernetes.

Option A: Use the run.sh script (recommended)

The exported production bundle includes a r un. sh helper script that simplifies deployment and lifecycle
management. This script ensures consistent commands and applies environment overrides automatically.
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The following code block shows how to use the r un. sh script on a production host:

# On production host with exported bundl e

./run.sh start # Start the server
./run.sh stop # Stop the server
./run.sh restart # Restart the server
./run.sh | ogs # View | ogs

The r un. sh script automatically:

* Loads the correct Docker Compose configuration
* Applies environment variable overrides

* Manages container lifecycle

* Provides consistent deployment commands

Option B: Use Docker Compose directly

You can run the application using Docker Compose commands. The following command starts the application
using the exported Docker Compose file:

docker conpose -f docker-conpose. ntp.ym up -d

Option C: Use a container orchestrator (Kubernetes)

For large-scale or cloud deployments, you can convert the Docker Compose configuration into Kubernetes
manifests. This approach provides better scalability and orchestration features. The following guidelines apply
when deploying with Kubernetes:

* Convert the Docker Compose configuration into a Deployment and Service.
* Mount configuration files and certificate secrets as read-only volumes.

* Configure a readiness probe that checks / ht t p/ heal t h if exposed, or run a lightweight tool invocation
for health checks.

Scaling considerations

Scaling in production ensures that the application can handle increased traffic and maintain high availability.
Proper configuration and load balancing are critical for secure and efficient scaling.

Horizontal scaling

Horizontal scaling refers to adding more instances of the application to distribute the workload across multiple
servers or containers.

The following points describe the key considerations for horizontal scaling:

* Stateless design—Multiple replicas can run safely. Ensure that all replicas use consistent configuration
and the same public key.

* No sticky sessions—Token exchange caches, if present, are small and ephemeral. This eliminates the
need for session affinity.

* Load balancer readiness—Place the application behind an L4 or L7 load balancer. Ensure that the TLS
termination strategy is consistent, whether using end-to-end encryption or edge termination.
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Vertical scaling

Vertical scaling refers to increasing the resources, such as CPU, memory of a single server or container to
handle more load.

The MCP server uses Uvicorn with asyncio for high-performance concurrent request handling. Uvicorn is a
lightning-fast Asynchronous Server Gateway Interface (ASGI) server designed for Python applications, whereas
asyncio is a Python standard library that provides an event loop for asynchronous programming. By default,
the server runs with a single worker, which is suitable for most I/O-bound workloads. For CPU-intensive or
mixed workloads, you can increase the number of workers to utilize multiple CPU cores effectively.

Default configuration: Single worker

The default configuration uses a single worker process. This setup is optimized for typical MCP operations that
are I/O-bound and require efficient concurrency handling.

The following settings describe the default behavior when running with a single worker:
* Default setting—UvI CORN_WORKERS=1

* Best for—I/O-bound workloads that are typical of MCP operations

* Concurrency—Asyncio event loop handles thousands of concurrent connections

* Memory usage—Lower memory footprint per connection

Multi-worker configuration

For production environments, you can configure multiple workers to take advantage of available CPU cores.
This approach improves scalability and performance for compute-intensive workloads.

These examples show how to configure multiple workers for production scaling based on CPU count:

# Production scaling based on CPU count
export UVI CORN_WORKERS=$( hpr oc) # Linux: use all CPU cores
export UVI CORN_WORKERS=$(sysctl -n hw. ncpu) # nmacCS: use all CPU cores

# Conservative approach (recomended)
export UVI CORN_WORKERS=$( ($(nproc) - 1)) # Leave 1 core for system

Scaling guidelines

Refer to these guidelines for setting worker counts according to workload characteristics:

Workload type Worker count Reasoning
I/O heavy (typical) 1-2 workers Asyncio handles concurrency efficiently
CPU intensive CPU cores minus 1 Enables parallel processing without overcommit
Mixed workload CPU cores divided by 2 Balances parallelism and overhead
Memory constrained 1 worker Each worker loads the full application
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Environment variables for production tuning

When you export a production bundle, the generated docker - conpose. ntp. yn file includes default Uvicorn
settings. These defaults can be overridden using environment variables to tune worker counts, proxy headers,
and other parameters for production environments. For example, this code block shows the default environment
variable configuration in the auto-generated docker - conpose. ntp. ym file:

# I n docker-conpose. ncp. ynml (aut o- gener at ed)
envi ronment :

UVI CORN_WORKERS: ' ${ UVI CORN_WORKERS: - 1} # Override via .env file

UVI CORN_PROXY_HEADERS: ' ${ UVI CORN_PROXY_HEADERS: -0}' # Set to 1 behind a Load Bal ancer
# ... other settings

Where,
e UVI CORN_WORKERS controls the number of worker processes. The default is 1.

* UVl CORN_PROXY_HEADERS should only be enabled when the application runs behind a trusted load
balancer.

* Additional settings can be added or overridden using an . env file or host environment variables.

Methods to override environment variables

To optimize performance and security, you can override the default Uvicorn settings in the generated
docker - conpose. ntp. ynl . The recommended approach is to use an . env file, but other methods are also
supported. For production tuning, you can override Uvicorn environment variables in the following ways:

* Use an. env file (recommended)—Create an . env file in the same directory as
docker - conpose. ntp. ynl and define the following variables:

# Create .env in sanme directory as docker-conpose. ntp.yn

UVI CORN_WORKERS=4 # Wor ker processes based on CPU count
UVI CORN_PROXY_HEADERS=1 # Enabl e when behi nd | oad bal ancer
UVI CORN_FORWARDED_ALLOW | PS="10. 0. 0. 0/ 8" # Trust specific proxy IPs (security

best practice)

* Use server environment file—Edit the ser ver . env file in the generated profile directory to tune settings
for your workload:

# Edit generated/<profil e>/server/server.env

UVI CORN_WORKERS=2 # Tune for your workl oad
UVI CORN_KEEPALI VE=5 # Keep-alive tineout
UVI CORN_SHUTDOWN_TI MEQUT=0 # Gaceful shutdown timeout

* Use host environment variables—Export environment variables on the host before running Docker
Compose:

# Export before running docker-conpose

export UVI CORN_WORKERS=$( npr oc) # Use all CPU cores
export UVI CORN_PROXY_HEADERS=1 # Behind | oad bal ancer
docker - conpose up
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Security considerations for proxy configuration

When deploying the application behind a load balancer or reverse proxy, it is critical to configure proxy-related
settings securely. Incorrect configuration can expose the application to header spoofing attacks or allow
untrusted sources to manipulate request routing. Uvicorn provides environment variables to control how proxy
headers are handled, but these must be set carefully to prevent security vulnerabilities. The following table
lists the environment variables you can define in the . env file and their purpose:

Environment variable Example value Description

UVI CORN_WORKERS 4 Safe for direct deployments. Ignores all
X- For war ded- * headers.

UVI CORN_PROXY_HEADERS 1 Enable only when the application runs behind
trusted load balancers or proxies.

UV CORN_FORWARDED ALLOW | PS|"10. 0. 0. 0/ 8" Always set to specific proxy IP ranges in production.
The default trusts all IPs, which is not secure.

Observability in production

Observability in a production environment is essential for monitoring application health, diagnosing issues, and
ensuring compliance. Proper logging and monitoring practices help you gain insight into system behavior
without exposing sensitive data. This section explains how to enable structured logging, ship logs securely,
and manage payload logging with caution.

Enable structured logging

To improve log readability and integration with monitoring tools, enable structured logging in the configuration:

observabi lity. | ogging.json=true

Manage secrets securely

Secrets such as API keys, tokens, and certificates must be handled with strict security controls to prevent
exposure. Follow these recommended practices to manage secrets:

* Mount secrets as read-only to prevent accidental modification.

* Set file permissions to 0400 wherever possible to restrict access to the owner only.

Ship logs securely

Ship logs to a centralized system for analysis. You can use one of the following approaches:

Method Description
Sidecar container Deploy a logging sidecar to collect and forward logs
Docker logging driver Use Docker’s built-in logging driver to stream logs to an external service
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Manage payload logging carefully

Do not enable payload logging unless you have a robust redaction strategy in place. Logging raw payloads
can expose sensitive information such as tokens or personally identifiable data.

Security and performance checklist

Before deploying to production, it is important to validate that the application meets security and performance
requirements. This checklist ensures that authentication, authorization, and resource protection measures are
properly configured. It also includes performance tuning recommendations for production environments.

Authentication and authorization requirements

Some of the essential security measures for authentication and authorization include:

Requirement Description

Service account required |Setrequi r ed=t r ue and enforce issuer and audience validation if applicable

Key rotation process Use JWKS or establish a planned key rotation strategy
Scope definition Define scopes and ensure sensitive tools are not exposed without explicit scope
TLS or mTLS enforced Do not allow plaintext ingress

Token exchange security | If enabled, use HTTPS and restrict scopes

Route maps Include only intended write paths

Secrets management Mount secrets externally. Do not bake them into images or configuration files
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Performance and resource protection for production hardening

The following checklist provides recommended settings for performance tuning and resource protection:

Setting

Recommended value or action

Request timeout

Enable ni ddl ewar e. request _ti meout . enabl ed=t r ue. The default value
is 500 ms.

Payload size guard

Configure runt i me. max_r equest _byt es=10240. Adjust this value per use
case.

Circuit breaker

Enable m ddl ewar e. ci rcuit _breaker. enabl ed=t r ue and tune thresholds

Connection pool limits

Setruntine. http.linmts. nax_connecti ons=100 and
max_keepal i ve_connecti ons=20

Response guard

Enable blocking or trimming with sensible limits

Rate limiting

Enable for public or shared deployments

Method validation

Enable fast-fail validation: m ddl ewar e. met hod_val i dat i on. enabl ed=t r ue

Uvicorn workers

Configure UVI CORN_WORKERS based on workload

Connection tuning

Optimize UVI CORN_KEEPALI VE and UVl CORN_SHUTDOWN_TI MEQUT for load

Proxy headers

Enable UVI CORN_PROXY_HEADERS=1 when behind a load balancer

Resource monitoring

Track CPU, memory, and response time

Routing and exposure

Routing and method exposure settings control which HTTP methods are allowed and how requests are validated.
These configurations help enforce security and prevent accidental execution of unsupported operations. The
following table summarizes the routing and exposure rules:

Setting

Description

Non-GET methods

All write methods must be explicitly included. None are allowed implicitly.

nmet hod_val i dati on

Enabled by default to reject unknown tools or unsupported methods
quickly.

Rotate security artifacts in production

Rotation procedures ensure that cryptographic materials and security artifacts remain secure and compliant
with organizational policies. Regular rotation reduces the risk of compromise and maintains trust in authentication
and encryption mechanisms.
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The following table lists the artifacts that require rotation, the triggers for rotation, and the recommended
methods:

Artifact Rotation trigger Method

Service account public or private | Periodic rotation every 90-180 days | Generate a new key pair, deploy the
key or upon compromise public key, issue new tokens, and
retire the old key

Service account JWT Token expiry or scope change Userem nt-all oran external
signer pipeline

TLS certificate Certificate expiry based on CA Automate renewal using ACME or
policy corporate PKI

JWKS keys As per identity provider rotation Rely on JWKS cache TTL and
schedule monitor for failures

Disaster recovery guidelines for MCP servers

Disaster recovery planning ensures that the system can be restored quickly after a failure or outage. MCP
servers are designed to be stateless, which simplifies recovery and rollback procedures. Some of the disaster
recovery best practices include:

* Configuration and public artifacts can reconstitute the server quickly because there is no mutable database
state.

* Keep export directories, excluding secrets, in version control or artifact storage to enable fast rollbacks.

Common failure modes and resolutions

Understanding common failure modes helps you diagnose issues quickly and apply the correct resolution steps.
The following table lists symptoms, their impact, and recommended resolutions:

Symptom Impact Resolution
JWKS endpoint timeout Service account authentication Provide a fallback static key or
failures (401 errors) restore identity provider availability
Scope misconfiguration hides all | Empty tool catalog Adjust default scope mapping
tools
Response guard blocked key tool | Tool becomes unusable Increase the limit, test the
configuration, and redeploy
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Rate limiting in OpenEdge MCP Server

Rate limiting is a mechanism that controls the number of requests a client or all clients can make within a
specified time interval. It ensures that the system operates efficiently and prevents excessive or abusive request
patterns.

The following table summarizes the goals of implementing rate limiting:

Goal Description
Prevent excessive requests Avoid abusive or accidental high-frequency tool invocations.
Ensure fairness Provide per-client fairness by default and allow a simpler global cap when
required.
Enable auditing Emit structured audit events for both allow and deny decisions.
Support development flexibility Allow rate limiting to be easily disabled during early development.

For details, see the following topics:

* Implement rate limiting

* Configuration keys for rate limiting

* Recommended rate limiting values for different environments
*  Monitor rate limiting through observability and audit fields

e Safe rollout strategy for rate limiting

* Alerting suggestions for rate limiting
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* Tune and troubleshoot rate limiting

Implement rate limiting

This topic explains the implementation details of rate limiting in the MCP Server.

When therunt i ne. m ddl eware.rate_|imting. enabl ed property is setto t r ue, the system adds a
rate limiting middleware to enforce request quotas. An auditing layer logs each allow or deny decision under
the categoryrate limt.

The following table lists the main design principles:

Design point Description

Enforcement method Token bucket style enforcement supports requests per second (RPS) and
optional burst capacity.

Per-client mode Uses a derived key hierarchy: cl i ent _i d — sessi on_i d — gl obal
fal | back.

Global mode Uses a single shared bucket for all requests.

Fail-fast behavior Excess requests trigger an MCP error and the client receives a structured

denial response.

Configuration keys for rate limiting

Configuration keys are specific properties or settings that control how a feature behaves. These keys are
defined in the configuration file of the server, for example runti ne. mi ddl eware.rate_l i m ti ng, and
allow administrators or developers to enable, disable, or fine-tune a functionality.
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The following table lists the configuration keys under runti ne. mi ddl eware.rate_l i m ting:

Key Data type Default Description

enabl ed Boolean fal se Enables or disables rate limiting. This is
the master switch.

nax_requests_per_second | Float 10.0 Specifies the steady-state permitted
request rate. Fractional values are
allowed, for example, 2. 5.

burst capacity Integer (unset) Defines the number of extra tokens that
allow short spikes above the
max_requests_per _second value. If
unset, a minimal burst capacity (one
token) applies.

gl obal Boolean fal se Determines the scope of rate limiting. If
t r ue, all clients share a single bucket. If
f al se, each client has its own bucket.

The following example shows how to enable rate limiting and configure its properties:

{
"runtime": {
"m ddl eware": {
"rate_limting": {
"enabl ed": true,
"max_requests_per_second": 5,
"burst _capacity": 15,
"global": fal se
}
}

Recommended rate limiting values for different environments

You can select suitable values for rate limiting properties based on different usage scenarios. The goal should
be to balance system performance, fairness, and protection against overload.
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The following table lists suggested configurations for common environments:

Scenario Suggested Suggested Global Rationale
max_r equest s_per _second [bur st _capacity mode?

Local 20 40 fal se Use generous limits to
development allow rapid iteration
during development.

Public demo 2 6 true Apply simple global
protection to prevent
abuse during

demonstrations.
Production 1-3 Three times the fal se Limit sustained load
(agents) steady-state rate per client to maintain

system stability.

Monitor rate limiting through observability and audit fields

The OpenEdge MCP Server records audit events for every request that is either allowed or denied by the rate
limiting mechanism. These events help administrators monitor system behavior and troubleshoot issues.

The following table lists the fields included in each audit event:

Field Description
ts Specifies the timestamp of the event in UTC format.
cat egory Specifies the category of the event. For rate limiting, this valueisrate limt.
action Specifies the action performed. For rate limiting checks, this value is check.
st at us Indicates whether the request was allowed or denied.
key Specifies the subject key used for rate limiting. This can represent a client, a session,

or a global bucket.

reason Provides the reason for denial when applicable. For example, rate_linit.

client_idor Specifies the identifiers for the client or session, if available from the FastMCP context.
session_id

Use structured logging to ensure audit events can be parsed consistently and integrated with monitoring tools.
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Safe rollout strategy for rate limiting

You can use the following approach to introduce rate limiting safely into your environment:
1. Start with disabling rate limiting by setting enabl ed=f al se.

2. Enable rate limiting with generous values such as max_r equest s_per _second=20 and
bur st _capaci t y=40. Monitor logs for behavior.

3. Adjust to target steady-state values after observing telemetry for 24 hours.

4. Add alerting mechanisms for thresholds such as a high number of denies per minute.

Alerting suggestions for rate limiting

The following table outlines the conditions that should trigger alerts to help detect misconfigurations or abusive

workloads:
Condition Recommended action
Deny rate exceeds 5% of total requests Investigate for abusive workloads or incorrect burst
configuration.
Sudden drop in throughput with rising deny count Check for accidental loops or broken client retry logic.

Tune and troubleshoot rate limiting

This topic explains common symptoms related to rate limiting, their possible causes, and recommended
adjustments. Use this information to fine-tune configurations and resolve issues effectively.

The following table lists typical issues and how to address them:

Symptom Possible cause Recommended adjustment
Frequent denies early in bursts bur st _capacity is too low Increase bur st _capacity to2-3
times the
max_r equests_per_second
value.

Spiky latency even without denies |Bucket depletion combined with Lower

jitter max_requests_per _second if
upstream systems are overloaded,
or add downstream caching to
smooth traffic.

All clients throttled simultaneously [gl obal mode enabled Set gl obal =f al se to ensure
unintentionally per-client fairness.

Single runaway client unthrottled | Client IDs not identified correctly | Ensure each client sets a distinct
cl i ent _i d. Verify this using audit
logs.
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Upgrade process and key or certificate

rotation

This topic describes safe upgrade steps for the OpenEdge MCP Server and operational procedures for rotating
service account keys, JWKS-backed keys, and TLS or mTLS certificates.

The following objectives guide the upgrade and rotation process:

Objective

Description

Minimize downtime

Ensure that upgrades do not disrupt service availability.

Preserve deterministic profiles

Maintain configuration provenance for consistent deployments.

Enforce cryptographic hygiene

Use short-lived tokens and perform periodic key rollover to maintain security.

For details, see the following topics:

* \Version and upgrade principles

* Pre-upgrade checklist and upgrade procedure

*  Service account key rotation

* TLS and mTLS certificate rotation

* Token renewal and revocation

¢ Patterns to minimize downtime

*  Observability hooks during rotation
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* Rollback decision matrix

* Automation suggestions

Version and upgrade principles

The following table outlines the principles that govern versioning and upgrade processes:

Principle Explanation
Reproducibility Always regenerate or export from a tagged version such as a Git tag or image
digest.
Immutable runtime Production environments must run only exported bundles with pinned image digests.
Fast rollback Keep the previous exported bundle intact so that rollback involves bringing down
the current compose and bringing up the previous compose.

Pre-upgrade checklist and upgrade procedure

Before performing an upgrade, use the following checklist to ensure readiness:

Item Description

Retain exported bundle Verify that the exported bundle for the current version is retained in the
export s/ <nane>- <ol dver > directory.

Review OpenAPI Confirm that the OpenAPI specification differences are reviewed. Ensure that
specification changes oper at i onl ds remain stable and any changes are intentional.

Validate configuration Validate changes in ntp_server _confi g.j son in the staging environment.
changes Confirm that response guard and rate limiting settings are still appropriate.
Run diagnostic checks Ensure that the new version passes the . / ntpgen doct or command

successfully.

Document new configuration | Verify that any new configuration keys are documented and that their default
keys values are acceptable.
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Upgrade procedure from development to production
Follow these steps to upgrade the OpenEdge MCP Server from development to production:
1. Pull the new Git tag or image digests.

2. Regenerate the profile in development by using the same specification and prompts to regenerate the profile:

./ mcpgen up --no-pronmpt --tls --spec ./openapi.ym

3. Perform smoke tests and run representative tool invocations.

4. Export the production-ready bundle using the following command:

./ mcpgen export prof --bundle prod

5. Diff the exported ncp_server _confi g. j son against the previous version. Confirm that only intended
changes are present.

6. Deploy the new bundle alongside the old bundle on a different port. Validate functionality in staging.

7. Perform production cutover by scaling down the old compose after the health check passes on the new
deployment.

8. Monitor logs for errors, rate limit issues, and response guard events for 15 to 30 minutes.

9. If a regression occurs, stop the new bundle and restart the previous bundle without changes.

Service account key rotation

This topic describes recommendations for service account (SA) key rotation and provides steps for rotating
static Ed25519 keys and JWKS-backed keys.

Recommendations for key rotation

The following table summarizes key rotation aspects and recommended practices:

Aspect Recommendation
Key type Use Ed25519, which is the default or RS256 when integrating with JWKS.
Rotation interval Rotate keys every 90 days in development environments and every 30 to 60 days

in production environments that handle sensitive data.

Overlap Keep the previous public key available until all tokens minted with it have expired.
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Rotate static Ed25519 keys

Follow these steps to rotate static Ed25519 keys:

1. Use ntpgen or external tooling to generate a new key pair.

2. Update the profile or the exported bundle secret source with the new private key.

3. If token verification is externalized, for example downstream auditing, keep the old public key available until
all tokens signed with it expire.

4. Generate new SA tokens using the updated key.

5. Securely delete the old private key after all tokens using it have expired.

Rotate JWKS-backed keys

JWKS rotation is managed by the identity provider (IdP). The OpenEdge MCP Server consumes new keys
when the JWKS cache expires. After configuring JWKS rotation, verify these settings to maintain reliable key
updates:

* Ensure thatthe j wks_cache_seconds setting is configured to a small but reasonable value, such as 300
to 900 seconds, to pick up rotations promptly.

* Monitor for verification failures, such as bursts of HTTP 401 errors, which may indicate premature removal
of old keys.

TLS and mTLS certificate rotation

This topic describes recommended certificate lifetimes for development and production environments and
provides steps for rotating TLS and mTLS certificates. It also explains how to manage certificate hostnames
during regeneration.

Recommended certificate lifetimes

The following table summarizes typical certificate lifetimes and production recommendations:

Certificate type Typical lifetime (development) Production recommendation

Self-signed development certificate | 365 days Use shorter lifetimes (90—180 days)
or switch to an internal CA or
ACME-based solution

Client mTLS certificate 180 days Rotate every 60-90 days with
automation

Certificate authority (development |1 year Use a managed CA service or

profile) internal PKI
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Steps to rotate server TLS certificates
Perform the following steps to rotate TLS certificates:
1. Use ACME, an internal PKI, or a development script to generate the new certificate and key.
2. Place the certificate and key in the correct location:
* For development, place them in the profi | e/ cert s/ directory.

* For production, use a secure secret mount or a vault reference if externalized.

3. Ensure that the configuration reflects the new certificate and key filenames.

4. Perform a rolling restart using the following command:

docker conpose up -d

5. Distribute new client certificates and maintain the CA trust chain until all clients are updated.

Manage certificate hostnames

When regenerating certificates with different hostnames or domains, follow these guidelines:

* Development environment using ntpgen—Use the - - ext r a- host nanes flag to include additional
domains when generating certificates:

./ ncpgen up --quick --tls --extra-hostnames api.exanpl e. com st agi ng. exanpl e. com

Generated certificates include both | ocal host and the specified hostnames as Subject Alternative Names
(SAN). Both . pemand . crt formats are generated for client compatibility.

* Manual certificate generation—Use the same - - ext r a- host nanes flag for manual generation:

./ mcpgen up --quick --tls --extra-hostnanes "api.exanpl e. com st agi ng. exanpl e. com

For mTLS, include client certificates:

./nmcpgen up --quick --ntls --extra-hostnanmes "api.exanpl e.com stagi ng. exanpl e. cont

Production considerations

Use the following guidelines when managing certificate hostnames in a production environment:
* Plan hostname changes during scheduled maintenance windows.

* Update DNS records before deploying new certificates.

* Verify that all client applications can validate the new certificate hostnames.

* Consider using wildcard certificates (for example, *. exanpl e. com) for flexibility across subdomains.
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Token renewal and revocation

Managing the renewal and revocation of JSON Web Tokens (JWT) for service accounts and exchanged user
tokens is important because short-lived tokens and frequent key rotation help protect your system from security
breaches. By limiting token lifetime and rotating keys quickly, you reduce the risk of unauthorized access if a

token is leaked.

Recommended renewal and revocation strategies

Use the following table to understand renewal triggers and revocation strategies for different token types:

Token type Renewal trigger Revocation strategy
Service account JWT Renew before expiration, for Rotate the signing key. Old tokens
example at 80% of its lifetime will naturally expire because of their

short time-to-live (TTL).

Exchanged user token Renew per session or per API call, | Rely on the upstream identity
oruse ashort TTL of 5to 15 provider (IdP) for revocation and
minutes blacklist enforcement.

Note: Short-lived tokens combined with fast key rotation significantly reduce the blast radius in case of token
leakage.

Patterns to minimize downtime

Minimizing interruptions ensures that clients and applications continue to function without noticeable delays.
The following table describes common patterns that help reduce downtime during upgrades or deployments.
Each pattern includes a description and its trade-offs:

Pattern Description Trade-off

Side-by-side compose Start a new stack on an alternate [ Requires dynamic endpoint
port and then switch the client to the | switching or a load balancer
new stack

Blue or green DNS Maintain two DNS targets and flip |Requires tuning DNS TTL values
traffic after health checks pass for fast propagation

In-place rolling Stop the old stack and start the new [ Causes brief unavailability unless a
stack quickly load balancer manages multiple

instances

Observability hooks during rotation

You need to monitor system health during key and certificate rotation because these changes can introduce
authentication failures, TLS handshake issues, or middleware disruptions. Observability hooks help you detect
problems early and confirm that critical security and performance features remain intact after an upgrade.
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Use the following checks to ensure system stability during rotation:

* Watch for a sudden spike in authentication error rates during key swaps.

* Track TLS handshake failures after certificate rotation.

* Confirm that rate limit audits continue to log events. This approach ensures that middleware remains intact

after an upgrade.

Rollback decision matrix

When issues occur during or after rotation, you must decide quickly whether to roll back. The rollback decision
matrix provides clear guidance on what action to take based on specific symptoms and ensures fast recovery

and minimized downtime, and prevents prolonged service interruptions.

Use this matrix to determine the appropriate rollback action based on observed symptoms:

Symptom

Action

swap

Surge in HTTP 401 errors after service account key

Restore the previous key and reissue tokens

TLS handshake errors for some clients

Verify the intermediate CA chain. Revert to the prior
certificate if the issue is urgent

Increased latency with no code changes

Check token exchange and JWKS network resolution.
Revert if the issue persists

Missing operations in tool discovery

Compare the OpenAPI specification differences. Roll
back if there is a specification regression

Automation suggestions

Manual rotation and validation are error-prone and time-consuming. Automation ensures consistency and

enforces security best practices. These suggestions help you schedule regular checks, validate endpoints, and

rotate keys without human intervention.

Consider implementing the following automation tasks to improve reliability and reduce manual effort:

¢ Continuous integration job—Regenerate the profile weekly using the - - no- pr onpt
test specification parsing and build integrity.

* Scheduled job—Validate the JWKS endpoint using a HEAD request and cache purge. Report any

unreachable states.

* Cron or pipeline task—Rotate development SA keys automatically every month.

- -no-sa flags to
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Vi

OpenAPI specification and advanced
configuration

For details, see the following topics:

* OpenAPI specification quality guidelines
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OpenAPI specification quality guidelines

This section provides guidelines on how to create high-quality OpenAPI specifications for use with the OpenEdge
MCP Server. Following these guidelines ensures that the MCP tools generated from your specifications are
clean, intuitive, and predictable. High-quality specifications provide the following benefits:

Clear tool names and arguments derived from oper at i onl d, parameters, and request body schemas
Accurate input validation possibilities
Helpful tool descriptions that improve agent reasoning

Reduced ambiguity in downstream integration

For details, see the following topics:

Core principles for OpenAPI specifications

Request body guidelines

Define response schemas

Component schema hygiene

Define titles and descriptions for schemas and operations
Ensure clarity in parameter definitions

Error conventions

Versioning and deprecation guidelines

Hand-editing checklist before commit

Common pitfalls in API specifications
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* Minimal example for API specification

Core principles for OpenAPI specifications

When designing OpenAPI specifications for MCP tools, it is important to follow certain principles that ensure
clarity and consistency while ensuring usability. These principles help create predictable tool behavior, improve
integration, and make the specification easier to maintain. The following topic describes the fundamental
principles that help you design robust and maintainable OpenAPI specifications.

The following table lists the key principles, explains why they matter, and provides examples:

Principle Why it matters Example
Unique oper at i onl d per MCP tool IDs map one-to-one to  |get Cust oner Byl d,
operation operationld | i st Custoners
Descriptive summary and rich Tool list shows summary; Summary: Fetch a customer;
description description becomes long help Description: business rules, rate

limits

Explicit request and response Enables clear input/output contracts |r equest Body — $ref:
schemas "# conporent &/ schenas/ G eat e@der FReguest!
Useti t | eincomponent schemas | Provides readable names in title: Customer

generated helper tools

Every object property has at ype [Avoids defaulting to untyped any |type: stringortype:

i nt eger
Mark required fields using Distinguishes mandatory versus required: [id, nange]
requi r ed array optional fields
Enumerate finite sets with enumand | Lets agents constrain values status: {enum [ OPEN,
description CLGCSED] }

Explain side effects in description | Tool consumers can reason about | Creates invoice; idempotent by

writes clientProvidedId
Version the specification Provides traceability and cache 1.3.0
(i nfo. version) invalidation
Avoid generic names Improves clarity of tool list Prefer get Or der | nvoi ces over
doLi st

Request body guidelines

Request bodies define the structure and content of data sent to an API operation. Properly specifying request
bodies ensures accurate input validation, clear contracts, and better reuse of schemas. This section provides
best practices for defining request bodies in your OpenAPI specification.
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Key recommendations

The following recommendations help you define request bodies clearly and consistently in your OpenAPI
specification:

* Always specify cont ent as appl i cati on/j son (or other media types) with a schema reference.

* Use a top-level object schema instead of inline anonymous structures. This approach allows reuse and
better naming.

* Indicate optional versus required fields using the r equi r ed array. Do not rely solely on description text.
* If using arrays, fully specify the i t ems schema, including t ype, $r ef , and descri pti on.

* Provide field-level descri pt i on for non-obvious semantics or constraints.

Example of a well-defined request body

The following example demonstrates how to define a request body and responses for creating a new customer:

post :
summary: Create a new customer
description: Creates a custonmer record. Fails if externalld already exists.
operationld: createCustomer
r equest Body:
required: true

content:
application/json:
schema:
$ref: ' #/ conmponent s/ schenas/ Cr eat eCust oner Request’
responses:
'201':
description: Custoner created
content:
application/json:
schenma:

$ref: '#/ conmponent s/ schemas/ Cust oner’
'409':
description: Conflict — externalld already exists

Define response schemas

Response schemas are structured definitions that describe the format and content of data returned by an API.
They ensure that both the API provider and the consumer have a clear, predictable understanding of what the
response should look like.
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To define clear response schemas, follow these guidelines:

* Always define a primary success code for each response. Common examples include:

Status code Description
200 Successful request
201 Resource created

* Define an explicit error schema such as Er r or Response to ensure predictable error handling. This schema
should include fields that describe the error in detail.

* Avoid unnecessary complexity in schema design. Use oneO , al | OF , oranyOf only when strictly required.
Prefer simpler schema shapes for better readability and maintainability.

* For list endpoints, use an envelope that includes metadata along with the items. This approach provides
additional context such as total count and pagination details. Here is an example schema for a customer

list:

Cust omer Li st :
title:
type: object
required:
properties:

itens:
type:
itens:
$ref:
total:
type:
descri pt

type: st

Cust omer Li st

[itens,

array

i nteger

next Cur sor:

nul | abl e:

total]

' #/ conmponent s/ schemas/ Cust oner’

ion: Total available (not just page size)

ring
true

* Use format attributes such as dat e-ti ne, uui d, or emai | to provide additional validation and clarity.

Component schema hygiene

Component schema hygiene is the practice of defining schemas in a structured, explicit, and reusable way.

Poor schema hygiene

can lead to ambiguous documentation and unpredictable tooling behavior, which leads

to reduced maintainability. This topic explains best practices for maintaining clean and consistent component
schemas in API specifications.
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Common anti-patterns and preferred approaches

The following table lists common anti-patterns, their preferred alternatives, and the rationale for adopting best

practices:
Anti-pattern Preferred approach Rationale

Implicit object {} with no type Use type: object with Improves clarity and supports
propertiesandtitle downstream code generation

Missing property types Define explicit types such ast ype: |Prevents fallback to generic types
string

Nested anonymous objects Extract to a named component with | Promotes reuse and cleaner
atitle documentation

Overuse of Use explicit properties or Avoids “anything goes” behavior in

addi ti onal Properties: true|constrained maps tooling

No examples Add exanpl e: orexanpl es: with |Helps agents and developers
realistic payloads understand usage

Provide examples for complex objects

Always include at least one of the following for complex objects:
* exanple

* exanpl es

* x-* extension with realistic payload snippets

Note: Examples improve reasoning for automated agents and help developers understand expected data
structures.

Define titles and descriptions for schemas and operations

Effective titles and descriptions for APl components and operations provide guidance on summarizing
functionality, detailing business rules, and including technical considerations such as authorization and
idempotency.

Titles and descriptions for component schemas

Component schemas require clear and concise titles and descriptions to help developers understand their
purpose and usage. Here are the recommeded guidelines:

* Fortitl e, use ashort, descriptive phrase that identifies the schema.

* Begin the descri pti on with a concise sentence that summarizes the schema. Follow with detailed rules
and constraints.
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Summaries and descriptions for operations

Operations need summaries and descriptions that convey intent and technical details. Summaries should be
brief, while descriptions can include multiple paragraphs. Recommended guidelines include:

* Limit summar y to 60 characters. State the purpose of the operation clearly.
* Fordescri pti on, provide detailed information, including:
* Business rule edge cases—Describe any exceptions or special conditions that apply to the operation.

* Authorization expectations—Specify the required scopes or roles that are necessary to perform the
operation.

* Ildempotency guarantees—Indicate whether the operation is idempotent and explain the conditions
under which this guarantee holds.

* Rate limit nuances—Provide information about any rate-limiting policies or thresholds that affect the
operation.

* Side effect notes—Explain any downstream workflows or triggers that occur as a result of executing
the operation.

Ensure clarity in parameter definitions

Clear and consistent parameter definitions improve usability and reduce ambiguity for developers. The table
below summarizes the aspects of parameter definitions and the corresponding guidelines:

Parameter aspect Guideline

Names Use consistent names across all endpoints. For example, use cust oner | d
instead of alternating between i d or cust | d.

Path parameters Always declare r equi r ed: true and specify schema. t ype for each path
parameter.
Query pagination Standardize pagination by using either | i mi t and cur sor or page and

pageSi ze. Document the chosen approach in the parameter description.

Booleans Avoid tri-state confusion. If a boolean parameter is nullable, document its
semantics clearly.

Filtering arrays Use repeatable query parameters, for example
filter=val 1&filter=val 2, or comma-separated values (CSV). Document
which approach is implemented.

If pagination and filtering are widely used across the API, include a short section in the global description
(information section) to explain the standard approach. This ensures consistency and helps developers
understand the expected patterns.
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Error conventions

Error conventions define a consistent approach for representing and handling errors in API responses. They

ensure that clients receive predictable and structured error information that improves debugging and automation
and enhances the overall user experience. You can specify how errors should be structured, what fields should
be included, and how these schemas should be referenced in non-successful responses.

Define a canonical error schema

A canonical error schema serves as the single source of truth for error representation. It should include essential
fields such as an error code, a message, and optional details for context.

The following example shows a recommended error schema:

Err or Response:
title: ErrorResponse
type: object
requi red: [code, nessage]
properties:
code:
type: string
description: Machine readable error code
nmessage:
type: string
description: Human readabl e message
detail s:
type: object
addi tional Properties: true
description: Optional structured context

Always reference the canonical error schema in all non-successful responses, such as 4xx and 5xx status
codes. This approach ensures that generated tools and client applications can handle errors consistently.

Versioning and deprecation guidelines

To manage API versioning and handling deprecated features in a way that ensures clarity and minimizes
disruption for consumers, follow these guidelines that help maintain backward compatibility and provides
transparency during major changes:

* Increment the version for breaking changes—Always update the i nf 0. ver si on field whenever a
breaking change is introduced. This practice signals to consumers that the API has changed in a way that
may require updates on their side.

* Mark deprecated operations and properties explicitly—Instead of silently removing operations or
properties, use the depr ecat ed: tr ue attribute. This approach provides clear communication to API
consumers and allows them time to migrate before a major version bump.

* Add change notes for significant breaking changes—Include a clear change note in the top-level
i nf o. descri pti on field whenever there is a significant breaking change. This approach ensures that
consumers are aware of the impact and can plan accordingly.

Hand-editing checklist before commit

The hand-editing checklist helps maintain high-quality APl documentation by enforcing standards for operations,
schemas, and error handling. It reduces the risk of incomplete or ambiguous specifications.
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The following table lists the key items to review before committing changes:

* Every operation includes a sunmar y, descri pti on, and an oper at i onl d for clarity and identification.
* Each r equest Body references a component schema instead of using large inline objects.

* Each success response references a component schema or a primitive schema to maintain consistency.

* Everyobjectschemaincludesatitl e, specifiest ype: obj ect,and providesadescri pti on forbetter
documentation.

* All required fields are explicitly listed to prevent ambiguity.

* Property types are defined, and f or mat is specified where applicable.

* Enumerations include a description that explains the purpose of each value.

* Examples are added for complex or critical objects to aid understanding.

* Deprecated items are marked using depr ecat ed: true and are not removed silently.

* The error schema is referenced in all error responses to ensure consistent error handling.

Common pitfalls in API specifications

Common pitfalls can lead to tool generation failures, poor documentation quality, and unexpected runtime
behavior. Addressing these issues early improves developer experience and reduces maintenance overhead.
This topic describes frequent mistakes that occur during API design and their impact on MCP tools. It also
provides recommended fixes to avoid these issues.

The following table lists common pitfalls, their impact on MCP tools, and recommended fixes:

Pitfall Impact of MCP tools Recommended fix
Missing oper ati onl d Tool generation fails or produces |Add a unique, verb-object style
generic IDs operationld
Verbose inline request bodies Harder reuse and cluttered tool Extract the request body into a
descriptions component under

conponent s. schenmas

Unbounded arrays Response guard might truncate Document the maximum size or
unexpectedly introduce pagination
Ambiguous numeric types Agents misinterpret currency versus [Use fornmat : i nt 32 or f or mat ;
count f | oat and mention the currency
unit
Empty descriptions Poor agent reasoning and lack of |Fill in summaries and descriptions
context for clarity
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This topic provides a minimal yet complete example of an OpenAPI specification that follows best practices. It
demonstrates how to structure endpoints, define schemas, and include essential metadata for clarity and
consistency.
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openapi: 3.0.3
i nfo:
title: Sanple Custoner AP
version: 1.2.0
description: >
Cust omer nmanagenent endpoi nts. Pagination uses limt+cursor. Errors conformto
Err or Response
pat hs:
/ cust oner s/ {custonerl d}:
get:
summary: Get custoner
description: Returns a single customer by id. Requires customer.read scope.
operationld: getCustoner

par aneters:

- nane: custonerld
in: path
required: true
schenma:

type: string
description: UUI D of the custoner

responses:
'200':
description: Custorer found
content:
application/json:
schena:

$ref: '#/ conmponent s/ schemas/ Cust oner’
'404'
description: Not found
/ custoners:
post :

sumary: Create custoner
description: Creates a custoner. |denmpotent by externalld
operationld: createCustoner
r equest Body:

required: true

content:
application/json:
schema:
$ref: ' #/ component s/ schemas/ Cr eat eCust omer Request '
responses:
'201':
description: Created
content:
application/json:
schena:

$ref: '#/ conmponent s/ schemas/ Cust oner’
conponent s:
schemas:
Cust oner:
title: Custoner
type: object
required: [id, nane]
properties:
id:
type: string
format: uuid
name:
type: string
st at us:
type: string
enum [ ACTI VE, | NACTI VE]
description: Current lifecycle status
Cr eat eCust onmer Request :
title: CreateCustonerRequest
type: object
required: [externalld, nane]
properties:
external | d:

OpenEdge:
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type: string
nane:
type: string
st at us:
type: string
enum [ ACTI VE, | NACTI VE]
Err or Response:
title: ErrorResponse
type: object
requi red: [code, nessage]
properties:
code:
type: string
nessage:
type: string
detail s:
type: object
addi ti onal Properties: true
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