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1
Learn about OpenEdge Command Center

OpenEdge Command Center is a cloud-ready OpenEdge management console capable of managing multiple
OpenEdge resources and installations across various machines and versions of OpenEdge.

OpenEdge Command Center features the latest UI and UX technologies. Currently, OpenEdge Command
Center is built to effectively manage PAS for OpenEdge instances and OpenEdge databases. It simplifies the
administrative overhead by introducing lightweight agents and a centralized server, and it is designed to be
highly available and extremely reliable.

OpenEdge Command Center uses open standard APIs to rapidly serve your integration use cases and provide
timely information in a modern and easy-to-use interface. Intuitively designed, OpenEdge Command Center
can be accessed with modern desktop or tablet-based web browsers allowing for a secure connection regardless
of your platform.

To support your custom business needs for application integration and access, OpenEdge Command Center
uses OpenAPI v3.0 REST APIs accompanied with interactive Swagger documentation to help you add your
own resources along the way.
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What's New in OpenEdge Command Center
2.1

OpenEdge Command Center 2.1 delivers the following enhancements:

• Create and Manage Custom Roles for OpenEdge Command Center Agent
on page 11

• Support for External Identity Provider Authentication

• Access OpenEdge Command Center Information Using an MCP Client

• Manage OpenEdge Database Configurations on page 12

• Manage OpenEdge Database Users and Roles on page 12

• Reset the OpenEdge Command Center Database User Password on page
12

• View OpenEdge Database Process Details on page 13

• Manage APSV Transport for a PAS for OpenEdge Instance on page 13

• Manage REST Transport for a PAS for OpenEdge Instance on page 13

• Manage SOAP Transport for a PAS for OpenEdge Instance on page 14

• Manage Web Transport for a PAS for OpenEdge Instance on page 14

• Export and Import PAS for OpenEdge Configurations

For details, see the following topics:

• Create and Manage Custom Roles for OpenEdge Command Center Agent

• Support for External Identity Provider Authentication

• Access OpenEdge Command Center Information Using an MCP Client

• Manage OpenEdge Database Configurations

• Manage OpenEdge Database Users and Roles

• Reset the OpenEdge Command Center Database User Password

• View OpenEdge Database Process Details

• Manage APSV Transport for a PAS for OpenEdge Instance

• Manage REST Transport for a PAS for OpenEdge Instance

• Manage SOAP Transport for a PAS for OpenEdge Instance

• Manage Web Transport for a PAS for OpenEdge Instance

• Export and Import PAS for OpenEdge Configurations
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Create and Manage Custom Roles for OpenEdge
Command Center Agent

Administrators can now create, retrieve, update, and delete custom roles for OpenEdge Command Center
agents through the Authorization Server APIs. Custom roles apply to only the resources that the administrators
choose, unlike predefined system roles that provide access to all the resources. Thus, with custom roles,
administrators can grant users the least-privilege access to only the specific resources that an OpenEdge
Command Center agent manages, such as an OpenEdge database or a PAS for OpenEdge instance.

For more information, see "Create and manage custom roles" in Use the OpenEdge Command Center and
Authorization Server REST API Reference.

Support for External Identity Provider Authentication
OpenEdge Command Center now supports user authentication through an external identity provider that
complies with OpenID Connect (OIDC). You can configure Microsoft Entra ID or Okta, or any other identity
provider for OpenEdgeCommandCenter to enable single sign-on, centralized user management, andmulti-factor
authentication enforced by identity provider for your organization. Users sign in through the identity provider
and their OpenEdge Command Center permissions are determined by the app roles that they are assigned in
the identity provider.

You can use the SWITCHAUTHMODE utility on the OpenEdge Command Center server to store and activate
authentication configurations and to return to local authentication when required. At a time, only one
authentication mode is active, and an inactive configuration is retained so that you can activate it again without
entering its configuration values again.

For more information, see Learn about external identity provider (IdP) authentication and SWITCHAUTHMODE
utility.

Access OpenEdge Command Center Information
Using an MCP Client

System Administrators and Application Administrators can now use an MCP-compatible AI client to retrieve
authorized information from OpenEdge Command Center. The OpenEdge Command Center MCP server
provides:

• Read-only tools for viewing authorized information about server nodes, Agents, OpenEdge installations,
PAS for OpenEdge instances, applications, transports, and databases.

• Prompts that guide the MCP client in using read-only tools to review and summarize information about your
OpenEdge Command Center environments.

The MCP Server is included with the OpenEdge Command Center Server installation. It does not modify
OpenEdge Command Center resources. It uses:

• The authentication mode configured for OpenEdge Command Center

• The authenticated user’s existing roles and permissions to control access to information

For more information, see Learn about the OpenEdge Command Center MCP Server.

11OpenEdge Command Center: What's New in OpenEdge Command Center: Version 2.1

Create and Manage Custom Roles for OpenEdge Command Center Agent



Manage OpenEdge Database Configurations
OpenEdge Command Center now supports database configuration management through REST APIs. As a
Database Administrator, System Administrator, or DevOps Engineer, you can create, view, update, and delete
configurations. You can also retrieve database summary details and database parameters for an OpenEdge
database.

Previously, you could perform these tasks only through OpenEdge Management, command-line utilities, or by
manually editing database configuration files. With REST APIs, you can now easily manage configurations
across the General, Background Writers, After Image Management, International, Advanced, Diagnostics,
Statistics, SQL Configuration, SSL Configuration, and Agent categories.

This feature reduces manual configuration-file changes and helps minimize configuration errors, while enabling
you to automate database configuration tasks through REST APIs.

For more information, see OpenEdge Command Center REST API Reference.

Manage OpenEdge Database Users and Roles
Administrators can now manage OpenEdge database users, roles, and role assignments through OpenEdge
Command Center REST APIs. They can create, update, view, and delete database users and roles, and assign
or revoke one or more roles for a user.

Previously, administrators could only view the schema, users, and roles of a selected OpenEdge database.
However, it did not provide a way to create, update, or delete the database users or roles, or to manage role
assignments.

This feature simplifies database access management by allowing you to centrally create andmanage database
users and roles through OpenEdge Command Center APIs. It improves consistency and security across
environments, supports automation, and provides a foundation for future user interface enhancements.

For more information, see OpenEdge Command Center REST API Reference.

Reset the OpenEdgeCommandCenter Database User
Password

Administrators can now reset the password for the OpenEdge Command Center database user account by
using the resetoeccdbpassword utility. The utility can be run on a standalone server or the primary server
in a high-availability setup. This enhancement enables administrators to change the database password in
accordance with organizational security policies.

For more information, see "RESETOECCDBPASSWORD utility" in Use OpenEdge Command Center.
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View OpenEdge Database Process Details
OpenEdge Command Center now provides real-time process details for a running OpenEdge database,
including details of CPU and memory consumption, broker process details, and the number of connected
database users through REST APIs.

Previously, Database Administrators, SystemAdministrators, or DevOps Engineers could retrieve this information
only through OpenEdgeManagement or command-line tools. With the REST APIs, they can now easily monitor
database health and automate database health checks.

For more information, see OpenEdge Command Center REST API Reference.

Manage APSV Transport for a PAS for OpenEdge
Instance

OpenEdge Command Center now supports managing APSV transport for a PAS for OpenEdge instance through
REST APIs. Previously, System Administrators or Application Administrators could manage APSV transport
only by using separate PAS for OpenEdge utilities.

Now, they can also use OpenEdge Command Center APIs to perform the following APSV transport management
tasks:

• Enable and disable APSV transport.

• Retrieve and update APSV transport configuration properties.

• Retrieve APSV transport runtime metrics.

For more information, see OpenEdge Command Center REST API Reference.

Manage REST Transport for a PAS for OpenEdge
Instance

OpenEdge Command Center now supports managing REST transport for a PAS for OpenEdge instance through
REST APIs. Previously, System Administrators or Application Administrators could manage REST transport
only by using separate PAS for OpenEdge utilities.

Now, they can also use OpenEdge Command Center APIs to perform the following REST transport management
tasks:

• Enable and disable REST transport.

• Retrieve and update REST transport configuration properties.

• Retrieve REST transport metrics.

• Retrieve REST transport runtime properties.

For more information, see OpenEdge Command Center REST API Reference.
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Manage SOAP Transport for a PAS for OpenEdge
Instance

OpenEdge Command Center now supports managing SOAP transport for a PAS for OpenEdge instance
through REST APIs. Previously, System Administrators or Application Administrators could manage SOAP
transport only by using separate PAS for OpenEdge utilities.

Now, they can also use OpenEdge Command Center APIs to perform the following SOAP transport management
tasks:

• Enable and disable SOAP transport.

• Retrieve and update SOAP transport configuration properties.

• Retrieve SOAP transport runtime metrics.

• Retrieve and update SOAP transport runtime properties.

• Retrieve SOAP services.

• Deploy and undeploy SOAP services.

For more information, see OpenEdge Command Center REST API Reference.

Manage Web Transport for a PAS for OpenEdge
Instance

OpenEdge Command Center now supports managing web transport for a PAS for OpenEdge instance through
REST APIs. Previously, System Administrators or Application Administrators could manage web transport only
by using separate PAS for OpenEdge utilities.

Now, they can also use OpenEdge Command Center APIs to perform the following web transport management
tasks:

• Enable and disable web transport.

• Retrieve and update web transport configuration properties.

• Retrieve web transport runtime metrics.

• Manage WebHandler.

For more information, see OpenEdge Command Center REST API Reference.

Export and Import PAS for OpenEdge Configurations
OpenEdge Command Center now supports exporting the supported PAS for OpenEdge run-time configurations
as portable JSON files and importing them into one or more registered target PAS for OpenEdge instances
through REST APIs. You can select PAS for OpenEdge configuration files, ABL applications, and Web
applications for export, and use application mappings when the source and target names differ.
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Before importing a configuration, OpenEdge Command Center verifies compatibility between the source and
target environments. The import also supports dry-run mode, per-target results, and automatic backup and
restoration to help you review and apply configuration changes safely.

The export excludes sensitive and environment-specific properties. These properties are not applied during
import and you must configure them separately in the target environment.

For more information, see OpenEdge Command Center REST API Reference.
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3
What's New in OpenEdge Command Center
2.0

OpenEdge Command Center 2.0 delivers the following enhancements:

• Install OpenEdge Command Center Server with Automatic MongoDB Setup
on page 18

• Manage User Access with Authorization Server on page 18

• Establish Secure Connections using Mutual TLS Authentication on page
18

• View Schema, Users, and Roles of a Selected Database

• Edit the ABL Application configuration on page 19

• Deploy an ABL Application using OpenEdge Application Archive File on
page 19

• Usability Enhancements for OpenTelemetryMetrics of OpenEdgeResources
on page 20

For details, see the following topics:

• Install OpenEdge Command Center Server with Automatic MongoDB Setup

• Manage User Access with Authorization Server

• Establish Secure Connections using Mutual TLS Authentication
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• View Schema, Users, and Roles of a Selected Database

• Edit the ABL Application configuration

• Deploy an ABL Application using OpenEdge Application Archive File

• Usability Enhancements for OpenTelemetry Metrics of OpenEdge Resources

Install OpenEdge Command Center Server with
Automatic MongoDB Setup

System Administrators and Application Administrators can now install the OpenEdge Command Center server
without requiring tomanually download and configureMongoDB. In addition, the installer now provides enhanced,
intuitive installation screens that guide you through the setup process with minimal effort.

Previously, Administrators had to manually download and install MongoDB before setting up the OpenEdge
Command Center server, which created unnecessary overhead in the installation process.

This feature simplifies the installation process and provides a quicker and more reliable installation experience.

For more information, see "Install and configure the OpenEdge Command Center server" and "Troubleshoot
installation and configuration issues for OpenEdge Command Center server and agent'' in Use the OpenEdge
Command Center.

Manage User Access with Authorization Server
A new component called the Authorization server is introduced in OpenEdge Command Center to manage
user access. The Authorization server manages user access to the OpenEdge Command Center server, the
OpenEdge Command Center agent and its managed resources, including PAS for OpenEdge instances and
OpenEdge databases, and the Authorization server itself, using Role-Based Access Control (RBAC). RBAC
determines access to the OpenEdge Command Center components based on assigned roles.

The Authorization server also provides user and role management capabilities. You can create users and
assign and remove roles for accessing OpenEdge Command Center components using the Authorization
server REST APIs.

For more information, see "Authorization server" and "Create users and manage roles using Authorization
server" in Use the OpenEdge Command Center.

Establish Secure Connections using Mutual TLS
Authentication

All the OpenEdge Command Center components, such as the server, agent, and Authorization server, now
communicate over HTTPS only, ensuring transport-level security. Also, OpenEdge Command Center now
supports mutual TLS authentication, which validates the identities of both parties involved in communication,
so that each party is trusted by the other.
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To implement mutual TLS authentication, trusted root CA-signed certificates presented by both parties are
verified before establishing a secure connection. So, OpenEdge Command Center provides default certificates
to all its components. Alternatively, you can provide them with signed certificates, as described in Configure
mutual TLS authentication. If any certificate lacks proper hostname information, you can bypass the hostname
validation by disabling the newly-added nohostverify property. Any failures during the mutual TLS
authentication process are recorded in the log files.

View Schema, Users, and Roles of a Selected
Database

System Administrators and Database Administrators can now use OpenEdge Command Center to view the
schema, users, and system-defined roles information of a running OpenEdge database.

By logging into the selected database from OpenEdge Command Center, they can view these details:

• Schema: Includes tables and columns

• Users: Includes usernames and their associated roles

• System-defined roles: Includes created by, type, and description associated with each role.

For more information, see "View schema, users, and roles of a selected database" in Use the OpenEdge
Command Center.

Edit the ABL Application configuration
System Administrators and Application Administrators can now view and update the configuration of an ABL
application deployed on a PAS for OpenEdge instance. The new Edit ABL Application page provides a
user-friendly interface to manage configurations, such as MSAgent startup settings, session procedures, logging
options, and PROPATH with minimal clicks. Administrators can access the page from either the PAS for
OpenEdge Instances page or the ABL Applications page.

For more information, see "Edit the ABL application" in Use the OpenEdge Command Center.

Deploy an ABL Application using OpenEdge
Application Archive File

OpenEdge Command Center now supports deployment of the ABL applications and their associated web
applications to the PAS for OpenEdge instances using the OpenEdge Application Archive (OEAR) files.

As a System Administrator or Application Administrator, you can deploy the ABL application along with its
associated web applications to the PAS for OpenEdge instance in one go by using this new simplified deployment
process.. Previously, OpenEdge Command Center supported only WAR file-based deployment.

For more information, see "Deploy ABL application" and "Manage ABL applications" in Use the OpenEdge
Command Center.
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Usability Enhancements for OpenTelemetry Metrics
of OpenEdge Resources

TheOpenTelemetry (OTel) metric names of OpenEdge resources, PAS for OpenEdge and OpenEdge database,
are now standardized based on industry norms.

Previously, the dynamically generated metadata was embedded within metric names, which made it difficult
for users to query and filter data in the configured APM tools. Now, the dynamic data is separated into
resource-level and metric-level attributes, which makes it easier to query and filter data in the configured APM
tool.

Also, a new metric, instance_running_status, is introduced, which indicates the operational status of an
OpenEdge resource.

For more information, see "OpenTelemetry metrics for OpenEdge database" and "OpenTelemetry metrics for
PAS for OpenEdge" in Use the OpenEdge Command Center.
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4
What's New in OpenEdge Command Center
1.3

OpenEdge Command Center 1.3 delivers the following enhancements:

• Start or Stop OpenEdge Databases on page 21

• Discover OpenEdge Databases on page 22

• Manage OpenEdge Database Connections on page 22

For details, see the following topics:

• Start or Stop OpenEdge Databases

• Discover OpenEdge Databases

• Manage OpenEdge Database Connections

Start or Stop OpenEdge Databases
Database Administrators and SystemAdministrators can now start or stopOpenEdge databases usingOpenEdge
Command Center. The intuitive user interface enables administrators to quickly start the stopped databases
or stop the running databases. In addition, they can start or stop multiple databases simultaneously.
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For more information, see "Start or stop OpenEdge databases" in Use the OpenEdge Command Center.

Discover OpenEdge Databases
In this release, OpenEdge Command Center supports the discovery of running OpenEdge databases, by
default. When anOpenEdge Command Center agent is started, it discovers all the running OpenEdge databases
on its systems and displays the databases and their connection details.

TheNewly Discovered panel now displays the discovered databases. From this panel, Database Administrators
and System Administrators can quickly start a stopped database by clicking it to open theOpenEdge Databases
page.

This feature eliminates the need for administrators to manually add OpenEdge database connection details,
saving valuable time and effort.

For more information, see "OpenEdge Command Center console dashboard" and "Manage OpenEdge
databases" in Use the OpenEdge Command Center.

Manage OpenEdge Database Connections
Database Administrators and System Administrators can nowmanage OpenEdge database connections using
OpenEdge Command Center. The intuitive user interface enables Administrators to perform the following tasks:

• Adding a new database connection by specifying details, such as OpenEdge installation, database name,
path, port number, and user ID.

• Editing the existing database connections by modifying various details, including labels, port number, user
ID, password, and other parameters.

• Removing one or more OpenEdge database connections.

For more information, see "Manage OpenEdge databases" in Use the OpenEdge Command Center.
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5
What's New in OpenEdge Command Center
1.2

OpenEdge Command Center 1.2 delivers the following enhancements:

• Support for OpenTelemetry Metrics on page 24

• Enhanced PAS for OpenEdge Management on page 24

• Windows Installer on page 24

For details, see the following topics:

• Support for OpenTelemetry Metrics

• Enhanced PAS for OpenEdge Management

• Windows Installer
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Support for OpenTelemetry Metrics
In this release, System Administrators canmonitor the performancemetrics of the following OpenEdge resources
using OpenEdge Command Center agents:

• PAS for OpenEdge

• OpenEdge database

The performance metrics are collected using the OpenTelemetry (OTel) standard, which is a vendor-agnostic
and open-source technology. This feature provides system administrators and DevOps Engineers the flexibility
to choose an Application Performance Monitoring (APM) platform, such as Elastic APM, Dynatrace, NewRelic,
and so on, to monitor the PAS for OpenEdge instances and OpenEdge database, and view the performance
metrics. System Administrators can use these metrics to understand performance issues and accordingly tune
their OpenEdge resources for optimal performance.

Collecting performance metrics involves installing and configuring the following components:

• OpenEdge Command Center agent

• OpenTelemetry Collector

• Optionally, APM tools

For more information, see "Monitor OpenEdge resources using the OpenEdge Command Center agent" inUse
the OpenEdge Command Center.

Enhanced PAS for OpenEdge Management
In this release, System Administrators can clone a PAS for OpenEdge instance to quickly create an identical
instance for load balancing. The intuitive user interface enables System Administrators to specify details, such
as instance name, labels, and OpenEdge installations, for cloning a PAS for OpenEdge instance. In addition,
System Administrators can specify the cloned instances to start after they are created and can create up to
eight identical PAS for OpenEdge instances in a single clone operation.

For more information, see "Clone a PAS for OpenEdge instance" in Use the OpenEdge Command Center.

Windows Installer
In this release, System Administrators can install the OpenEdge Command Center server on the Windows
platform using a Windows installer. With this installer, System Administrators can easily install the OpenEdge
Command Center server on aWindows machine without performing the manual steps of configuring MongoDB
settings and editing several JSON files, which were required while using the ZIP package to install the server.
The Windows installer enables the System Administrators to:

• Set up OpenEdge Command Center as a Windows service.

• Set up OpenEdge Command Center for high availability configurations, which helps ensure service availability
during planned or unplanned maintenance outages.

• Install OpenEdge Command Center in the silent mode.
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For more information, see "Launch the OpenEdge Command Center installer" inUse the OpenEdge Command
Center.
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