» Progress’

<

Corticon
Server

3 Progress Corticon






Copyright

© 2021 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

These materials and all Progresss software products are copyrighted and all rights are reserved by Progress
Software Corporation. The information in these materials is subject to change without notice, and Progress
Software Corporation assumes no responsibility for any errors that may appear therein. The references in
these materials to specific platforms supported are subject to change.

DataDirect Cloud, DataDirect Connect, DataDirect Connect64, DataDirect XML Converters, DataDirect XQuery,
DataRPM, Defrag This, Deliver More Than Expected, DevReach (and design), Icenium, Inspec, Ipswitch,
iMacros, Kendo Ul, Kinvey, MessageWay, MOVEit, NativeChat, NativeScript, OpenEdge, Powered by Chef,
Powered by Progress, Progress, Progress Software Developers Network, SequeLink, Sitefinity (and Design),
Sitefinity, Sitefinity (and design), SpeedScript, Stylus Studio, Stylized Design (Arrow/3D Box logo), Styleized
Design (C Chef logo), Stylized Design of Samurai, TeamPulse, Telerik, Telerik (and design), Test Studio,
WebSpeed, WhatsConfigured, WhatsConnected, WhatsUp, and WS_FTP are registered trademarks of Progress
Software Corporation or one of its affiliates or subsidiaries in the U.S. and/or other countries.

Analytics360, AppServer, BusinessEdge, Chef Automate, Chef Compliance, Chef Desktop, Chef Habitat, Chef
WorkStation, Corticon.js, Corticon Rules, Data Access, DataDirect Autonomous REST Connector, DataDirect
Spy, DevCraft, Fiddler, Fiddler Everywhere, FiddlerCap, FiddlerCore, FiddlerScript, Hybrid Data Pipeline, iMail,
JustAssembly, JustDecompile, JustMock, KendoReact, NativeScript Sidekick, OpenAccess, PASOE, Pro2,
ProDataSet, Progress Results, Progress Software, ProVision, PSE Pro, Push Jobs, SafeSpaceVR, Sitefinity
Cloud, Sitefinity CMS, Sitefinity Digital Experience Cloud, Sitefinity Feather, Sitefinity Insight, Sitefinity Thunder,
SmartBrowser, SmartComponent, SmartDataBrowser, SmartDataObjects, SmartDataView, SmartDialog,
SmartFolder, SmartFrame, SmartObjects, SmartPanel, SmartQuery, SmartViewer, SmartWindow, Supermarket,
SupportLink, Unite UX, and WebClient are trademarks or service marks of Progress Software Corporation
and/or its subsidiaries or affiliates in the U.S. and other countries. Java is a registered trademark of Oracle
and/or its affiliates. Any other marks contained herein may be trademarks of their respective owners.

Last updated with new content: Corticon 6.2

Updated: 2021/06/04

Progress Corticon: Server: Version 6.2



Copyright

4 Progress Corticon: Server: Version 6.2



Contents

Table of Contents

ADOUL COTTICON SEIVEIS. ...t e e e e e e 7
Server registration With WED CONSOIE..........oiiiiiiii et e e e e e e e e e anaees 8
INSIAE COMtICON SEIVET ..ottt e e e 11
THE DASIC PALN.....eeeeee ettt 12

F Y oTo U1 ANV 0T T oo TN 2 1 T=T0 0 o Y25 12
ADOUL SEIVET PIOPEITIES. ..ttt ittt e ettt e e et e e e e ettt e e e s bbb e e e e e snbb e e e e e e nbaeeeeenanbeas 12
MuUlti-threaded EXECULION. . ... ittt e e e e e e s e e s bbb r et e e e e e e e s e e sanbbebeeeeeeas 12
[T Tod (0] g1 £ | (PP PUPPPPPTT 13

T YT ] 1= 1 < PP PP P PP PTPPPPTPRR 14
Dynamic discovery of new or changed DeCiSION SEIVICES..........coiiiiiiiieiiiiiiiee et 15
Dot =T o] 1o o N = T T |1 s To TSRS 15

7= 1ol g I o] (o 1ot X1 [ o o T OO UPPPPTPPPPPPTN: 15

Set Server startup to auto load CDD fil@S........ccooiiiiiiieeee e 16
COrtICON SEIVEI 100S . i 17
HOW USErS tYPICAIIY USE I0GS. ... ueiiieiiiiiiiee ittt e et e e e aa e e e e abb e e e e e s aaes 17

How to change 10gging CONfIQUIAtioN ............ociiiiiiiieii e e e e e e s s ee e 18
(0] 1 1[o [ = (o]0 1 T PSP PP OPPPPTTPTPPN 18

(7o) a1 To 0 T¢I To o 11T SRR 19
TroubleShOOtING COMICON SEIVE.....ciiiiii ittt et e e e e e e s s et e e e e e e aaeeeesaaaansbnreeeeeeas 20
Performance and tUNING......cooouiiiii e 25
Rulesheet performance and tUNING..........oooiiiiiiiiiir e e e e e e e e e e s e s e eeees 25
Server performance and TUNING. ... ...ooi et e e et e e e e e e e e e e e s e anbnbberreeaaaaaaaaaeas 26
Y=Y =T o TUT1 o I o o =] o 1= PSR 26

SErver EXECULION PrOPEITIES. . ..o ettt eet e e e e ettt et et e e e e e e s e e bbb e e et e e eaaaeeesaaannbbebeeeaaaaaaaeaaas 27

Ability to allocate execution threads. ...........uuiiiiiieiiiiii e 31

Optimize pool settings for PErfOrMANCE. ....... ..o e 31
Single Maching CONfIQUIALION............iiiiieieee e e e e e e e e e s s s rereeaeeeaeen 32
(0T o 1= Tt 142 o] =T o T 11 s o [P T TSSO PPPPPPRPP 33

TRE JAVA CIOCK.....eeeiii ettt s sttt e e e e st e e e e s nbbe e e e e nnnbeas 34
Diagnose runtime PEIfOIMANCE ........ooiiiiii ittt e e e e e e s e et e e e e e e e e e e e e e e annbbebneeeaeas 34
Appendix A: Server Properties and SettingS........cccoevvvveiiiiiiiiiiiiinnee e 41
Settable properties described iN CONEXL..........c.uiiiiiiiii e 43

Progress Corticon: Server: Version 6.2 5



Contents

WED CONSOIE SEIVEI PrOPEITIES. .. .eeeiiiiie ettt e e e e et e e e e e e e e e e s e e s bbb e e e e e e aaaeesesaaaansbneeeeeeeas 44
Appendix B: Corticon Server APl ... 45
SEIVET IN-PrOCESS AP ... ettt e et e et ee e e e e et s s et b et e e eeeeaaeeesesanssnranrneeraeaeeeeenn 45
Y Y ] S Y = USRS 46

Error handling in the REST Management APl .........ooo i 46

How to access the Vocabulary metadata of a Decision Service...........ccccvveeeeiiiiiiininiiiiiiieeee. 47

The REST API Swagger dOCUMENTALION. .......ciieeeeiiii ittt iee e e e e e e e e s s s st e e e e e e e e e e s s s snnnenreeeeees 49

6 Progress Corticon: Server: Version 6.2



About Corticon Servers

Progresse Corticon® Business Rules Server processes the rules modeled, verified and tested in Corticon Studio.
Corticon Server is a natural fit for today's deployment architectures, supporting on-premise and cloud deployment,
web service deployment in popular application servers, in-process deployment for real-time applications, and
application containers.

Corticon Server is provided in two installation sets: Corticon Server for Java, and Corticon Server for .NET.

* The Corticon Server for Java provides the necessary components to deploy Corticon as a REST or SOAP
service on a Java application server or to deploy Corticon in-process in your custom Java application.
Corticon Server provides installers for both Windows and Linux. The actual deployment artifacts - the JAR
and WAR files - are platform independent. See the Web Services and In-Process guides for more information.
See the Corticon 6.2 - Supported Platforms Matrix for a list of supported application servers.

Note: IMPORTANT: Default application server - Corticon Server and Web Console install a standard
Tomcat distribution to help you quickly get started. This is a standard Tomcat distribution at the time of
Corticon release. It may not have the latest security patches or other security configuration changes
recommended for production use. When moving to production, it is recommended to deploy Corticon Server
and Web Console to a supported application server that you have supplied and secured. If you choose to
use the bundled Tomcat in production, you assume responsibility for applying Tomcat security patches and
performing security configuration.

* The Corticon Server for .NET provides the necessary components to deploy Corticon as a REST or SOAP
service to Microsoft Internet Information Services (11S) or to deploy Corticon in-process in your custom .NET
application. Corticon Server .NET install is only available on Windows. Corticon uses a high performance
bridging technology to call from .NET languages such as C# to Corticon Server. See the Web Services and
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In-Process guides for more information. See the Corticon 6.2 - Supported Platforms Matrix for a list of
supported platforms.

For details, see the following topics:

e Server registration with Web Console

Server registration with Web Console

The following properties are settings you can apply to your Corticon Server installation by adding all the
properties and appropriate values as lines in its br ns. pr operti es file, and then restarting Server. The effect
of these settings will be to register the server in the Web Console if it is not already registered. The Web Console
Server must be running and accessible at its URL.

Web console values are defaulted to the out-of-the-box Tomcat configuration of the Web Console installation.
Enable the feature—When this is f al se the feature will not use any of its other properties.
com corticon.ccserver. autoregi stration. enabl ed

Indicates whether this Server will try to auto-register with a Web Console. Server instances that are already
registered will not be updated. To update an existing registration (say, to change password), stop the server
and delete it from the Web Console, and start again with this property setto t r ue.

Default: f al se

Connection to the Web Console—The properties for managing connection to the Web Console server, shown
here as WCSERVER. Note that if you use | ocal host for a co-located installation, the Web Console is
self-registered for such an installation and will create another server registration using the IP address

com corticon.ccserver. autoregi strati on. webconsol eserver. url
The URL of the running Web Console server.
Default: ht t p: / / WCSERVER: 8850/ corti con

com corticon.ccserver. autoregi strati on. webconsol eserver. user nanme

Username to use to authenticate with the Web Console. To encrypt the username, use the utility
corticonManagenent --encryptstring -i usernnane.

Default (encrypted): 047043014032058

com corticon.ccserver. autoregi strati on. webconsol eserver. password

Password to use to authenticate with Web Console. To encrypt the password, use the utility
corticonManagenent --encryptstring -i password.

Default: 047043014032058

com corticon.ccserver. autoregi strati on. webconsol eserver.retries
The number of retries the Server will attempt to login and register itself to the Web Console.
Default: 20
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com corticon.ccserver. autoregi strati on. webconsol eserver. sl eep

The amount of time to wait in between retry attempts as the Web Console could be initializing as its Server
starts up.

Default: 10000 (10 seconds)

Registered type of the server
com corticon.ccserver. autoregi strati on. webconsol eserver. servergroup
The name of the server group that this Server will create or be registered in.

Default: Aut o Regi stered

comcorticon. ccserver. autoregi stration. webconsol eserver. si ngl eserver

When value is t r ue, the Server is be added as a single server and not added to a Server Group, although it
might the sole member of a group.

Default: t r ue

Registered identity of the server

com corticon.ccserver. autoregi stration.local . protocol

The protocol that the Web Console will use to call into this Server (or ht t ps).
Default: ht t p

com corticon.ccserver.autoregistration.local.ip.static

The static IP Address that the Web Console will use to call into this Server. If this value is null, then the machine's
IP Address or DNS Name will be used, which depending on the value of the
com corticon.ccserver. autoregi stration.local.ip.dynam c. strategy property.

Default:

comcorticon.ccserver. autoregi stration.local.ip.dynanic.strategy

If the com corticon. ccserver. autoregistration.local.ip.static isnull thenthe Server will
register itself based on the machine's IP or its DNS Name. This property allows you to determine which approach
to use. Possible values are IP or DNS.

Default: | P

comcorticon. ccserver.autoregi stration.|local. port
The port that the Web Console will use to call into this Server
Default: 8850

com corticon.ccserver. autoregi stration. | ocal.context

The name of the context that the Web Console will use to call into this Server
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Default: axi s

com corticon.ccserver. autoregi stration.|ocal.usernane

Username to be used by Web Console to authenticate with this running Server. To encrypt the password, use

the utility cor t i conManagenent

Default: 047043014032058

--encryptstring -i

password.

com corticon.ccserver. autoregi stration. | ocal . password

Password to be used by Web Console to authenticate with this running Server. To encrypt the password, use

the utility cor t i conManagenent

Default: 047043014032058

In summary

--encryptstring -i

password.

The properties to add to your Server's br ms. properti es file with your preferred values are the following,
shown with default values or examples:

comcorticon

comcorticon.
comcorticon.
comcorticon.
com corticon.
comcorticon.

comcorticon.
com corticon.

comcorticon.
comcorticon.
com corticon.
comcorticon.
comcorticon.
comcorticon.
com corticon.

. ccserver. aut oregi stration. enabl ed=f al se

ccserver. aut or egi strati on. webconsol eserver. url =htt p: // WCSERVER: 8850/ corti con

ccserver

ccserver

ccserver

ccserver.
ccserver.

. aut or egi
ccserver.
ccserver.
ccserver.

aut or egi
aut or egi
aut or egi

aut or egi
aut or egi

. aut or egi
ccserver.
ccserver.
ccserver.

aut or egi
aut or egi
aut or egi

. aut or egi
ccserver.
ccserver.

aut or egi
aut or egi

strati
strati
strati
strati

strati
strati

strati
strati
strati
strati
strati
strati
strati

on.
on.
on.
on.

on.
on.

on.
on.
on.
on.
on.
on.
on.

webconsol eserver.
webconsol eserver.
webconsol eserver.
webconsol eserver.

webconsol eserver.
webconsol eserver.

user nane=047043014032058
passwor d=047043014032058
retri es=20
sl eep=10000

server group=Aut o Regi stered
si ngl eserver=true

| ocal . protocol =http

l ocal .ip.static=

| ocal . ip.dynanic.strategy=IP

| ocal . port=8850

| ocal . cont ext =axi s
| ocal . user nane=047043014032058
| ocal . passwor d=047043014032058

10
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Inside Corticon Server

This section describes how Corticon Server operates. The topics illustrate its enterprise-readiness.

For details, see the following topics:

The basic path

About working memory

About Server properties

Multi-threaded execution

Reactor state

Server state

Dynamic discovery of new or changed Decision Services
Exception handling

Batch processing

Set Server startup to auto load CDD files

Progress Corticon: Server: Version 6.2
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Chapter 2: Inside Corticon Server

The basic path

Client applications invoke Corticon Server, sending a data payload as part of a request message. The invocation
of Corticon Server can be either indirect (such as when using REST) or direct (such as when making in-process
Java calls). This request contains the name of the Corticon Decision Service (the Decision Service Name
assigned in the Deployment Descriptor file that should process the payload.) Corticon Server matches the
payload to the Decision Service and then commences execution of that Decision Service. One Corticon Server
can manage multiple, different Decision Services, each of which might reference a different Vocabulary.

About working memory

When a Reactor (an instance of a Decision Service) processes rules, it accesses the data resident in “working
memory”. Working memory is populated by any of the following methods:

1. The payload of the Corticon Request- The payload — whether a REST or XML document, or a reference
to Java business objects —is inserted into working memory when the client’s request (invocation) is received.
When running a Studio Test, the Studio itself is acting as the client, and it inserts the data from the Input
Ruletest into working memory.

2. The results of rules- During rule processing, some rules may create new data, modify existing data, or
even delete data. These updates are maintained in working memory until the Decision Service completes
execution.

3. An external Datasource- If, during the course of rule execution, some data is required that is not already
in working memory, then the Reactor asks Corticon Server to query and retrieve it from an external
Datasource. For Datasource access to occur, Corticon Server or Studio Tester must be configured correctly
and the Vocabulary must be mapped to the datasource's schema.

About Server properties

The Corticon Server is configured by default to fit the majority of use cases. Recognizing that this configuration
may not be optimal for all situations, Corticon provides numerous properties for altering the behavior of Corticon
Server. These properties are set via the Corticon br ns. properti es file in your CORTI CON_WORK directory.
When deploying Corticon in-process, you can also set these properties when instantiating a Corticon Server.
Where properties are referenced, this guide presents how to set them via br ns. pr operti es. See the topic
"Properties in context" and Corticon Server APl JavaDoc for more information.

Multi-threaded execution

Multiple Decision Services place their requests in a queue for processing. Server-level thread pooling is
implemented by default, using built-in Java concurrent pooling mechanisms to control the number of concurrent
executions. This design allows the server to determine how many concurrent requests are to be processed at
any one time.
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Reactor state

Execution queue

Each thread coming into the Server gets an available Reactor from the Decision Service, and then the thread
is added to the Server's Execution Thread Pooling Queue, or, simply put, the Execution Queue. The Execution
Queue guarantees that threads do not overload the cores of the machine by allowing a specified number of
threads in the Execution Queue to start executing, while holding back the other threads. Once an executing
thread completes, the next thread in the Execution Queue starts executing.

The Server will discover the number of cores on a machine and, by default, limit the number of concurrent
executions to that many cores, but a property can be set to specify the number of concurrent executions. Most
use cases will not need to set this property. However, if you have multiple applications running on the same
machine as Corticon Server, you might want to set this property lower to limit the system resources Corticon
uses. While this tactic might slow down Corticon processing when there is a heavy load of incoming threads,
it will help ensure Corticon does not monopolize the system. Conversely, if you have Decision Services which
make calls to external services (such as connection to a Datasource) you may want to set this property higher
so that a core is not idle while a thread is waiting for a response.

Memory management

Allocation means that you could allocate hundreds of execution threads for one Decision Service. The way
Reactors are maintained in each Decision Service, the Server can re-use cached processing data (not including
payload data) across all Reactors for the Decision Service. Runtime performance should reveal only modest
differences in memory utilization between a Decision Service that contains just one Reactor and another that
contains hundreds of Reactors. Because each Reactor reuses cached processing data, the Server can
dynamically create a new Reactor per execution thread (rather than creating Reactors and holding them in
memory.) Even when an allocation is set to 100, the Server only creates a new Reactor (with cached data) for
every incoming execution thread, up to 100. If there are only 25 execution threads against Decision Service
1, then there are just 25 Reactors in memory. Large request payloads are more of a concern than the number
of concurrent executions or the number of Reactors.

Related Server properties

The following Server properties let you adjust Server executions:

* Determines how many concurrent executions can occur across the Server. Ideally, this value is set to the
number of Cores on the machine. By default, this value is set to 0, which means the Server will auto-detect
the number of Cores on the server.

com corticon. server.execution. processors. avai | abl e=0

* This is the timeout setting for how long an execution thread can be inside the Execution Queue. The time
starts when the execution thread enters the Execution Queue and ends when it completes executing against
a Decision Service. A CcSer ver Ti meout Except i on will be thrown if the execution thread fails to complete
in the allotted time. The value is in milliseconds. Default value is 180000 (180000ms = 3 minutes)

com corticon. server.execution. queue. ti neout =180000

Reactor state

A Reactor is an executable instance of a deployed Decision Service. Corticon Server acts as the broker to one
or more Reactors for each deployed Decision Service. During Decision Service execution, the Reactor is a
stateless component, so all data state must be maintained in the message payloads flowing to and from the
Reactor.

Progress Corticon: Server: Version 6.2 13



Chapter 2: Inside Corticon Server

If a deployed Ruleflow contains multiple Rulesheets, state is preserved across those Rulesheets as the
Rulesheets successively execute within the Ruleflow. However, no interaction with the client application occurs
between or within Rulesheets. After the last Rulesheet within the Ruleflow is executed, the results are returned
back to the client as a Cor t i conResponse message. Upon sending the Cort i conResponse message, the
Reactor is deleted from memory. A new Reactor will be created for the next incoming Corti conRequest .

As an integrator, you must keep in mind that there are only two ways for you to retain state upon completion
of a Decision Service execution:

1. Receive and process the data from within the Cor t i conResponse message.
2. Persist the results of a Decision Service execution to an external database.

Once a Decision Service execution has completed, the Reactor itself does not remember anything about the
data it just processed.

Server state

Although data state is not maintained by Reactors from transaction-to-transaction, the names and deployment
settings of Decision Services deployed to Corticon Server are maintained. The file Ser ver St at e. xm , located
in [ CORTI CON_WORK_DI R]\ { | NP| SER}\ CcSer ver Sandbox\ DoNot Del et e, maintains a record of the
Ruleflows and deployment settings currently loaded on Corticon Server for each Decision Service. If Corticon
Server inadvertently shuts down, or the container crashes, then this file is read upon restart and the prior Server
state is re-established automatically.

How to turn off server state persistence

By default, Corticon Server automatically creates and maintains the Ser ver St at e. xml document during
normal operation, and reads it during restart. This allows it to recover its previous state in the event of an
unplanned shutdown (such as a power failure or hardware crash)

However, Corticon Server can also operate without the benefit of Ser ver St at e. xn , either by not reading
it upon restart, or by not creating/maintaining it in the first place. In this mode, an unplanned shutdown and
restart results in the loss of any settings made through the Corticon Web Console. For example, any properties
settings made, or . eds files deployed using the Console, will be lost. The Server will not auto reload the
Decision Services because there is no ServerState.xml; however, from within the Web Console, the Decision
Services will be in an undeployed state and can be redeployed from the Web Console.

To determine whether Corticon Server will persist its state inside of the Ser ver St at e. xmnl , set the following
property in your br ns. properti es file to true or false. By default this feature is turned on. Default value is
true.

comcorticon. server.serverstate. persi stchanges=true

To determine whether Corticon Server will initially load the Ser ver St at e. xm file to restore the Corticon
Server to its previous state, set the following property in your br ns. pr operti es file to true or false. Default
value is true

comcorticon. server. serverstate.| oad=true

You can customize Corticon Server's state and restart behavior by combining these two property settings:
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Dynamic discovery of new or changed Decision Services

serverstate serverstate Server Restart Behavior
.persistchanges Jload
true true Corticon Server maintains Ser ver St at e. xml during operation, and

automatically reads it upon restart to restore to the old state.

true false Corticon Server maintains Ser ver St at e. xm during operation, but does

NOT automatically read it upon restart. New Server state upon restart is
unaffected by Server St at e. xm .

This allows a system administrator to manually control state restoration
from the Ser ver St at e. x| if preferred.

fal se true Corticon Server attempts to read Ser ver St at e. xim upon restart, but
finds nothing there. No old state restored.

fal se fal se no Server St at e. xm document exists, and Corticon Server does not
attempt to read it upon restart. No old state restored.

Dynamic discovery of new or changed Decision
Services

To support the use of Corticon Deployment Descriptors (CDD) files for deployment, the Corticon Server
periodically checks for new CDD files or new versions of EDS files referenced by CDD files. When a new CDD
file is detected, the EDS files referenced in it are loaded. When a new EDS file is detected, it is loaded. Any
changes are automatically reflected in the Server's state.

The default interval for dynamic discovery is 30 seconds. It can be changed by setting the property:

com corticon. ccserver. dynam cUpdat eMoni t ori ngServi ce. servi cel nt erval s=30000

Dynamic discovery can be disabled by setting the property:

com corticon. ccserver. dynam cupdat enoni t or. aut oacti vat e=f al se

Exception handling

When an exception occurs, the Corticon Server throws a Java exception. Exceptions are typically recorded in
the Corticon Server log file. When Corticon is deployed in-process, exceptions can be thrown by APl methods
as defined in the Corticon Server API JavaDoc.

Batch processing

Batch processing enables Corticon Server to efficiently retrieve, process, and update large data sets stored in
a relational database. A special "execute" request starts a batch execution where Corticon will iterate through
a set of records in a database, retrieving them in "chunks", passing them to a Decision Service for processing,
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Chapter 2: Inside Corticon Server

and saving updates to a database. This process continues until the full data set is processed. See "Getting
Started with Batch" in the Data Integration Guide.

Set Server startup to auto load CDD files

The following property can be set on your Corticon Server installation by adding the property and an appropriate
value as a line in its br ns. properti es file, and then restarting Server.

Properties related to "auto loading" CDD files into the CcServer during initialization:

com corticon.ccserver. aut ol oaddi r. enabl e

Specifies whether the CcServer will try to auto load CDD files

Default value: true

com corticon. ccserver. aut ol oaddi r

The directory where the CDD files are located.

Note: This property can be changed using following method, which will override this setting.

-1 CcServer. set Depl oynment Descri pt or Di rect oryPat h( Stri ng)

Note: Use forward slashes as path separator. Example: c: / Program Fi | es/ Progr ess/ cdd
Default value: If the property value is empty, the following path is used: user . di r/ cdd

where user . di r is the value of environment variable "user.dir" which in Windows and Unix returns the directory
where container application was started.

comcorticon. ccserver. aut ol oaddi r. enabl e=t rue
com corticon. ccserver. aut ol oaddi r =%CORTI CON_WORK_DI R% cdd
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Corticon Server logs

Corticon Server writes log files to the CORTI CON_WORK/ | ogs folder by default. The default log configuration
records information about the decision services that are loaded, all errors and exceptions that occur, and
diagnostics on the performance of Corticon Server. All messages include date and time information as well as
severity and type of message logged. For example:

2018- 08-20 14:39:52. 784 | NFO DI AGNCSTI C

Logging functions have to be able to cover the range between getting enough information to understand how
to resolve general processing issues, and not getting so much information that the time and space for server
operations is compromised. In development environments, more detailed settings can be helpful, while production
systems need to capture significant events yet be able to tolerate short-term application of detailed logging.

Logging server activities is an important part of administering Corticon Server deployments. It is also a feature
of the built-in Server in Corticon Studios. You can set logs to be as detailed or as brief as your needs for
information and performance change.

For details, see the following topics:
* How users typically use logs

* How to change logging configuration

* Troubleshooting Corticon Server

How users typically use logs

Here are some ways you might use and manage logs.

¢ Configure logs to expose information:

Progress Corticon: Server: Version 6.2
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Chapter 3: Corticon Server logs

¢ Audit rule execution with log files (I ogFi | t er sAccept list includes RULETRACE)

* Prevent sensitive data in log files (I ogFi | t er sAccept does not include RULETRACE)

¢ Record diagnostic performance data (| ogFi | t er sAccept listincludes DI AGNCSTI C), and then transform
log data into CSV data for analysis tools

* Resolve problems:

* Assess problems at server startup (Logs not created)

* Assess problems with malformed requests

* Assess problems with Corticon licensing

* Assess problems with deployments

* Assess problems with object translations

* Administer log files:
* Produce Decision Service specific logs
¢ Specify a preferred log path

* Change retention policy for log file archives

How to change logging configuration

The default logging configuration enables basic logging without any need for further tailoring. This section
describes the settings that let you adjust the configuration to suit your needs. The several properties that control
logging features are described in the top section of the br ns. pr operti es file as these properties are often
adjusted by users. These properties and how you can change them are described in two sections:

* Log content - The types and volume of information to be logged that are set in the | ogl evel and
| ogFi | t er sAccept properties.

* Log files - The persistence techniques for log data that are set in the logpath, log rollover features, and
option to log each Decision Service.

Configure logs

What gets entered into logs is up to you. There are two dimensions to what produces log content. The | ogl evel
records ascending levels of operational information from nothing to everything. The | ogFi | t er sAccept let
you control whether each information type created by each of the process reporting mechanisms is accepted
into the logs. The resulting logs meld entries from both dimensions sequentially, and record all the information
into log files.

18
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Log Level

The | ogl evel specifies the depth of detail in standard logging. When set to OFF, no log entries are produced.
Each higher level enables log entries triggered for that level, as well as each lower level. Set your preferred
log level by uncommenting the line # | ogl evel =inbr ns. properti es, and then setting the value to exactly
one of:

¢  OFF - Turn off all logging

¢ ERROR- Log only errors

* WARN- Log all errors and warnings

¢ | NFO- Log all info, warnings and errors (Default value)

¢ DEBUG- Log all debug information and all messages applicable to | NFOlevel
¢ TRACE - Equivalent to DEBUG plus some tracing logs

e ALL - Maximum detail

Log Filters

The | ogFi | t er sAccept setting lets you include specified types of information emanating from running
services in the logs. When the log level is set to | NFOor higher, this property acepts logging of information
types that are listed. Set your preferred log filters by uncommenting the line # | ogFi | t er sAccept =in
brms. properti es, and then listing functions you want to have in logs as comma-separated values from the
following:

* RULETRACE - Records performance statistics on rules

* DI AGNOSTI C- Records of service performance diagnostics at a defined interval (default is 30 seconds)
* TI M NG- Records timing events

* | NVOCATI ON - Records invocation events

* VI OLATI ON - Records exceptions

* | NTERNAL - Records internal debug events

* SYSTEM- Records low-level errors and fatal events

The default | ogFi | t er sAccept setting is: DI AGNOSTI C, SYSTEM

Examples:

* Accept all:
| ogFi | t er sAccept =RULETRACE, DI AGNGCSTI C, TI M NG | NVOCATI ON, VI CLATI ON, | NTERNAL, SYSTEM

* Accept none: | ogFi | t er sAccept =

* Acceptjust ruletracing, diagnostics, and timing: | ogFi | t er sAccept =RULETRACE, DI AGNOSTI C, TI M NG

Configure log files

The files that record log entries can be relocated, created for each Decision Service, and archived for a specified
number of cycles.
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Log path

All log files are placed in a common location:

| ogpat h=%CORTI CON_WORK_DI R% | ogs

The target folder can be changed to a preferred network-accessible location by uncommenting the line #
| ogpat h=in brns. properti es, and then entering your location as the value. For example, on Windows::

| ogpat h=H: / Corti conLogs/ Ser ver

If the folder structure does not exist, it will be created. You must use forward slashes as the separator; if you
do not, the level preceding a backslash and all lower levels will be ignored.

Log for each Decision Service

The default logging approach is a single log for a running server. In server deployments, you can choose to
maintain a log for each Decision Service. When Decision Service logging is enabled, log entries specific to a
Decision Service are written only to that Decision Service's log file. Tp enable the feature, edit the

br ns. properti es file to uncomment the following property and set it to t r ue. The default value is f al se.

comcorticon. server. execution. | ogPer DS=true

When you save the file and restart the server, every transaction specific to a Decision Service is recorded in
a file in the logs directory with the name pattern Cor t i con- DSnane. | og.

Archiving log histories

Logs 'rollover' on a regular basis, compressing each current . | og file at the log path -- the general log and
every Decision Service log -- into a separate dated archive. The default action is to do this. If you decide that
you do not want to rollover or archive logs, uncomment the line # | ogDai | yRol | over inbrns. properti es,
and then set the value to f al se.

When log rollover is in effect, the | ogRol | over MaxHi st or y setting specifies the number of rollover logs to
keep. (If the server is not always running or has low traffic, this might not be a number of days). The default is
five archives. You can set your preferred number of archives by uncommenting the line #

| ogRol | over MaxHi st ory=in br ns. properti es, and then entering your preferred positive integer value.
For example:

| ogRol | over MaxHi st ory=21

Troubleshooting Corticon Server

Corticon Server license

Whatever way you are deploying Corticon Server, you need to include your valid, active CcLi cense. j ar -
Java web service installed directly or as a WAR file, .NET web service, Java in-process, or .NET in-process.

The basic Server license issues are as follows:

License notinstalled - The CcLi cense. j ar license file must be located in the same directory as your server
installation's CcSer ver . j ar file. In the default installation, CcSer ver. j ar is located in

[ CORTI CON_HOWVE] \ Server\tontat\webapps\ axi s\ VEB- | NF\ | i b, so ensure your valid license file is
there.
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Note: To update Corticon Server's license file for Java and .NET deployments, see the task for "Updating your
Corticon Server License" in the "Procedures for upgrading Corticon installations" of the Corticon Installation
Guide.

License Invalid - If your license indicates that it is invalid, contact your Progress Corticon representative to
obtain a valid license file. You get a natification in the log similar to:

Corticon Server |license has expired. Please contact Custoner Support to receive a valid
key.

License capacity exceeded - License capacity is measured in several ways:

* Number of unique Decision Services that may run concurrently in Corticon Server. Make sure your license
can support the total number of unique . er f files referenced by deployed . cdd files.

* Number of rules allowed for all Decision Services deployed. Make sure your license can support the total
number of rules contained in all the deployed . er f files.

Log files

When problems occur with Corticon Server, the primary troubleshooting tool is the set of log files produced
during Corticon Server operation, whether as Studio test server or as deployed Server.

By default, Corticon Server produces one log that records all the activities of running Decision Services at the
specified log level. While higher detail levels produce a more comprehensive basis for analysis, the details of
all running Decision Services will also generate detail information into the log. When diagnosing problems, you
might want to use Corticon Server's ability to generate logs for each Decision Service so that you can produce
detailed logs for each service.

The following procedure shows how to set the Server log to capture additional information..

Note: Consider backing up and then deleting all the log files and archives in the \ | ogs folder so that you get
only what is logged from your tests under the log settings. It is good to start with a fresh logs that record only
the problematic transactions. The next time Corticon Server processes a transaction, a new log file will be
created and entries recorded in it.

Setting logging
See Configure logs on page 18 for more information.
1. Edit the installation's br s. pr operti es file

2. Change the | ogl evel to a level that should bring in the operational activities that will reveal the problem,
perhaps DEBUG

3. Change | ogFi | t er sAccept to list activity elements that you think will be relevant.
4. Save the file.

5. Stop, then restart the server.

Setting logging for each Decision Service
See Log for each Decision Service on page 20 for more information.

1. Editthe br ns. properti es file.

2. Change the value of com corti con. server. executi on. | ogPer DStotr ue.
3. Save the file.
4

. Stop, then restart the server.
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Examining log files
1. Once you have restarted the server, rerun your tests.

2. Inatext editor, navigate to [ CORTI CON_WORK_DI R] \ | ogs to open the appropriate current logfile: Studio's
is CcSt udi 0. | og, Server'sis CcSer ver . | og, and individual Decision Service (DSname) logs are
Corti con- DSnane. | og.

3. Look for the indicators of problems that are described in the following sections.

Logs not created

Logging does not start until the server is invoked. Even though started, as viewed in its startup window, logs
are not initialized until an activity occurs.

However, if you have routed a Corticon Request to the server and no log is produced, it is likely that the
invocation/request is not even reaching the server. The most common causes of a non-responsive (invocation
produces no log file entry) Corticon Server include:

* Incorrect Corticon Server deployment. Review your deployment procedures to confirm the deployment files
and paths.

* |ncorrect Corticon Server invocation

* Incorrect URL - If using a web services deployment, ensure the SOAP message is addressed correctly,
and that no firewalls or port configurations prevent the SOAP message from reaching Corticon Server.

* |ncorrect API - Review the APIs available for Corticon Server invocation.

Note: See the complete Java Server JavaDocs in Studio and Java Server installations at
[ CORTI CON_HOWVE] \ JavaDoc.

* Even though Corticon Server may not respond to an incorrect invocation, the host server or container (app
server, web server, and similar) may respond either at a command line or log level. Check to see if the host
server has responded to your invocation.

Response containing errors

The most common causes of erroneous Corticon Server responses include:

Problems with a request
Invalid syntax and misnamed targets are common problems with requests:

Poorly formed JSON request - Syntax errors in a JSON message generate an HTTP 500 error message in
the web server window.

Message payload does not conform to service contract - Compare your message to the service contract
to ensure compliance. Many third-party tools are available that automatically validate a document to its schema.
Notice that if Corticon Server cannot even parse the inbound message, no entry will be made in Corticon
Server's log. Instead, an error message is displayed.

Incorrect or missing Decision Service Name - Ensure the message's Decision Service Name attribute
matches the name of the Decision Service as it was deployed by either a deployment descriptor file or an API
method call.

Review Decision Service metadata

Corticon log files add metadata on each Decision Service as it is loaded so that you can confirm consistent
loading of a Decision Service.
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The metadata is recorded in the log for each Decision Service at every server startup, at every log rollover,
and whenever a Decision Service is added, updated, or deleted.

Deployment Descriptor (. cdd) file problems
The following items are common Deployment Descriptor file problems:

Missing Deployment Descriptor (. cdd) file - The . cdd file is missing from the \ cdd directory, or the taskname
contained in the SOAP request message does not match any of the tasknames in any of the . cdd files deployed
to Corticon Server. For example, the log might record:

i ERRCR] com corticon. servi ce. ccserver. excepti on. CcSer ver Deci si onSer vi ce. not Regi st er edExcepti on:
CcServer Deci si onServi ce. | ookupCcSer ver Pool For Execution () Deci sion Servi ce:
OrderProcess is not registered. Update failed. (M ssing pool manager)

Missing \ cdd directory - The default location of the cdd directory in a server installation is
[ CORTI CON_WORK DI R] \ cdd. For example, the log might record:

java. rm . Renot eException: Unexpected Error; nested exception is:

comcorticon. service.ccserver. exception. CcServerl nval i dAr gurment Excepti on:
CcServer. | oadDronCddDi r (String) Directory does not exist.

Object translation errors due to incorrect Vocabulary external name mappings
¢ External names mapped incorrectly
¢ External data types specified incorrectly

* ALL entities must be mapped, even those where all attributes are transient.
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This section discusses aspects of Corticon Server performance.

For details, see the following topics:

Rulesheet performance and tuning

Corticon Studio includes many features that help rule authors write efficient rules. A significant contributor to
Decision Service (Ruleflow) performance is the number of rules (columns) in the component Rulesheets, so
reducing this number may improve performance. Using the Compression tool to reduce the number of columns
in a Rulesheet has the effect of reducing the number of rules, even though the underlying logic is unaffected.
In effect, you can create smaller, better performing Decision Services by compressing your Rulesheets prior

Rulesheet performance and tuning
Server performance and tuning
Optimize pool settings for performance
Single machine configuration

Capacity planning

The Java clock

Diagnose runtime performance

to deployment.
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Server performance and tuning

Important: Before doing any performance and scalability testing when using an evaluation version of Corticon
Server, check with Progress Corticon support or your Progress representative to verify that your evaluation
license is properly enabled to allow unlimited concurrency. Failure to do so may lead to unsatisfactory results
as the default evaluation license does not permit high-concurrency operation.

All Decision Services are stateless and have no latency; that is, they do not call out to other external services
and await their response. Therefore, increasing the capacity for thread usage will increase performance. This
can be done through:

¢ Using faster CPUs so threads are processed faster.
* Using more CPUs or CPU cores so more threads may be processed in parallel.
¢ Allocating more system memory to the JVM so there is more room for simultaneous threads.

¢ Distributing transactional load across multiple Corticon Server instances or multiple CPUs.

Server build properties

The following properties are settings you can apply to your Corticon Server installation by adding the properties
and appropriate values as lines in its br ns. pr operti es file, and then restarting Server.

Specifies the amount of time in milliseconds that the Ant build processor will wait before automatically timing
out.

Default value is 300000 (5 minutes).

com corticon. Bui | dWai t Ti re=300000

Specifies whether the Decision Service compile process should include all the JARs that are in the same
directory as the CcServer.jar in the Ant Compile Classpath. This may need to be set to true dependent on the
type of Application Server the Decision Services are deployed on. Primary focus is to incorporate customer
Business Objects in the Ant Classpath so that Listener Generation will succeed.

Default value is true.

comcorticon. server.conpile.classpath.include.alljarsunderccserver=true

Specifies whether the Decision Service compile process should dynamically detect the location of the JARs
where the Business Objects reside. Primary focus is to incorporate customer Business Objects in the Ant
Classpath so that Listener Generation will succeed.

Default value is true.

com corticon. server.conpil e.classpath.include. bos=true
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Server execution properties

The following properties are settings you can apply to your Corticon Server installation by adding the properties
and appropriate values as lines inits br ns. pr oper ti es file, and then restarting Server. These settings impact
all the loaded Decision Services on the server.

Determines whether CDO association accessor ("getter") methods will return clones of their association
HashSets. Normally, an association getter will return a direct reference to the association HashSet.

The default value (false) provides the best performance, particularly for EDC-enabled applications, because
cloning an association HashSet can trigger unnecessary database 1/0O due to lazy-loading.

You can use this property to overcome ConcurrentModificationException errors which may arise when a
Rulesheet has two aliases assigned to the same association, and that Rulesheet contains action statements
that modify the association collection.

Note that this property only applies to N-to-many associations; for N-to-1 associations, the CDOs will always
return a direct reference to the "singleton" HashMap.

Default value is false

comcorticon. ccserver. cl oneAssoci ati onHashSet s=f al se

The property ensur eConpl i anceW t hSer vi ceCont r act determines whether the returning XML
CorticonResponse documents must be valid with respect to the generated XSD/WSDL file. This requires
dynamic sorting and results in slower performance.

The | eni ent Dat eTi meFor mat sub-property does the following:

*|If f al se, forces all dateTime values to Zulu format which is the XML standard

* [ft r ue, allows any dateTime format supported by Java to be used in the payload
Default for ensur eConpl i anceW t hSer vi ceContract istrue (sort)

Default for | eni ent Dat eTi meFor mat isf al se

com corticon. ccserver. ensureConpl i anceWthServi ceContract=true
com corticon. ccserver. ensureConpl i anceWthServi ceContract. | eni ent Dat eTi meFor mat =f al se

Specifies which implementation class to be used when a supported interface is used for an association inside
the user's mapped Business Object. This is needed by the BusinessObiject Listener class, which is compiled
during Decision Service deployment.

Support interfaces include:

* java.util.Collection

* java.util.List

¢ java.util.Set

Default values are:

¢ java.util.Collection=java.util.Vector

¢ java.util.List=java.util.ArrayList
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* java.util.Set=java.util.HashSet

com corticon. cdolistener.coll ecti onmappi ng=j ava. util . Vector
comcorticon.cdolistener.|istmappi ng=java.util.ArrayLi st
com corticon. cdolistener. set mappi ng=j ava. util . HashSet

Specifies whether the rule engine conducts an integrity check when adding to an existing association. This
integrity check ensures that rules do not add redundant associations between the same two entities. Although,
this is a rare that occurrence, it is possible. The downside of this integrity check is that Decision Services that
create a significant number of new associations can experience a performance degradation. Such Decision
Services would require this configuration property to be set to false.

Default value is true.

comcorticon.reactor. engi ne. checkFor Associ ati onDupl i cat es=true

By default, newly created entities are added to the work document. If these entities are not needed in the output
they can be created without registering them in the work document. If property value = false, newly created
entities via rules will not be registered in the work document.

Default value is true

comcorticon.reactor. engine.registerNeweEntities=true

Option to specify how many variable substitutions could be applied to an ADC PreparedStatement. The restriction
on how many PreparedStatement variables is controlled by the Database Driver. Different Databases have
different maximums.

Default value is 1000

com corticon. server. adc. prepar edst at enent s. maxvari abl es=1000

Batch Logging parameters that control whether the payload, response, and/or rule messages will be added to
an batch execution log file. This will the system to log a batch payload that failed during execution.

Possible values are:
* ALL - log the type whether the execution is successful or not
* VIOLATION - log the type only when there is a Violation rule message in the response.
* NONE - don't log the type
Default value is NONE (for all types)
com corticon. server. batch. | oggi ng. payl oads=NONE

com corticon. server. batch. | oggi ng. responses=NONE
com corticon. server. batch. | oggi ng. rul enessages=NONE

Specifies the timeout setting for when an execution thread waits to get added to the Execution Queue when
com corticon.server. deci sionservice. al | ocati on. enabl ed=true.

Default value is 180000 (180000ms = 3 minutes)

comcorticon. server. deci sionservice. all ocation.tinmeout=180000
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Timeout setting for how long an execution thread can be inside the Execution Queue. The time starts when
the execution thread enters the Execution Queue and ends when it completes executing against a Decision
Service. A CcServerTimeoutException will be thrown if the execution thread fails to complete in the allotted
time.

The value is in milliseconds.

Default value is 180000 (180000ms = 3 minutes)

com corticon. server.execution. queue. ti neout =180000

Option that will restrict certain types of Rule Messages from being posted to the output of an execution. There
are 3 different properties to allow the user to select exactly what is returned to them from the execution. Default
is false (for all three properties)

comcorticon.server.restrict.rul enessages.info=fal se
comcorticon.server.restrict.rul emessages. war ni ng=f al se
comcorticon.server.restrict.rul emessages. viol ati on=fal se

Note: The rulemessage restrictions set in a server's br ns. pr operti es file but will not override settings in
a CDD. Also, a payload can dynamically override these properties for each execution by adding execution
properties to its payload.

Option that will restrict the CorticonResponse to only contain RuleMessages in it. Default is false

comcorticon.server.restrict.response.rul enessages. onl y=fal se

Option that lets the user to define how many Rule Messages will be returned from the execution of a Decision
Service. This helps to prevent users from accidentally deploying a Decision Service with diagnostic Rule
Messages posted when each Rule is fired.

com corticon. server. execution.xm .rul emessages. nessagesi nbl ock
Defines how many messages will be returned in the output

Default value is 5000

com corticon.server.execution. xnl . rul enessages. bl ocknunber

Defines which block of messages will be returned in the response. This allows the user to specify the 2nd, 3rd,
or nth number of 1000 messages to be returned

Default value is 1 (the first block)

com corticon. server.execution. xn .rul enessages. nessagesi nbl ock=5000
com corticon. server. execution. xm . rul enessages. bl ocknunber =1

Option to specify to capture HTTP Headers information

Default value is true

comcorticon.server. http=true
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Provides the option to not add the Entity Name as an xsi:type value for those new Entities that are create
through Rules using the . new operator. This only applies to XML payloads.

Default value is true (Entity Name will be added as an xsi:type)

comcorticon.server.xm .newentities.addtype=true

By default, newly created entities in a service call out are added to the work document. If these entities are not
needed in the output they can be created without registering them the work document. If property value = false,
the SCO created entities are not registered in the work document.

Default value is true

com