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Introduction

LMOS Version 7.2.54.8 is a security update of the LMOS 7.2.54.x Long Term Support Feature (LTSF)
branch, made available on 08 February 2024. This update closes the security vulnerability described in
CVE-2024-1212. Please read the sections below before installing or upgrading to this release.
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Before You Upgrade (READ ME FIRST)

Please pay special attention to the issues below before you begin an upgrade to this release.
Related Links

» Generation of 4096-bit DHE Key

» Best Practices Cipher Set

» Supported Models for Upgrade

* Upgrade Path

» Upgrade Patch XML File Verification Notes
» Code Signing Certificate Update

Generation of 4096-bit DHE Key

During an upgrade to this version from a version prior to 7.2.53.0, a new 4096-bit DHE key is generated. On
some virtual or hardware appliances, this can lead to significant CPU and memory consumption that could
impact regular Virtual Service traffic. Progress Kemp strongly recommends that updates to this release from
a version prior to 7.2.53.0 be performed during a maintenance interval.

Best Practices Cipher Set

In 7.2.52.0, the BestPractices cipher set was updated. If you are upgrading from a version prior to 7.2.52.0,
this change is effective immediately after upgrading to this release. This change was made to improve
security and conform to the latest industry best practices.
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Before You Upgrade (READ ME FIRST)

Note: If you depend on any of the cipher sets being removed from the BestPractices set, then before
you upgrade you must create a custom cipher set that contains these ciphers and assign this new
custom cipher set to the Virtual Services that are currently using the BestPractices cipher set. After
this is done, you can upgrade to this release and your services will continue to use the old ciphers. If
you do not, then after upgrading, any clients that depend on these ciphers being available will no
longer be able to connect.

It is recommended, however, that you migrate your services as soon as possible to use the new
BestPractices cipher set.

Supported Models for Upgrade

This release of LMOS is supported on the Hardware and Virtual models shown in the first three columns of
the table below. It is not supported and should not be installed on any model listed in the column at right. This
update patch can be applied to any supported model regardless of licensing (for example, Service Provider
License Agreement (SPLA) or Metered Enterprise License Agreement (MELA)) or platform (for example,
hardware, local cloud or public cloud).

Supported Virtual Models Supported Hardware Supported Bare Metal Unsupported Hardware &
Models Models Virtual Models

VLM-200 LM-X25-NG LMB-1G LM-2000
VLM-500 LM-X40-NG LMB-2G LM-2200
VLM-2000 LM-X40M-NG LMB-5G LM-2400
VLM-3000 LM-XHC-25G-NG LMB-10G LM-2500
VLM-5000 LM-XHC-40G-NG LMB-MAX LM-2600
VLM-10G LM-XHC-100G-NG LM-3500
VLM-GEO LM-X1 LM-3600
VLM-MAX LM-X3 LM-5000
VLM-SPLA-50 LM-X15 LM-5300
VLM-SPLA-100 LM-X25 LM-5500
VLM-SPLA-500 LM-X40 LM-Exchange
VLM-SPLA-3000 LM-X40M LM-GEO
VLM-SPLA-GEO LM XHC 25G LM-UCS Series

LM XHC 40G LM-R320

LM XHC 100G LM-5400

LM-3000 LM-8020-FIPS
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Before You Upgrade (READ ME FIRST)

Supported Virtual Models Supported Hardware Supported Bare Metal Unsupported Hardware &
Models Models Virtual Models
LM-3400 VLM-100
LM-4000 VLM-1000
LM-5600
LM-8000
LM-8020
LM-8020M

Upgrade Path

You can upgrade to this release from any previous 7.2.x release. For full upgrade path information, refer to
the following article: Firmware Upgrade Path.

Upgrade Patch XML File Verification Notes

By default, verification of the digital signature on upgrade images is required in LMOS 7.2.50.0 and above.
See the Update Verification Options setting under System Administration > Miscellaneous Options >
WUI Settings. If the unit you are upgrading is set to require validation, you must supply the XML Verification
File supplied with this release.

Note that:

* In previous releases, two verification files were provided: one for pre-7.2.51 systems and one for later
systems. This restriction has been removed with the 7.2.53.0 release; if upgrading from firmware 7.2.51.0 /
7.2.48.3 and above you can use the XML file provided with this release. If upgrading from any other
firmware version you must following the upgrade path detailed in the Firmware Upgrade Path article.

» Appliances running an LMOS version prior to 7.2.49 do not provide the option of XML file verification in the
Ul or API. If you are upgrading from one of these releases to this release, you can verify the digital
signatures offline. For further information, refer to the Verifying XML Signatures Technical Note.

Code Signing Certificate Update

On 27 May 2022, the certificate used to sign LoadMaster release artifacts for LoadMaster LMOS version
7.2.54.4 and prior releases expired. Starting with 7.2.54.5, all LTSF releases will be signed with a new
certificate. For details on how this might affect you, please see this Announcement on the Support website.

All LTSF releases after that occur after the above date (LMOS 7.2.54.5 and later) will be digitally signed
using a newly obtained code signing certificate.
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Security Updates - Fix for CVE-2024-1212

Refer to the following section for security updates relating to this release.

Fix for CVE-2024-1212

In previous releases of LoadMaster, a user who has access to the management network on which the
LoadMaster administrative IP address resides can, using a carefully crafted RESTful APl command, log into
LoadMaster without credentials and execute privileged APl commands. This update contains a fix for this
issue and closes this vulnerability. For more information, please see the related Support Knowledge Base
article.
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Existing Known Issues

LM-5019

GEO Clusters: Under specific circumstances, there is a
small timing window during which cluster checks may fail,
resulting in the cluster being erroneously marked down.

LM-5303

Certificate Ul: A certificate having a Common Name (CN)
set to the wildcard character (*) displays unrelated text in
the Ul. This is a cosmetic issue that affects the Ul only.

LM-4898

PowerShell API: PS cmdlets related to Let's Encrypt are
not working.

LM-4121

GEO: If you add a Zone Name to GEO after you created
working FQDNs, GEO may no longer respond to queries
for one or more of the FQDNs after the Zone Name is
added. The workaround is to remove and then re-add the
FQDNs that are no longer working.

LM-3942

LDAP Ul Access: Under certain circumstances, a user
that has no LDAP credentials can gain access to the Ul.

LM-3929

Content Rule Ul: Display is incorrect when the 'Ignore
case' option is enabled.

LM-3789

Stability: In rare cases, an unexpected reboot may occur
as the system is stopping a Virtual Service (because, for
example, there are no Real Servers available). If a new
connection to the Virtual Service is received during a very
short period of time during the process of stopping the
Virtual Service, then the system may reboot.
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Existing Known Issues

LM-3095 FIPS: OCSP: LDAPS: The LoadMaster should not
authenticate a user from LDAPS server if the chain is not
complete

LM-3094 Ul / Templates: An issue that causes format breakage in

the Ul when a non-certificate file is uploaded as an
intermediate certificate

LM-2749 API Keys: An API key created for a remotely managed
user (for example, RADIUS) will not work unless the
remote user ID is also added as a local user on
LoadMaster.

LM-1038 ESP / SSO: The ESP Permitted Group SID(s) setting is
not working as expected when configured on a SubVS.

LM-143 ESP Verify Bearer Header: Validation is not working
when "Allowed Virtual Hosts" and "Allowed Virtual
Directories" are blank on the Virtual Service.

LM-136 Client Certificates: Authentication may be denied if
multiple "Other names" are present in the client certificate.
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