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Introduction

Introduction

A Common Access Card (CAC) is a smart card used for identification of active-duty military personnel,
selected reserve, US Department of Defence (DoD) civilian employees and eligible contractor personnel. In
addition to providing physical access to buildings and protected areas, it also allows access to DoD computer
networks and systems satisfying two-factor authentication, digital security and data encryption. It leverages a
Public Key Infrastructure (PKI) Security Certificate to verify a cardholder’s identity prior to allowing access to
protected resources.

The Edge Security Pack (ESP) feature of the LoadMaster supports integration with DoD environments
leveraging CAC authentication and Active Directory application infrastructures. The LoadMaster acts on
behalf of clients presenting X.509 certificates using CAC and becomes the authenticated Kerberos client for
services.

CAC authentication can also be used to authenticate access to the LoadMaster WUI. For more information
on this, please refer to the Using CAC Authentication for LoadMaster WUI Access section.

The request for and presentation of the client certificate happens during initial SSL session establishment.
There are two core elements to the process of a user gaining access to an application with CAC:

Authentication — occurs during SSL session establishment and entails:

* Verifying the certificate date

* Verifying revocation status using Online Certificate Status Protocol (OCSP)
Verifying the full chain to the Certificate Authority (CA)

+ Authorization — occurs after SSL session establishment and the matching of the certificate Subject
Alternative Name (SAN) against the User Principal Name (UPN) of the appropriate principal in Active
Directory.
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Related Links

* Document Purpose
* Intended Audience

* Prerequisites

Document Purpose

Document Purpose

The purpose of this document is to provide step-by-step instructions on how to configure the LoadMaster to
use DoD CAC authentication.

Intended Audience

Intended Audience

This document is intended to be read by anyone interested in finding out how to configure the LoadMaster to
use DoD CAC authentication.

Prerequisites

Prerequisites

Before following the steps below to configure the LoadMaster, there are some prerequisites that need to be in
place:

» The Active Directory settings must be configured correctly. If they are not configured correctly, constrained
delegation will not work. For more information on what needs to be configured, please refer to the Using
CAC Authentication for LoadMaster WUI Access section.

» A reverse DNS lookup zone needs to be set up which is able to resolve the IP address of the Real
Server(s).

Note: There can be multiple entries for Real Servers in the DNS server. As a result of this, when the
LoadMaster does a reverse lookup in order to get the FQDN, the result may not match the Service Principal
Name (SPN). This may result in a mismatch between the SPN the LoadMaster generates and the one
configured under the trusted user in the Active Directory. To mitigate this issue, it is possible to override the
DNS server entries by adding hosts for local resolution in the LoadMaster (System Configuration > Host &
DNS Configuration).

* The LDAP server needs to support LDAP over a secure transport, for example LDAPS or StartTLS.

» The appropriate certificates must have been issued for the LoadMaster.
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DoD CAC Authentication
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The above diagram illustrates the CAC/KCD logical authorization process:

1. A client attempts to access an ESP-protected service using CAC credentials.
2. The LoadMaster verifies that the credentials are still valid with a trusted OCSP responder.

3. After mapping the SAN which contains the client User Principal Name (UPN) in Active Directory, the
LoadMaster obtains a service ticket for the user and obtains a service ticket for the application.

4. The LoadMaster forwards the user’s service ticket to the desired service.
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5. The LoadMaster passes the response to the client who gains access to the application/service.

Related Links

* Web User Interface (WUI) Options
» Configure the LoadMaster

Web User Interface (WUI) Options

Web User Interface (WUI) Options

There are a number of options in the LoadMaster WUI relating to DoD CAC authentication. These are
described in the sections below.

Related Links

» OCSP Configuration
* Verify Client using OCSP
* Flush the OCSPD Cache

OCSP Configuration
OCSP Configuration

To get to the OCSP Configuration screen, in the main menu of the LoadMaster WUI, go to Certificates &
Security > OCSP Configuration.

OCSP Server Settings

ocsp server [10.11.0.35 |
QCSP Server Port m
OCSP URL. | | Set Path |

Allow Access on Server Failure

OCSP Server

The address of the OCSP server. This can either be in IP address or Fully Qualified Domain Name (FQDN)
format.

OCSP Server Port
The port of the OCSP server.
OCSP URL

The URL to access on the OCSP server.

Feature Description DoD CAC Authentication 9
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Use SSL
Select this to use SSL to connect to the OCSP server.
Allow Access on Server Failure

Treat an OCSP server connection failure or timeout as if the OCSP server had returned a valid response,
that is, treat the client certificate as valid.

OCSP Checking

Enable OCSP Checking

OCSP Checking

The Enable OCSP Checking Ul control (and associated API) are all that is required in order to enable
OCSP checking for outbound management connections that use certificate authentication (e.g., LDAP and
remote logging).

« If the OCSP Server/Port/URL options are not set, all OCSP checking depends on the OCSP server setting
in the AlA information from the certificate to be validated and this information is optional. If this information
is not present, or is invalid, no checking will be performed.

* If the OCSP Server/Port/URL options are set, then any certificate that does not have an OCSP server set
in the AlA section will be checked using the provided OCSP server details.

« If both the certificate and the OCSP Server/Port/URL are set with the OCSP server address details, then
only the information available in the certificate will be used to validate the certificate. If the details provided
for OCSP server in the certificate is invalid, the OCSP checking will not switch to LoadMaster OCSP server
settings to validate the certificate.

This behavior with respect to the OCSP Server/Port/URL settings also applies to OCSP checking of server
certificate chains.

It should also be noted that OCSP checking for real server connections is not enabled by the above control.
Real server OCSP certificate checks are enabled by the Force Real Server Certificate Checking option.

OCSP Stapling

Enable OCSP Stapling

OCSP Refresh Interval [ 7]

Enable OCSP Stapling

If the Enable OCSP Staplingcheck box is enabled, the LoadMaster verifies certificates for all external
connections originated by the LoadMaster (except for re-encrypted connections to the Real Servers). Select
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this check box to enable the LoadMaster to respond to OCSP stapling requests. If a client connects using
SSL and asks for an OCSP response, this is returned. Only Virtual Service certificates are validated. The
system holds a cache of OCSP responses that are sent back to the client. This cache is maintained by the
OCSP daemon. When the OCSP daemon sends a request to the server, it uses the name specified in the
certificate (in the Authority Information Access field). If it cannot resolve this name, then it uses the default
OCSP server specified in the OCSP Server text box.

OCSP Refresh Interval

Specify how often the LoadMaster should refresh the OCSP stapling information. The OCSP daemon caches
the entry for up to the amount of time specified here, after which it is refreshed. Valid values range from 1
hour (default) to 24 hours.

Verify Client using OCSP
Verify Client using OCSP

SSL Properties

SSL Acceleration Enabled: @ Reencrypt: )
Supported Protocols (Jssivs (Jris1.0 Edris11 Erisio Erisys
Add Received Cipher Name D
Require SNI hostname D

Self Signed Certificate in use.
Available Certificates Assigned Certificates
None Available

- None Assigned
Certificates Set Certificates

Manage Certificates

Cipher Set [Default ]
Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
DHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY 1305 v

Ciphers

Client Certificates | Client Certificates and pass DER through as X-CLIENT-CERT v
Verify Client using OCSP

Strict Transport Security Header | Don't add the Strict Transport Security Header v I

In the Virtual Service modify screen (Virtual Services > View/Modify Services > Modify) there is a check
box in the SSL Properties section called Verify Client using OCSP. When this is enabled, the LoadMaster
verifies that the client certificate is valid.

Feature Description DoD CAC Authentication
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Note: If Verify Client using OCSP is enabled and the OCSP server settings have not been configured in
the OCSP Configuration screen, the client cannot be verified and the connection will fail. There will not be a
warning or error message on the WUI which indicates this so please ensure to check this if troubleshooting
any problems.

Flush the OCSPD Cache

In the Debug Options screen (System Configuration > Logging Options > System Log Files > Debug
Options) there is an option to flush the OCSPD cache. This option is intended to be used when
troubleshooting or testing.

Debug Options

Disable ALl Transparency QMEEDIERIETESE L T
Enable L7 Debug Traces WG ERIETE
Enable Extended L7 Debug RG] R EAET T Tl LT
Enable IRQ Pinning ENELEYIEIOR ST TTTT]
Perform an Fadm JEEGL]
Enable WAF Debug Logging  [=iG1d YT
Enable IRQ Balance QEGEL]ER{0REETE] -]
HEEN W Enable TSO
ELEN RN a9l Enable TCP SACK
Enable Layer 4 IPvE Forwarding
Disable CLI VS Management [RIE1ER S RRVCE N ETET E T
GEO debugging  [LE SO T
Reset Statistic Counters [JRGEGIESI R il
Flush OCSPD Cache [l e Te l!
Enable SSOMGR Debug Traces WY EL ERIETE
Flush S50 Authentication Cache [l It 0T -1
550 Internal State el 0RSIEIC]
Linear 550 Logfiles
Sel S S ETW LI Start IPsec IKE Daemon
Perform an IPsec Status  [EEEIR=I G
Enable IKE Debug Level Logs a0 EL] Y ETE

N Kill LoadMaster

Kill LoadMaster (971737)

O

Enable DHCPvS Client

When using OCSP to verify client certificates, OCSPD caches the responses it gets from the OCSP server.
The OCSPD log messages appear in the system messages log. This cache can be flushed by pressing the
Flush Cache button. Flushing the OCSPD cache can be useful when testing, or when the Certificate
Revocation List (CRL) has been updated.
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Configure the LoadMaster

Configure the LoadMaster

There are a number of areas that need to be configured for the LoadMaster to use DoD CAC authentication
appropriately. Refer to the sections below for detailed configuration instructions.

For information on what each of the WUI options mean, refer to the Web User Interface (WUI) Options
section.

Related Links

» Connect to a Network Time Protocol (NTP) Host
+ Install the Root Certificate on the LoadMaster

* Generate and Import a Client Certificate

» Configure the OCSP Options

» Configure the LDAP Endpoint

» Configure the SSO Domains

+ Configure the Virtual Service(s)

Connect to a Network Time Protocol (NTP) Host

Connect to a Network Time Protocol (NTP) Host

If there is a time mismatch beyond a five-minute boundary between clients, intermediaries and servers,
erroneous ticket invalidation will occur when KCD is in use. To avoid this problem, connect the LoadMaster to
an NTP host server. The same host used by clients and servers in the infrastructure should be used by
LoadMaster. An external NTP host server can be used if the LoadMaster can access it. However, if the
LoadMaster is internal only — you will need to set up your own NTP server.

To configure the NTP settings on the LoadMaster, follow the steps below:

1. In the main menu, select System Configuration > System Administration > Date/Time.

NTP host(s) [10.11.0.38 § Set NTP host

Show NTP Authentication Parameters

setDate [31 v |[May v][2018 v ]
Set Time |D9 v |:|=1T v |:|-1|:| v |
Set time zone (UTC) | UTC r |

2. Enter the IP address of the NTP host(s) and click Set NTP host.
3. Select a time zone in the Set time zone (UTC) drop-down menu. Click Set time zone.

Note: The time zone needs to be manually set even when an NTP server is used.
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Install the Root Certificate on the LoadMaster

Install the Root Certificate on the LoadMaster

First, the root certificate (which is needed for chaining certificates presented by clients) needs to be installed
on the LoadMaster. To do this, follow the steps below in the LoadMaster WUI:

1. In the main menu, select Certificates & Security > Intermediate Certs.

Add a new Intermediate Certificate

Intermediate Certificate | Choose File |example.crt

Certificate Name MeriSignCert |
1. Click Choose File.
2. Browse to and select the relevant certificate file.
3. Enter the desired filename.
4. Click Add Certificate.
5. Click OK.

Generate and Import a Client Certificate

Generate and Import a Client Certificate

Generate a client certificate, for example with OpenSSL or Active Directory, which is signed by the root
certificate. The client certificate must include a SubjectAltName (SAN) section with the email addresses of
the clients. This is used to check if a particular user exists in the LDAP database. This client certificate must
be imported in the clients’ browser.

Note: Please import the certificate in the Personal tab of the browser certificate settings.

Configure the OCSP Options

Configure the OCSP Options
To configure the OCSP options, follow the steps below in the LoadMaster WUI:

1. In the main menu, select Certificates & Security > OCSP Configuration.

OC5P Server Settings

ocse server [10.11.0.37 |
OCSP Server Port m
OCSP URL |

Allow Access on Server Failure

14
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© gk wN

Enter the IP address or FQDN of the OCSP Server and click Set Address.
Enter the OCSP Server Port and click Set Port.
Enter the URL to access on the OCSP server in the OCSP URL text box and click Set Path.
Enable or disable the Use SSL option.
Enable or disable the Allow Access on Server Failure option.

Note: We recommend leaving the Use SSL and Allow Access on Server Failure options disabled, but

they can be enabled if needed.

Configure the LDAP Endpoint
Configure the LDAP Endpoint

To add a new LDAP endpoint, follow the steps below:

1. Expand Certificates & Security and click LDAP Configuration.

Add new LDAP Endpoint

IExampleEndpoint

2. Type a name for the endpoint and click Add.

LDAP Endpoint EXAMPLE

LDAP Server(s)

LDAP Protocol
Validation Interval
Referral Count
Server Timeout
Admin User

Admin User Password

10.154.60.61

Set LDAP Server(s)

Unencrypted v

60

0

5

admin

cecee

Note: Spaces and special characters are not permitted in the LDAP endpoint name.

3. Type the IP address of the LDAP database or databases in the LDAP Server(s) text box and click Set
LDAP Server(s). Separate multiple entries by using a comma.

Feature Description DoD CAC Authentication
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4. Select the relevant LDAP Protocol to communicate with the LDAP server.

Note: If you create an SSO domain with the Authentication Protocol set to Certificates, ensure to set
the LDAP Protocol to LDAPS in the LDAP endpoint.

5. Type the Validation Interval and click Set Interval. This specifies how often the user is revalidated with
the LDAP server.

6. Type the relevant username in the Admin User text box and click Set Admin User.

7. Type the password for the admin user and click Set Admin User Password. These admin credentials are
used to check the LDAP server or servers.

Configure the SSO Domains

Refer to the following sections for details on configuring an inbound and outbound SSO domain in the
LoadMaster.

Related Links

» Configure the Inbound SSO Domain in the LoadMaster
» Configure the Outbound SSO Domain in the LoadMaster

Configure the Inbound SSO Domain in the LoadMaster

An inbound configuration SSO domain needs to be created in the LoadMaster. This should contain the IP
address of the LDAP database as well as an administrator username and password. These login details are
used to log in to the database and check if the user from the certificate does exist. If multiple domains are
configured, sign-on can then be authenticated all at once. More information on this option can be found in the
ESP, Feature Description.

To create and configure this SSO domain, follow the steps below:

1. In the main menu of the LoadMaster WUI, select Virtual Services > Manage SSO.

Add new Client 5ide Configuration
[Examplelnbound.com N Add |

2. In the Client Side Single Sign On Configurations section, enter the Name of the SSO domain.
3. Click Add.
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Authentication Protocol [Eerliﬁudieﬁ w |
LDAP Endpaoint | I['.l.i'.l-‘_:—'."\.-i.HFHT 'Vl Manage LDAP Configuration
Select Cartificate to User Mapping | User Principal Name V|

Allow fallback ta check Common Name

» |Examplelnbound.com W Set Domain/Realm Name
Logen Format [b?-ﬁc-in-a-ln:.rr:e v]
Logon Transcode [ml

i
—

Domain/Real

Public - Untrusted Environment Private - Trusted Environment
(900 | EE 900

session Timeout 7200 Set Max Duration 28800 Set Max Duration
Use for Session Timeout :cih:—t.i:ﬂ.e Vl

Use LDAP Endpaint for Healthehaek

4. Select Certificates as the Authentication Protocol.
5. Select the relevant LDAP Endpoint to use (as created in the Configure the LDAP Endpoint section).
6. Select the relevant value for the Select Certificate to User Mapping drop-down list.

Note: In LoadMaster firmware version 7.2.53, support for Personal Identity Verification (PIV) smart card
authentication was added. For further details, refer to the following section: PIV Smart Card Support.

7. Enable or disable the Allow fallback to check Common Name option.

Note: For more information regarding the Check Certificate to User Mapping option, refer to the
Configure the SSO Domains section.

8. Enter the login domain to be used in the Domain/Realm text box.

Note: This is also used with the logon format to construct the normalized username, for
example;Principalname: <username>@<domain>Username: <domain>\<username>If the Domain/Realm
field is not set, the Name set when initially adding an SSO domain is used as the Domain/Realm name.

Select Certificate to User Mapping

This section provides further information about the Select Certificate to User Mapping option. The Select
Certificate to User Mapping option is only available when the Authentication Protocol is set to
Certificates.

Note: In LoadMaster firmware version 7.2.53, support for Personal Identity Verification (PIV) smart card
authentication was added. For further details, refer to the following section: PIV Smart Card Support.

Feature Description DoD CAC Authentication
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Note: The screenshots in this section were taken in Windows Server 2012 R2. They were correct at time of
writing but they may change without our knowledge. Please consult the Microsoft documentation for the
latest screenshots and steps.

B Active Directory Users and Computers
File Action View Help

@ | m 40X = HE|LaETIS
) Active Directory Users and Computers [w2008e-ad1 | Name = | Type [_DM:
| Saved Queries E Administrator User Built4n account for ac
B 51;5 kf'”ﬂb“@ com Eﬂlowed RODC Password Replication Group Security Group - Domain Local Members in this group
— Builtin 82 cert Publishers Security Group - Domain Local Members of this grou
Compil..ll'.ers %Denied RODC Password Replication Group Security Group - Domain Local Members in this group
& Domain Controllers . 2, DiscoverySearchMaibbox {D919BA05-46A6-41... User
- E“;ﬁ;ﬁ;ﬂp"mm 2, Dnsadmins Security Group - Domain Local DNS Administrators G
| LOS - .
5 Harogd Savee ccount 11 e I et
= - : up - Global Designated administr:
| Microsoft Exchange Security Grou 5 A
B Ovaranitats X509 Certficates | Kerberos Names | bup - Global All workstations and s
| System bup - Global All domain controllers
S = Mapped user accourt: up - Global All domain guests
| Microsoft Exchange System Objec I(mm}r Users/test1 bup - Global All domain users
| NTDS Quotas . ) bup - Universal Designated administr:
X509 certficates: bup - Universal Members of this grou
Certficates For ["lssued By |
CN=owa kemptmg.com QU=Support
bup - Global Members in this groug
Built-n account for gu
Key Distribution Cent
bup - Domain Local Servers in this group
Add.. | Edt... | Remove l bup - Global Members of this grou
bup - Universal Designated administr:

| OK I Cancel | Spply

& testi User
2 test10 User
2 test11 User
2 test12 User
2 test13 User
2 testia User
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B Active Directory Users and Computers

Fle Action View Help

& | 7m40|XE &= -

Dl aEYo®

. Active Directory Users and Computers [w2008e-adl | Name =~ | Type I Description
"1 saved Queries L Admiristrator User Built-in account for ac
= 3 ke_mptmgmm @nllowed RODC Password Replication Group Security Group - Domain Local Members in this group
® - Builtin %Cert Publishers Security Group - Domain Local Members of this grouy)
® — CO'“D_ULHS %Denied RODC Password Replication Group Security Group - Domain Local Members in this group
@[3 Domain Controllers . 2, DiscoverySearchMaibox {DO19BA0S-46A6-41... User
E — E:;fnls’;?;bfpnnﬂpa Sgibns.ﬂ.dmins Security Group - Domain Local DNS Administrators G
- i . - Global DNS dients wh
¥ [ Managed Service Accounts Security Identity Mapping 21x| s  CIENES Who are £
= = 8 up - Glabal Designated administr:
[® (2] Microsoft Exchange Security Grou - A
@ [ Program Data X.508 Cerfficates | Kerberos Nameg] ' up - G!oba! A!! m'mkgmhons and s
® 7] System e P . e LS i"l Q nain controllers
5] [e=es ] Certificate Properties | H hain guests
® [ Microsoft Exchange System Objec | [<emptmg.com/Ust| o e propeties: hain users
[ | NTDS Quotas ; - ated administr:
X-509 certficates: | Altibute | Information = | pree—
Eathicai=alEor E=support @kemptechnologies.com i
CN=owsa kemptm CN=owa kemptmg.com =
gl_.l-ESup;jp?rrt . Ers in this group
S-: MY |‘:c::hm:plc:gles account for g
=T | |[stribution Cents
C.Iuh;m r=118 _
4
[~ Identity Mapping < in this group
Add... | ¥ Use [ssuer for altemmate security identity Ers of this grou
= ated administr
[V Use Subject for altemate security identity
& tost1 oK I Cancel
2 test10
2 test11 User
2 test12 User
2 test13 User
2, test1s User

The altSecurityAttribute can be set in the Active Directory Users and Computers (data.msc) console by
using the Name Mappings task (see screenshots above). Both the Issuer and Subject are used for
alternate security identity. Using the Name Mappings method will create an altSecurityldentities entry on the

form:

X509:<I>issuer data...<S>subject data...

There are other formats (created by other methods) but this is currently the only one supported by the

LoadMaster.

Note: When changing the mapping in the Active Directory, the changes do not take effect immediately. To
see the changes immediately, the LoadMaster SSO cache would need to be flushed or the user ticket would

need to time out.

Flushing the SSO cache will flush all Single Sign-On (SSO) records, reset all authentication server statuses,
reset the KCD domain (if relevant) and re-read the configuration. This has the effect of logging off all clients
using Single Sign-On to connect to the LoadMaster.
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Configure the Outbound SSO Domain in the LoadMaster

Note: There are some guidelines to be aware of when creating a trusted user. For further details, refer to the
Create a LoadMaster Trusted User section.

To configure the server (outbound) SSO domain, follow the steps below in the LoadMaster Web User
Interface (WUI):

1. In the main menu, select Virtual Services > Manage SSO.

Add new Server Side Configuration

ExampleOutbound.com | [ERER

Use AES256 SHA1 KCD EipherD

2. In the Server Side Single Sign On Configurations section, enter the name of the Single Sign On (SSO)
domain in the Name text box and click Add.

Domain EXAMPLEOUTBOUND.COM

Authentication Pratocol | Kerberos Constrained Delegation ¥ |

kerberos Realm |test.example.com W Set Kerberos realm
Kerberos Key Distribution Center |1D-_11,D, 73 | Set Kerberos KDC
Kerberos Trusted User Name |kemp675.kempdev.net | Set KCD trusted user name

Set KCD trusted user password

Kerberos Trusted User Password |

w

. Select Kerberos Constrained Delegation as the Authentication Protocol.
. Enter the Kerberos Realm address and click Set Kerberos realm. Click OK.

H

Note: The Kerberos realm should be a name (not an IP address), such as kemptech.local. If an IP
address is specified, authentication will not work. This field only accepts one name. Double quotes are not
allowed in this field.

5. Enter the address of the Kerberos Key Distribution Center and click Set Kerberos KDC. Click OK.

Note: This field only accepts one Key Distribution Center.Double quotes are not allowed in this field.

6. Enter the Kerberos Trusted User Name and click Set KCD trusted user name. Click OK.

Note: Refer to the Create a LoadMaster Trusted User section of this document for some key
requirements relating to this trusted user account.

Note: Double and single quotes are not allowed in the Kerberos Trusted User Name field.

7. Enter the Kerberos Trusted User Password and click Set KCD trusted user password. Click OK.

20
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Configure the Virtual Service(s)

Configure the Virtual Service(s)

To configure the Virtual Service(s) to use DoD CAC authentication, follow the steps below:

1. In the main menu, select Virtual Services > View/Modify Services.

2. Expand the SSL Properties section.

SSL Properties

SSL Acceleration
Supported Protocols
Add Received Cipher Name

Require SNI hostname

Enabled: Reencrypt: D
Usstvs (ris1.0 @ris1.1 Erist.2 @risis
U

Certificates

Self Signed Certificate in use.

Available Certificates Assigned Certificates
b
<

None Available a None Assigned

Manage Certificates

Set Certificates

Ciphers

Cipher Set [Default 2
Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
DHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY 1305 v

Client Certificates

Strict Transport Security Header

| No Client Certificates required

| Don't add the Strict Transport Security Header

Intermediate Certificates

Using all installed Intermediate certificates

Show Intermediate Certificates

3. Select Enabled.
4. Click OK.
5. Expand the ESP Options section.
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ESP Options
Enable ESP
ESP Logging
Client Authentication Mode
550 Domain
Allowed Virtual Hosts
Allowed Virtual Directories
Pre-Authorization Excluded Directories
Permitted Groups
Include Mested Groups
Steering Groups
Server Authentication Mode

Server Side configuration

User Acu:ess: Security: Cu:unnectiu:-n:

| Client certificate | =]
| ExampPLENBOUND.COM [+ |

| | Set Allowed Virtual Hosts
| Set Allowed Directories
| Set Excluded Directories

Set Permitted Groups

| |
| |
|

EXAMPLEOUTBOUND.COM | = |

|
|
|
&

6. Select Enable ESP.

7. Select Client Certificate as the Client Authentication mode.

8. Select the inbound SSO domain which was configured in the Configure the Inbound SSO Domain in the
LoadMaster section in the SSO Domain drop-down list.

Note: To allow the option to authenticate from multiple domains, alternative domains can be assigned at

this point.

9. In the Server Side configuration drop-down list, select the outbound SSO domain which was created in
the Configure the Outbound SSO Domain in the LoadMaster section.

10.
Feature Description.

11. Expand the SSL Properties section.

Fill out any other details as needed. For more information on the general ESP options, refer to the ESP,
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SSL Properties

SSL Acceleration Enabled: & Reencrypt: O
Supported Protocols (Jsstv3 (JTLs1.0 Eris1.1 Eris12 @risis
Add Received Cipher Name D
Require SNI hostname O

Self Signed Certificate in use.
Available Certificates Assigned Certificates

None Available None Assigned

> -
Certificates Set Certificates

Manage Certificates
Cipher set | Default M Modify Cipher Set

Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA384
, ECDHE-RSA-AES256-GCM-SHA384
CIPhers | DHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY1305 v

Client Certificates | Client Certificates and pass DER through as X-CLIENT-CERT |

Verify Client using OCSP

Strict Transport Security Header | Don't add the Strict Transport Security Header v I

12. Enable the Verify Client using OCSP option.

Note: If Verify Client using OCSP is enabled and the OCSP server settings have not been configured in
the OCSP Configuration screen, the client cannot be verified and the connection will fail.

13. Fill out any other details as needed.
14. Add any Real Servers as needed.

Note: When using client certificates, you cannot have SubVSs when setting up an Exchange workload.
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Using CAC Authentication for LoadMaster
WUI Access

Using CAC Authentication for LoadMaster WUI Access

In addition to using CAC as the authentication protocol when using ESP, CAC authentication can also be
used to authenticate user access to the LoadMaster administrative WUI. To configure this, follow the steps in
the sections below.

Note: Certificate-based authentication will be deprecated at some point in the future.

Related Links

» Complete the CAC Infrastructure Configuration

» Upload the Certificate to be Validated to the LoadMaster

* Enable Session Management

» Optionally Enable the OCSP Check

» Enable CAC Authentication for LoadMaster WUI Access

* Logging in to the LoadMaster WUI with CAC Authentication
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Complete the CAC Infrastructure Configuration

Complete the CAC Infrastructure Configuration

Before enabling CAC authentication for LoadMaster WUI access, please ensure that the CAC infrastructure
configuration has been completed. If it has not been completed, you may not be able to gain access to the
LoadMaster WUI after enabling CAC authentication for WUI access. For further information on completing
the CAC infrastructure configuration, refer to the other sections in this document and also the third party CAC
documentation.

Upload the Certificate to be Validated to the
LoadMaster

Upload the Certificate to be Validated to the LoadMaster

Ensure to upload the certificate to be validated to the Intermediate Certs section of the LoadMaster WUI.
For step-by-step instructions, refer to the Install the Root Certificate on the LoadMaster section.

Enable Session Management

Enable Session Management

Session management needs to be enabled in the LoadMaster WUI in order to enable CAC authentication. To
enable Session Management, follow the steps below:

1. In the main menu of the LoadMaster WUI, go to Certificates & Security > Admin WUI Access .
2. Select the Enable Session Management check box.

Please Specify Your User Credentials

Uszer |ba| |

Passwaord

3. Login to the WUI.
4. If required, basic authentication can also be enabled.

For further information on WUI Session Management, refer to the Web User Interface (WUI), Configuration
Guide.
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Optionally Enable the OCSP Check
Optionally Enable the OCSP Check

If desired, an OCSP check can also be enabled - but this is optional. For further information, refer to the
OCSP sections in this document.

Enable CAC Authentication for LoadMaster WUI
Access

Note: Certificate authentication must be configured correctly before enabling WUI CAC support.

After session management has been enabled, CAC authentication can also be enabled for LoadMaster WUI
access. To enable this, follow the steps below:

1. In the main menu of the LoadMaster WUI, go to Certificates & Security > Remote Access.

Administrator Access

Allow Remote SSH Access Using: |AI| Networks V| Port: |22 | Set Port
SSH Pre-Auth Banner I— 4
Set Pre-Auth Message

Allow Web Administrative Access Using: |eth0: 10.35.48.21 v| Port: |443

Admin Default Gateway l:l

Allow Multi Interface Access D

Enable API Interface Port: m

Self-Signed Certificate Handling | RSA self-signed certs \/|

Outbound Connection Cipher Set | None - Outbound Default v|

Admin Login Method | Password or Client certficate v

Allow Client Certificate Login Without Locally Installed User Certificate O

Enable Software FIPS 140-2 level 1 Mode [JSE]o) CRSIoIETENE | 2SN 1 Tofe [5)

Enable Kemp Analytics

2. Select the relevant Admin Login Method.
The following login methods are available:

» Password Only Access (default): This option provides access using the username and password only —
there is no access using client certificates.

» Password or Client certificate: The user can log in using either the username/password or using a valid
client certificate. If a valid client certificate is in place, the username and password is not required.The
client is asked for a certificate. If a client certificate is supplied, the LoadMaster will check for a match. The
LoadMaster checks if the certificate is a match with one of the local certificates, or checks if the Subject
Alternative Name (SAN) or Common Name (CN) of the certificate is a match. The SAN is used in
preference to the CN when performing a match. If there is a match, the user is allowed access to the
LoadMaster. This works both using the APl and user interface.An invalid certificate will not allow access.If
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no client certificate is supplied, the LoadMaster will expect that a username and password is supplied (for
the API) or will ask the user to enter a password using the standard WUI login page.

Note: You can allow local users to log in even if the client certificate has been deleted from the
LoadMaster by enabling the Allow Client Certificate Login Without Locally Installed User Certificate
option (under Certificates & Security > Remote Access > Administrator Access). By default, this
option is disabled. Legacy local certificate login is not secure. Only enable this option if necessary. When
enabling this option, a confirmation warning appears. Click OK to confirm.

+ Client certificate required: Access is only allowed with the use of a client certificate. It is not possible to
log in using the username and password. SSH access is not affected by this (only the bal user can log in
using SSH).

 Client certificate required (Verify via OCSP): This is the same as the Client certificate required option,
but the client certificate is verified using an OCSP service. The OCSP Server Settings must be configured
in order for this to work. For further information on the OCSP Server Settings, refer to the Configure the
OCSP Options section.

Note: In LoadMaster firmware version 7.2.53 and above, the OCSP server settings do not need to be
configured in the LoadMaster if the certificate has an Authority Information Access (AlA) extension that the
LoadMaster will attempt to connect to it.

Some points to note regarding the client certificate methods are below:

» The bal user does not have a client certificate. Therefore, it is not possible to log into the LoadMaster as
bal using the Client certificate required methods. However, a non-bal user can be created and granted
All Permissions. This will allow the same functionality as the bal user.

» There is no log out option for users that are logged in to the WUI using client certificates, as it is not
possible to log out (if the user did log out the next access would automatically log them back in again). The
session is terminated when the page is closed, or when the browser is restarted.

Logging in to the LoadMaster WUl with CAC
Authentication

Logging in to the LoadMaster WUI with CAC Authentication

After enabling CAC WUI authentication, you are logged out of the LoadMaster WUI. Please close the web
browser and open it again. Then, attempt to log in with a valid certificate.

The WUI authentication login is based on CAC X.509 certificates. Authentication systems vary depending on
the type of system, such as Active Directory or another access control list.

When logging into the LoadMaster WUI with CAC and LDAP, the username needs to be fully qualified, that
is, it needs to be the UserPrincipalname or <Domain>\<Username>.
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Settings

Appendix A: Configure the Active Directory Settings

There are certain Active Directory settings that need to be configured correctly for CAC authentication to
work with the LoadMaster. Follow the steps below to configure these settings. If this account is not set up
correctly, CAC authentication will not work.

The steps below are functionally equivalent for Windows Server 2008 and Windows Server 2012 R2. For
more information, please refer to the Microsoft documentation.

Note: The screenshots in this section were taken in Windows Server 2012 R2. They were correct at time of

writing but they may change without our knowledge. Please consult the Microsoft documentation for the
latest screenshots and steps.

Related Links

» Add a Certificate to the Active Directory for TLS/LDAPS
» Create a LoadMaster Trusted User

+ Associate an SPN with the User Entry

» Configure Delegation for the User Entry
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Add a Certificate to the Active Directory for TLS/

LDAPS
Add a Certificate to the Active Directory for TLS/LDAPS

B Certificate -
Details | Certification Path

Show: |Extensiu:nns Only A |
Field Value
. Subject Alternative Mame RFC822 Name=test11@kemp...
BEasic Constraints Subject Type =End Entity, Pat...
Elh’.ey IUsage Digital Signature, Mon-Repudia. ..

RFC322 Mame=test11@kempdev.net

Other Mame:
Principal Name =test11l@kempdev.net

Edit Properties. .. | Copy to File... |

A certificate needs to be added to the Active Directory for Transport Layer Security (TLS)/Lightweight
Directory Access Protocol over SSL (LDAPS).

Create a LoadMaster Trusted User

Create a LoadMaster Trusted User

A LoadMaster trusted user must be created in the Windows domain (Active Directory). This trusted
administrator user account is used to get tickets on behalf of users and services when a password is not
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provided. The Active Directory account for the trusted user is a user account, but it represents the
LoadMaster.

Some guidelines regarding configuring the trusted user are listed below:

MNew Object - User -

_1 Createin:  kempdev.net/Users

I
First name: |Im &5 | Initials: I:I
Last name: | |
Full name: ||ITI 65 |

|User logon name:
|hnstﬂm55.kempdev.net | | @kempdev net W |

IUser logon name (pre-Windows 2000):
|KEMPDEV‘-. | |Im 85

< Back | Mexd > | | Cancel |

* The User Principal Name (UPN) (User logon name) must be like a Service Principal Name (SPN), for
example host/<FQDN>.UPNSuffix, like the example in the screenshot above; host/Im65.kempdev.net

Note: The default UPN suffix must be used.

* The pre-Windows 2000 user logon name has to be the name part of the FQDN that is part of the UPN
above, for example KempDEW\

Note: A DNS entry representing the FQDN must be created, ideally with a PTR record for reverse lookup.

Note: In the LoadMaster, the Kerberos Trusted User Name is set to the FQDN name above, which should
be the host name of the LoadMaster.
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Im75 Properties | ?
COrganization | Member Of | Dialdin I Ervironment I Sessions
Remote contral | Remote Desktop Services Profile COM=
General | Address | Account | Profile I Telephones Delegation

|User logon name:

| | | @kempdev net v |

|User logon name (pre-Windows 2000):
|KEMPDE‘J\ | |Im_.-"5.l-:empdew.r.net |

| Logon Hours... || LogOn To... |

[ ] Unlock account

Account options:

[] User must change password at next logon -
[] User cannet change password

Paszsword never expires

[ Store password using reversible encryption

k3
Account expires
(®) Never
O Endof: Fiday .December 5,2014 E
OK || Cancel Apply Help

Note: To open the user Properties screen, right-click the user and click Properties.

» The password should be set to never expire

» The user must have permissions to perform protocol transition. Refer to the Configure Delegation for the
User Entry section for further information on this.
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Remote control I Remote Dezktop Services Profile I

COk+

General I Address | Aocount I Prafile | Telephones | Organization

Prirary graup: Domain Uszers

Set Primary Group

applications.

Member Of | Dial-in E rwironment Sessiohs
tember af:
M arme Active Directory Domain Services Folder
Domain Users kempdev net./Users
Add... | | Remove

There iz no need to change Primary group unless
wou have Macintogh clients or POSE-compliant

aF. | | Cancel Apply

¢ The user must be a member of the relevant domain

In the example, the items are mapped as follows:

Help

Item Mapping

Additional Information

Username Im75

Domain kemptech.net

Kerberos Realm kemptech.net
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Item

Mapping

Additional Information

Default UPN-suffix

kemptech.net

LoadMaster FQDN

Im75.kemptech.net

DNS entry

FQDN name/LoadMaster hostname

Im75

LoadMaster SPN

host/Im75.kemptech.net

UPN of trusted user

host/Im75.kemptech.net

User logon name

Trusted user logon name

kempdev/Im75

User logon name (pre-Windows
2000)

Kerberos Trusted User Name

Lm75

Associate an SPN with the User Entry

Associate an SPN with the User Entry

Execute the ktpass.exe file in the command prompt to associate a Service Principal Name (SPN) with the

user entry, for example:

Example Syntax

ktpass.exe /princ host/<LoadMasterSPN>@<Domain> /ptype KRB5_NT_PRINCIPAL /mapuser
<Domain>\<TrustedUserLogonName> /mapop set /setupn /crypto all

Example Command

ktpass.exe /princ host/Im60.esptest.local@ESPTEST.local /ptype KRB5_NT_PRINCIPAL /mapuser

ESPTEST\Im60.esptest.local /mapop set /setupn /crypto all

Note: The ktpass.exe file is a Microsoft command-line utility and is present on any Windows Server

installation.
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When this has been completed, the user properties window will have the Delegation tab.

Configure Delegation for the User Entry

Configure Delegation for the User Entry

Some guidelines relating to the delegation settings for the trusted user are provided below:

L

Remote control

Im65 Properties

Organization I Member Of l Dial-in [ Environment
Remote Desktop Services Profile

General I Address | Account | Profile | Telephones

() Do not trust this user for delegation

() Trust this user for delegation to any service (Kerberos only)
(®) Trust this user for delegation to specied services ornly
() Use Kerberos only
(® Use any authentication protocol
Services to which this account can present delegated credentials:

Sessions
COM=+
Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another user.

Service Type  User or Computer Port Service Ni
hitp W2012R2-EX
< {11} >
|| Expanded Add... | I Remove
| oK || Cameel || ppy || Her

» The LoadMaster trusted user account must have delegation enabled (the ability to request a ticket on
behalf of a user logging in) and be set to Use any authentication protocol
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Note: Delegation is not enabled by default when a user is created.

* In constrained delegation mode, the service(s) that need to be available must be selected. To do this, click
the Add button.

Note: Constrained delegation can be thought of as a white list type of security authenticating. Adding a
service here is really adding it to the white list.
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PIV Smart Card Support

In LoadMaster firmware version 7.2.53, support was added for Personal Identity Verification (PIV) smart card
authentication. PIV guidance is to match certificate fields to "altsecurityidentities" in the Active Directory (AD).
Support has been added for both SSO and WUI authentication.

Select Certificate to User Mapping

The Select Certificate to User Mapping drop-down list appears in the Virtual Services > Manage SSO >
Modify screen if the Authentication Protocol is set to Certificates.

The Select Certificate to User Mapping field appears in the Certificates & Security > Remote Access >
WUI Authorization Options screen if the following settings are configured:

» Session Management must be enabled (Certificates & Security > Admin WUI Access) to see the WUI
Authorization Options button.

» The Admin Login Method in Certificates & Security > Remote Access must be set to a Client
certificate method.

» The Pre-Auth Click Through Banner must be set in Certificates & Security > Admin WUI Access before
you can select a Client certificate method as the Admin Login Method in Certificates & Security >
Remote Access.

The Select Certificate to User Mapping field has the following values:
» User Principal Name (default value)

* Subject
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Issuer and Subject

Issuer and Serial Number

Some configuration caveats are below:

After a certificate is revoked, the certificate fails authentication. However, sometimes it remains in the
cache so to make it fail instantly ensure to use the Flush OCSPD Cache option in System Configuration
> System Administration > Logging Options > Debug Options.

If the LDAP query returns more than one match, the login fails.

If the Authority Information Access (AlA) is present in the certificate, the LoadMaster attempts to connect
with the provided AlA. If this does not work, it tries to connect with the local server.

If the LoadMaster cannot get the status of the server configured in the certificate AlA, the LoadMaster does
not fail back to the local server.

If the certificate cannot be validated because the server is unavailable, there is an option in Certificates &
Security > OCSP Configuration called Allow Access on Server Failure where you can decide if you
want to pass the authentication or not. Enabling this check box treats an OCSP server connection failure or
timeout as if the OCSP server has returned a valid response. That is, the client certificate is treated as
valid.
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