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Introduction

Introduction

As part of the Edge Security Pack (ESP), the LoadMaster supports the RSA SecurlD authentication scheme.
This scheme authenticates the user on an RSA SecurlD Server. When RSA is enabled as the authentication
method, during the login process the user is prompted to enter a password that is a combination of two
numbers — a Personal Identification Number (PIN) and a token code which is the number displayed on the
RSA SecurlD authenticator (dongle).

There are two additional challenge-response modes: next token and new PIN. These are described in the
sections below.
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The above diagram shows both next token and new pin modes which are only applicable under the
conditions described below. This flow allows for three login attempts, after which login failure is final. The
actual number of login attempts users are allowed to have is configurable.

Related Links

* Next Token Mode
* New PIN Mode

* Document Purpose
* Intended Audience

* Prerequisites
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Next Token Mode

Next Token Mode

Next token mode is applied in cases where the authentication process requires additional verification of the
token code. The user is asked to enter the next token code, that is, wait for the number that is currently
displayed on the authenticator to change, and enter the new number (without the PIN).

Note: When using RSA and Kerberos Constrained Delegation (KCD), the user password will not be
authenticated which may result in unsecured access — particularly if RSA operates in token code only mode.
While many RSA implementations use token code and PIN, others just use token code.

New PIN Mode

New PIN Mode

New PIN mode is applied in cases where the authentication process requires additional verification of the
PIN. In this case, the user must use a new PIN. Depending on the configuration of the RSA ACE/Server, the
user is prompted to select and enter a new PIN, or the server supplies the user with a new PIN. The user
then re-authenticates with the new PIN. The use of new PIN mode is optional and can be enabled or disabled
in the authentication server.

Document Purpose

Document Purpose

This document describes how to configure the LoadMaster to use the RSA two factor authentication method.
The RSA Security Console screenshots and steps in this document are examples. Progress Kemp will not be

notified of any changes made in the RSA Security Console so please refer to the RSA documentation for the
latest information, if needed.

Intended Audience

Intended Audience

This document is intended to be read by anyone who is interested in finding out how to use RSA
authentication with the LoadMaster.
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Prerequisites

Prerequisites
The following are required in order to use RSA as an authentication method:

+ A configured RSA SecurlD Server

Note: The LoadMaster can only use one RSA server at a time.

* RSA Authentication Manager 8.1
» SecurlD dongles
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Configure RSA SecurlD Multi-Factor Authentication

You need to complete three steps in order to configure RSA multi-factor authentication on the LoadMaster.
These are outlined in the sections below.

If multiple domains are configured, sign-on can then be authenticated all at once. More information on this
option can be found in ESP, Feature Description.

Related Links

» Generate an Authentication Agent Entry

Export the Authentication Manager Configuration

* Generate a Node Secret File

Configure the LoadMaster

Generate an Authentication Agent Entry

Generate an Authentication Agent Entry

An Authentication Agent Entry needs to be generated for the LoadMaster in the RSA Authentication
Manager. To do this, in the RSA Security Console, follow the steps below:
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Security Console

Home Identity - Authentication - Reporting « RADIUS - Administration -

Active User Sessions

B Generate Configuration File ~
Authentication Agents * | Manage Existing

(> Download Configuration File

) ) Add New
Your file was successfully generated and is ready to download.

Generate Configuration File

« The configuration file was successfully generated and is ready to dow| Download Server Certificate File

Authentication Manager Contact List #

1. Select Access > Authentication Agents and click Add New.

Authentication Agent Basics

@ Hostrame: ‘e wem

) Existing node: | Choose One --

&) IP Address: |192.158.1.1D1

Resolve Hostname

\2) Protect IP Address: J' Prevent auto registration from unassigning IP address

\2) Alternate IP Addresses: IP Address

Remove

Notes:

2. Enter the LoadMaster |IP address in the IP Address text box.

Note: For a HA cluster, add all three LoadMaster IP addresses (unit 1, unit 2 and the shared IP address).

Note: If the source IP address of traffic from the LoadMaster to the RSA server changes as a result of
interface IP changes or routing changes, please note that a new RSA-Config file will need to be
generated.

3. Click the Resolve Hostname button. The Hostname field will auto-populate.
4. Fill out the remaining fields as required on the form.
5. Click Save.
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(W Authentication Agents

Unrestricted Restricted

All users who possess the necessary authenticater(s) can authenticate on the following unrestricted authentication agents.

‘ gﬂdded 1 agent(s].

A message will appear confirming that the agent was added.

Export the Authentication Manager Configuration

Export the Authentication Manager Configuration

Before uploading the Authentication Manager configuration, it needs to be exported from the RSA Security
Console. To do this, follow the steps below:

Security Console

I Home Identity « Authentication - Accesz W Reporting ~ RADIUS - Administration -

Active Uszer Sessions

{$ Home
Authentication Agents » | Manage Existing
Welcome sadmin. You logged on: Thursday, M;
User Dashboard: Quick Search Add New
Generate Configuration File |
® | m
Download Server Certificate File
* Quick Links Authentication Manager Contact List »

1. Select Access > Authentication Agents and click Generate Configuration File.

[ Configure Agent Timeout and Retries

Prior to generating the configuration file, you can configure the retry behavior for communication between the agent and the authentication server.

Cancel Reset Generate Config File

1. Click Generate Config File.
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Download File
The file is ready to download. When prompted, select Sawve it to disk to save the ZIF file to vour local machine.

Filename: AM_Config.zip

Download: Download Mow

1. Click Download Now to download the configuration file.

Generate a Node Secret File

Generate a Node Secret File

First, generate a Node Secret in the RSA Security Console by following the steps below:

Authentication = Access ¥

Active User Sessions

Reporting * RADIUS = Administration =

Authentication Agents * | Manage Existing

sgged on: Thursday, Mz

ck Search Add Mew

Generate Configuration File

Download Server Certificate File

Authentication Manager Contact List k

1. Select Access > Authentication Agents > Manage Existing.

Feature Description RSA Two Factor Authentication
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| Authentication Agent IP Address

[ Afm-101 ~ 192.168.1.101
[ WIm75 v | B view 8.1.75
R = | 8.1.25
V4
ol

Enable Lol _ o~ """ "rrrnromm e e e mmmm e
FM Enabled Logon Aliases

3 found. Showir
Enable More Aliases

Duplicate

x Delete

1. Right click the LoadMaster entry and click Manage Node Secret.

Mode Secret Basics

Mode Secret Set: Mo
'\.?.-' Clear Node Secret: Clear the node secret
@J Create Node Secret: Create a new random node secret, and export the node secret to a file
(7) Encryption Password: il —
Confirm Encryption Password: - |.........."“.|
| Cancel | Save

1. Select the Create a new random node secret, and export the node secret to a file check box.
2. Enter an Encryption Password for the node secret file.

3. Confirm the encryption password.

4. Click Save.

Download File

The file is ready to download. When prompted, select Save it to disk to save the ZIP file to your local machine.
Filename: LM-101_NodeSecrat.zip

Download: Dovnload Now
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1. Click Download Now.

Opening LM-101_MNodeSecret.zip

You have chosen to open:

1, LM-101_NodeSecretzip

which is: Compressed (zipped) Folder (656 bytes)
from: https:/fvmrsa.lnet:7004

What should Firefox do with this file?

Openwith | Windows Explorer (default)

@ Save File

[] Do this automatically for files like this from now on.

ok || can

cel

1. Save the file.

Configure the LoadMaster

Configure the LoadMaster

Note: The LoadMaster can only use one RSA server at a time.

In the LoadMaster Web User Interface (WUI), follow the steps below:

1. In the main menu, select Virtual Services and Manage SSO.

Note: For steps on how to configure an SSO domain and ESP, refer to the ESP, Feature Description

document.
Name Operation

Add new Client Side Configuration
| |

2. Click Modify on the relevant SSO domain.

Feature Description RSA Two Factor Authentication
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© ©o N

10.
1.

Domain DOMAIN

Authentication Protocol | RSA-SecurlD v ‘
RSA-SecurlD Server(s) [10.154.11.52 [l Set RSA-SecurlD Server(s)
RSA Authentication Manager Config File | Choose File |No file chosen Set RSA AM Config
Choose File |No file chosen Set RSA Node Secret
RSA Node Secret File ——————
| |Decryption Password
Domain/Realm | [l Set Domain/Realm Name

Logon Format (Phase 1 RSA-SecurlD)
Logon Format (Phase 2 Real Server)
Logon Transcode
Failed Login Attempts D

Public - Untrusted Environment Private - Trusted Environment
session Timeout Set Max Duration Set Max Duration
Use for Session Timeout:
Test User | |
Test User Password | W Set Test User Password

Select RSA-SecurlD as the Authentication protocol.

Note: Itis also possible to select RSA-SecurlD and LDAP as the Authentication Protocol. If this is
selected, the LDAP Endpoint will also need to be selected.

In the RSA-SecurlD Server(s) text box, enter the address(es) of the RSA-SecurID server(s) that are used
to validate this domain.

Click Set RSA-SecurlD Server(s).

In the RSA Authentication Manager Config File field, click Choose File.

Browse to and select the file exported in the Export the Authentication Manager Configuration section.
Click Set RSA AM Config.

Enter the login domain to be used in the Domain/Realm text box.

Note: This is also used with the logon format to construct the normalized username, for example; -
Principalname: <username>@<domain> - Username: <domain>\<username>

Note: If the Domain/Realm field is not set, the Domain name set when initially adding an SSO domain is
used as the Domain/Realm name.

Select the relevant option for Logon Format (Phase 1 RSA-SecuriD).
Select the relevant option for Logon Format (Phase 2).

Note: The different logon formats are described below: - Not Specified: The username will have no
normalization applied to it - it is taken as it is typed. - Principalname: Selecting this as the Logon format
means that the client does not need to enter the domain when logging in, for example
username@domain. The SSO domain added in the corresponding text box is used as the domain in this
case. - Username: Selecting this as the Logon format means that the client needs to enter the domain

14
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and username, for example domain\username. - Username Only: Selecting this as the Logon Format
means that the text entered is normalized to the username only (the domain is removed).

12. Enter the Test User and click Set Test User.
13. Enter the Test User Password and click Set Test User Password.

Note: The LoadMaster will use this test information in a health check of the SecurlD Server. These details

are static and should be set in the RSA management WUI. This health check is performed every 20 seconds.

Related Links

» Upload a Node Secret File for the LoadMaster
» Set the L7 Client Token Timeout Value

« Create a Virtual Service

Upload a Node Secret File for the LoadMaster
Upload a Node Secret File for the LoadMaster

Upload the node secret in the LoadMaster. In the Manage SSO screen on the LoadMaster WUI, follow the
steps below:

Domain DOMAIN

Authentication Protocol |RSA-SecurID '|
RSA-SecurlD Server(s) [10.11.0.231 W Set RSA-SecurlD Server(s)
RSA Authentication Manager Config File | Choose File |No file chosen Set RSA AM Config
Choose File |No file chosen Set RSA Node Secret
RSA Node Secret File
‘ |Decryption Password
Domain/Realm | | Set Domain/Realm Name
Logon Format (Phase 1 RSA-SecurID)
Logon Format (Phase 2 Real Server)
Logon Transcode |Disabled ~
Failed Login Attempts D Set Failed Login Attempts
Public - Untrusted Environment Private - Trusted Environment
Set Idle Time Set Idle Time
Session Timeout - "
1800 Set Max Duration 28800 Set Max Duration
Use for Session Timeout:
Test User | | Set Test User
Test User Password | | B

1. In the RSA Node Secret File field, click Choose File.
2. Browse to and select the Node Secret file generated in the Generate a Node Secret File section.

Note: Itis not possible to upload the RSA node secret file until the RSA Authentication Manager
configuration file is uploaded. The node secret file is dependent on the configuration file.

Feature Description RSA Two Factor Authentication
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1. Enter the Decryption Password.
2. Click Set RSA Node Secret.

Set the L7 Client Token Timeout Value
Set the L7 Client Token Timeout Value

The L7 Client Token Timeout is the duration of time (in seconds) to wait for the client token while the process
of authentication is ongoing. The default L7 client token timeout is set to 120 seconds. This can be modified
as needed in the LoadMaster WUI. The range of valid values is 60 to 300. To configure the timeout value,

follow the steps below:

1. In the main menu, go to System Configuration > Miscellaneous Options > L7 Configuration.

Allow connection scaling over 64K Connections
Always Check Persist

Add Port to Active Cookie

Conform to RFC

Close on Error

Add Via Header In Cache Responses
Real Servers are Local

Drop Connections on RS failure

Drop at Drain Time End

L7 Connection Drain Time (secs)
L7 Authentication Timeout (secs)
L7 Wait after POST(ms)

L7 Client Token Timeout (secs)
Additional L7 Header

100-Continue Handling

Allow Empty POSTs
Allow Empty HTTP Headers
Force Complete RS Match

Least Connection Slow Start
Share SubVS Persistence
Log Insight Message Split Interval

Include User Agent Header in User Logs
Use CEF Log Format

S50 Maximum Threads

O
[ No

v]

IDDDDDSD

300 | [EERONEN (valid values:0, 60 - 86400)
_ [ (valid values:30 - 300)
EEIEEH (vatid vatues:1 - 2000)
m [ (valid values:60 - 300)

| X-Forwarded-For v |

| RFC-7231 Compliant v |
O
O
O

D e (valid values:0 - 600)

AR el (Valid values:1 - 100)
O

O
FEEES I ETRIEER RN (Valid values:64 - 512)

NTLM Proxy Mode

2. Enter the new value in the L7 Client Token Timeout text box and click Set Timeout.
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Create a Virtual Service

Create a Virtual Service

Follow the steps below to create a Virtual Service in the LoadMaster WUI:

1. In the main menu, expand Virtual Services and click Add New.

Please Specify the Parameters for the Virtual Service.

Virtual Address (10.154.11.182
Port |80

Service Name (Optional) [Example

Use Template | Select a Template d |

Protocol

Cancel Add this Virtual Service

2. Enter a valid Virtual Address.

3. Fill out any other details as needed.
4. Click Add this Virtual Service.

5. Expand the ESP Options section.
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ESP Options
Enable ESP
ESP Logging
Client Authentication Mode
550 Domain
Allowed Virtual Hosts
Allowed Virtual Directories
Pre-Authorization Excluded Directories
Permitted Groups
Permitted Group SID(E)
Include Nested Groups
Steering Groups
S50 Image Set
550 Greeting Message
Logoff String
Display Public/Private Option
Disable Password Form
Enable Captcha
Use Session or Permanent Cookies
User Password Change URL

Server Authentication Mode

[+

User Access: ¥ Security: ¥

[Form Based

]

[EXAMPLE.COM ¥ |

Connection: ¥

Set Allowed Virtual Hosts

Set Excluded Directories

|
|
|

/;| Set Permitted Groups

,4| Set Permitted Group SIDs

,4| Set Steering Groups

v

Set 550 Greeting Message

|
|

[Session Cookies Only

"]

W Set Password Change URL

|Nane

i

18
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ESP Options
Enable Ep ¥
ESP Logging User Access: ¥ Securit}f:'ﬁl Connection: ¥
Client Authentication Mode | Form Based v |
550 Domain | EXAMPLE.COM |
Available Domains) Assigned Domaings)

SECOND.COM - Mone Assigned «

THIRD.COM > i i
Alternative S50 Domains = Set Alternative 550 Domains

Allowed Virtual Hosts | | B
Allowed Virtual Directories | W Set Allowed Directories

Pre-Authorization Excluded Directories | Set Excluded Directories

Permitted Groups | /5| Set Permitted Groups
Permitted Group SID{s) | ﬁ| Set Permitted Group SIDs
|

Include Nested Groups '—

Steering Groups | 4| Set Steering Groups
|

Verify Bearer Header

S50 Image Set | Exchange v

S50 Greeting Message | | Set S50 Greeting Message
Logoff String | [l Set SSO Logoff String

Display Public/Private Option 4]
Disable Password Form
Enable Captcha 2

Use Session or Permanent Cookies | Session Cookies Only v ]

User Password Change URL https:ﬁser\rerlink | Set Password Change URL
User Password Change Dialog Message |‘|"Du must change your /;| Set Dialog Message

User Password Expiry Warning '—'

Server Authentication Mode |None v

6. Expand the ESP Options section.
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7.
8.
9.
10.

ESP Options

Enable ESP ¥

ESP Logging User Access: | Security:#®  Connection: #

Client Authentication Mode |Form Based

d

550 Domain | EXAMPLE.COM ¥ |

Available Domain(s)

Assigned Domain(s)

Alternative 550 Domains

MNone Available «

>
<

Mone Assigned

Set Alternative 550 Domains

-

Allowed Virtual Hosts |

Set Allowed Virual Hosts

Allowed Virtual Directories |

Pre-Authorization Excluded Directories

M Set Allowed Directories
M Set Excluded Directories

Permitted Groups

4| Set Pemmitted Groups

/fl Set Pemmitted Group SIDs

Include Nested Groups J

Steering Groups

/;l Set Steering Groups

|

|
Permitted Group 51D(s) |

[

|

[

Verify Bearer Header J

550 Image Set | Exchange

]

£S0 Greeting Message |

Set S50 Greeting Message

Logoff String |

Set S50 Logoff String

Display Public/Private Option
Disable Password Form

Enable Captcha o

Use Session or Permanent Cookies | Session Cookies Only

d

User Password Change URL |

[l Set Password Change URL

Server Authentication Mode | None

']

Select the Enable ESP check box.

Select Form Based as the Client Authentication Mode.

Select the SSO domain created previously from the SSO Domain drop-down list.

Fill out any other details as needed.
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