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Introduction

Introduction
Dell Wyse vWorkspace provides desktop and application virtualization to organizations. Workspace
virtualization helps to group and deliver a list of applications or desktops together as a single complete virtual

workspace. vWorkspace delivers secure, full-featured virtual workspaces from a centralized infrastructure,
that consists of virtual and physical computers, and provisions new users quickly.

Related Links

* Document Purpose

* |Intended Audience

Document Purpose

Document Purpose

This deployment guide provides instructions on how to configure the LoadMaster to load balance the various
roles in the Dell Wyse vWorkspace environment.

Intended Audience

Intended Audience

This document is intended to be read by anyone who is interested in finding out how to configure the
LoadMaster to load balance Dell Wyse vWorkspace.
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Load Balancing vWorkspace

Load Balancing vWorkspace

Load Balancing vWorkspace
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Load Balancing vWorkspace

The figure above shows a scenario where the LoadMaster can be used to load balance vWorkspace
services. In this configuration, both Secure Access Services and Web Access are deployed in the DMZ. If
your configuration differs from this configuration and there are issues deploying the LoadMaster, please
contact the local Progress Kemp Support Team for assistance: http://kemptechnologies.com/load-balancing-
support/kemp-support

Deployment Guide Dell Wyse vWorkspace 7


http://kemptechnologies.com/load-balancing-support/kemp-support
http://kemptechnologies.com/load-balancing-support/kemp-support

Load Balancing vWorkspace

FELTEE L]

(e
(i

viéorkspace

SeCure ACDESS

Active Directony
Damaan Contrnolless

Deployment Guide Dell Wyse vWorkspace



Load Balancing vWorkspace

The figure above shows a different scenario where the LoadMaster can be used to load balance vWorkspace
services. In this configuration the Secure Access Services are deployed in the DMZ and the Web Access is
deployed in the corporate network. If your configuration differs from this configuration and there are issues
deploying the LoadMaster, please contact the local Progress Kemp Support Team for assistance: http://
kemptechnologies.com/load-balancing-support/kemp-support

Related Links

» vWorkspace Roles

vWorkspace Roles

vWorkspace Roles

Wyse vWorkspace consists of various roles. The LoadMaster can be configured to load balance some of
these roles. The sections below discuss the various scenarios in which the LoadMaster can be used load
balance vWorkspace.

Related Links

» Load Balancing Web Access Services

» Load Balancing Secure Access Services

Load Balancing Web Access Services

Load Balancing Web Access Services

Web Access is a web application that acts as a web-based portal to a vWorkspace farm. It provides users
with a list of available applications and desktops using their web browser.

The Web Access role also authenticates users with multiple viWorkspace farms within the same Active
Directory domain.

Load Balancing Secure Access Services

Load Balancing Secure Access Services

vWorkspace Secure Access Service is an SSL gateway that simplifies the deployment of applications over
the Internet. The Secure Access Service allows access to published applications through the vWorkspace
Web Access client and starts these applications over SSL connections.

The Secure Access Service provides a proxy connection to vWorkspace components such as RDP
Sessions, the Web Access client and connection brokers.
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General Configuration

General Configuration

Refer to the following sections for general configuration information about the Subnet Originating Requests
option and SSL certificates.

Related Links

* Enable Subnet Originating Requests Globally
« SSL Certificates

Enable Subnet Originating Requests Globally

Enable Subnet Originating Requests Globally

It is best practice to enable the Subnet Originating Requests option globally.

In a one-armed setup (where the Virtual Service and Real Servers are on the same network/subnet) Subnet
Originating Requests is usually not needed. However, enabling Subnet Originating Requests should not
affect the routing in a one-armed setup.

In a two-armed setup where the Virtual Service is on network/subnet A, for example, and the Real Servers
are on network B, Subnet Originating Requests should be enabled on LoadMasters with firmware version
7.1-16 and above.
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General Configuration
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When Subnet Originating Requests is enabled, the Real Server sees traffic originating from 10.20.20.21
(LoadMaster eth1 address) and responds correctly in most scenarios.

With Subnet Originating Requests disabled, the Real Server sees traffic originating from 10.0.0.15
(LoadMaster Virtual Service address on eth0) and responds to eth0 which could cause asymmetric routing.

When Subnet Originating Requests is enabled globally, it is automatically enabled on all Virtual Services. If
the Subnet Originating Requests option is disabled globally, you can choose whether to enable Subnet
Originating Requests on a per-Virtual Service basis.

To enable Subnet Originating Requests globally, follow the steps below:

1. In the main menu of the LoadMaster User Interface (Ul), go to System Configuration > Miscellaneous
Options > Network Options.

2. Select the Subnet Originating Requests check box.

SSL Certificates

SSL Certificates

An SSL certificate is required to be installed on the LoadMaster to support load-balanced components such
as the Secure Access Service.

The certificate needs to match the hostname which is used to connect to the load-balanced services of the
LoadMaster and can be a single wildcard, for example *.domain.com, or multiple regular certificates, for
example secure.domain.com.

To install an SSL certificate on the LoadMaster, follow the steps below in the LoadMaster Web User Interface
(Wul):

1. In the main menu, select Certificates & Security > SSL Certificates.
2. Click Import Certificate.
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General Configuration

Please specify the name of the file that contains the certificate. The file can also hold the private key.
If the file does not contain the private key, then the file containing the private key must also be specified.
The certificate can be in either PEM or PFX {IIS) format

Certificate File  Wildcard KEMPdemo.pfx| Browse...

Key File (optional) Browse. .

Pass Phrase |lII'I'I'I'I'I |

Certificate Identifier |Wi|dcard| ¥ |

Click Choose File or Browse.

Browse to and select the certificate.

Enter a Pass Phrase if needed.

Enter a name (preferably the DNS name of the service) in the Certificate Identifier field.
Click Save.

Click OK.

oo h Wb

This certificate will be assigned to some of the Virtual Services in later steps.

Administrative Certificates

Administrative Certificate Use Certificate

It is also possible to use this certificate for administrative purposes (browsing the LoadMaster WUI). To do
this, on the Manage Certificates screen, select the certificate in the Administrative Certificate drop-down
list and click Use Certificate.
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Configure Virtual Services for vWorkspace

Configure Virtual Services for vWorkspace
Refer to the following sections for details on prerequisites and Virtual Services for vWorkspace.
Related Links

» Secure Access Prerequisites
* Virtual Services — Secure Access
* Web Access Prerequisites

« Virtual Services — Web Access

Secure Access Prerequisites

Secure Access Prerequisites

As described in the SSL Certificates section, implementing load balancing for vWorkspace Secure Access
Services requires connectivity over HTTPS protocol (port 443).

Note: This document will cover an example of the settings required for vWorkspace. The vWorkspace
administrator should follow the Deployment Guide provided by Dell to complete the configuration based on
their unique topology.

Before adding Virtual Services to the LoadMaster, ensure to have the DNS names and IP addresses
available for all Secure Access Service roles in your deployment. The DNS Names used must be included in
the Certificate that was installed in the SSL Certificates section.
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Configure Virtual Services for vWorkspace

1. Install the Certificate that will be used to encrypt the traffic on each of the Secure Access Servers.

Search

Everywhere -

vWorkspace Secure Access| .

ace Secure A

ecure Access

2. On each of the vWorkspace Secure Access Servers, launch the Secure Access configuration utility from
the Windows Server 2012 Start Menu.
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Configure Virtual Services for vWorkspace

.= viWorkspace Secure Access Properties -

Prosies ] Dpti.;m]
—ROP Prosy
[¥ Local IP Address:

Local Port; |442

[v Requre v orkzpace Connection Broker authentication

Broker Lookup Certificate Name: |*KempDemo.com

“Wwieb Interface Proxy
¥ Local IP Address: |'|E|2.'IES.2EI.14 ;| Local Part: (443

D estination Hostis]: ]weh.kempdemn.cum Degt, Port; |30

e

Cerhificate M ame: |<Llsing ROF Prosy certificate

Connection Braker Prosy
W Local IP Address: [192.168.20.14 ‘v | Local Port: |443

D estination Host(s): |vwc-rk-l:urkr'| kempderno. com Dest, Port; (2020

Certificate M ame: |\'|_|¢il 10 RDOF Prosy certificat ..n. |

MOTE: Destination hosts are specified as a comma-delimited list of host names
anddor IP addresses (e.q., "a.b.o.def.ah” or "host1 host2"),

Create certificate kK. | Cancel Apply

3. Under the properties of the Secure Access Service, configure the following settings:

1. In the RDP Proxy section:
1. Select the Local IP Address.

2. Enter 443 as the Local Port.
3. Select the SSL certificate to be used to encrypt traffic.

2. In the Web Interface Proxy section:
1. Select the Local IP Address.

2. Enter 443 as the Local Port.
3. Enter 80 as the Dest. Port.
4. Enter the Destination Host URL for the \Web Access Server.

Note: This will point to the LoadMaster Virtual Service for the Web Access Role.

3. In the Connection Broker Proxy section:
1. Select the Local IP Address.

2. Enter 443 as the Local Port.
3. Enter 8080 as the Dest. Port.
4. Enter the Destination Host(s) for the internal Connection Broker(s).

Deployment Guide Dell Wyse vWorkspace
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Configure Virtual Services for vWorkspace

4. Click OK.

Virtual Services — Secure Access

Virtual Services — Secure Access

Configure the LoadMaster settings by following the steps below in the LoadMaster WUI:

1. In the main menu, select Virtual Services and Add New.

Please Specify the Parameters for the Virtual Service.

virtual Address [205.120.31 45 |

Service Mame (Optional) |qurk5pace Secure |

Protocol

Enter the relevant IP address in the Virtual Address text box.

Enter 443 as the Port.

Enter a recognizable Service Name, such as vWorkspace Secure Access Service.
Click Add this Virtual Service.

Enter the details shown in the following table:

L

Section

Option

Value

Comments

Standard Options

Persistence Mode

Source IP Address

Timeout

6 minutes

Scheduling Method

least connection

SSL Properties SSL Acceleration Enabled
Reencrypt Enabled
Assigned Certificates Selected Select the certificate in the

Available Certificates

16
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Configure Virtual Services for vWorkspace

Section Option Value Comments

box. Click the right arrow
to move the certificate to
the Assigned Certificates
box then click Set
Certificates

Real Servers Real Server Check Method HTTPS Protocol

Checked Port 443 Click Set Check PortNew.

7. Select Reencrypt.

Note: The LoadMaster will use this information to check if the Secure Access servers are reachable.

8. Add the Real Servers.

1.

o N

Click Add New to add the Secure Access servers as Real Servers.
Enter the Real Server Address.

Enter 443 as the Port.

Click Add This Real Server.

Repeat the three steps above until all Real Servers have been added.

Web Access Prerequisites

Web Access Prerequisites

Before configuring the LoadMaster, ensure to have the DNS names and IP addresses available for all Web
Access roles in your deployment.

Note: This document will cover an example of the settings required for vWorkspace. The vWorkspace
administrator should follow the Deployment Guide provided by Dell to complete the configuration based on

their

unique topology.

Deployment Guide Dell Wyse vWorkspace
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Configure Virtual Services for vWorkspace

] Web Access Site Manager - e[ x|

vWorkspace | sievanse

The Web Access Site Manager allows you to view, create, edit and delete the vWorkspace Web
Access sites installed on this 15 server.

Once you have used this utility to create viNorkspace Web Access sites within 115, you can use
the viNorkspace Management Conscle to configure settings for individual sites and push the
site configuration to the |15 server.

ltems below highlighted in red require an update to the current vWorkspace version.

Website Friendly NMame Virtual Directory Wersion
Default Web Sits |anrkSp-ace Access 8.6.209.2658
Mew Edit Delete Update Add Federated Site |

1. Configure the website on each of the Web Access Servers using the Web Access Site Manager.

vWorkspace Farm

Web Access
2 websites
Actions | [5¢ Properties...  |$% Refresh (1m) = Finck s
Website Mame & Update Type Update Status Version URL Domain(s)

Automatic Lallls ]9 P 5.6.309.2658  htip:/fvwork-web1.kempdemo, com/access
@ Access Web2 Automatic a4 0K 4 8.5.309,.2658 http:/fvwark-web2. kempdemo. comfaccess kempdema

4

2. Within the vWorkspace Management Console, select Web Access in the left-hand navigation, and add the
website for each of the Web Access servers.
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Configure Virtual Services for vWorkspace

Virtual Services — Web Access

Virtual Services — Web Access

Configure the LoadMaster settings by following the steps below in the LoadMaster WUI:

1. In the main menu, select Virtual Services and Add New.

Please Specify the Parameters for the Virtual Service.

Virtual Address |'192_'1I53_2[|'.144 |

Port

Service Name (Optional) |qurk8pace Web| x |

Protocol

2. Enter the relevant IP address in the Virtual Address text box.

3. Enter 80 as the Port.

4. Enter a recognizable Service Name, such as vWorkspace Web Access.
5. Click Add this Virtual Service.

6. Enter the details shown in the following table:

Note: The LoadMaster will use this information to check if the Web Access servers are reachable.

Section Option Value Comments
Standard Options Persistence Mode Source IP Address
Timeout 6 minutes
Scheduling Method least connection
Real Servers Real Server Check Method HTTP Protocol
Checked Port 80 Click Set Check Port.

7. Add the Real Servers.
1. Click Add New to add the Secure Access servers as Real Servers.

Deployment Guide Dell Wyse vWorkspace
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Configure Virtual Services for vWorkspace

2. Enter the Real Server Address.

3. Enter 80 as the Port.

4. Click Add This Real Server.

5. Repeat the three steps above until all Real Servers have been added.
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Testing

Testing

After following the implementation steps in the previous section, follow the steps below to test the load-
balanced vWorkspace environment;

1. Open a web browser that is able to reach the load-balanced IP.

2. Browse to the configured DNS name for the load-balanced service, for example https://
Secure.kempdemo.com/access. A web page should be presented with the vWorkspace login page. This
indicates that the LoadMaster has redirected the session to a Real Server.

Wyse vWorkspace

Downloads

VWOrkSpaCe MESSAGE CENTER

Welcome to vWorkspace!

You may use this space to display a message for your users
User name: and display links to your helpdesk or other resources.

Domain kempdema

e Su|

Deployment Guide Dell Wyse vWorkspace
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Testing

3. Enter a username and password with permissions to access the vWorkspace environment.
4. In the LoadMaster WUI, go to Statistics > Real Time Statistics.
5. Click the Real Servers button.

Note: This overview shows the active sessions, sessions over the last hour, in addition to how many
requests each Real Server handled.

Global

Total Last
Hame R&-IP Status Conns &0 Sec
1= 1921682012 Up 0 0
2= 1921682013 Up 0 0
F= 1921682014 Up 3 3
4= 1921682015 Up 0 0
4 System Total Conns 3 3

6. Open another web browser on a different client and perform the first three steps above.

Global

Total Last

Hame RS-IP Status Conns 60 Sec
1=+ 1921682012 Up 0 0
I= 1921682013 Up 0 0
= 1921682014 Up 3 3
4= 1921682015 Up 4 4
4 System Total Conns 7 7

7. Refresh the LoadMaster statistics page. Notice that, based on the load balancing method we chose, load
is spread over both Secure Access Servers (192.168.20.14 and 192.168.20.15).
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References

Some resources on Dell Wyse vWorkspace are listed below:

Dell Wyse vWorkspace Datasheet
http://i.dell.com/sites/doccontent/shared-content/data-sheets/en/Documents/Dell_vWorkspace Datasheet.pdf
Dell Wyse Reference Architecture

http://www.dell.com/learn/us/en/04/business~solutions~engineering-docs~en/documents~dvs-windows-
server-2012.pdf

Dell Wyse vWorkspace Administration Guide
http://documents.software.dell.com/vworkspace/8.6/administration-guide
Dell Wyse vWorkspace product documents
https://support.software.dell.com/vworkspace/release-notes-guides

Dell Wyse vWorkspace Community

http://fen.community.dell.com/techcenter/virtualization/vworkspace
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