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1 Introduction

1 Introduction

Let's Encrypt is a free, automated, and open Certificate Authority (CA). It is a service provided by the
Internet Security Research Group (ISRG).

Digital certificates are issued to enable HTTPS (SSL/TLS) for websites for free in a user-friendly way.
The key principles for Let's Encrypt are:

Free: Anyone who owns a domain name can use Let's Encrypt to obtain a trusted certificate
at zero cost

o Automatic: Software running on a web server can interact with Let's Encrypt to painlessly
obtain a certificate, securely configure it for use, and automatically take care of renewal

« Secure: Let's Encrypt serves as a platform for advancing TLS security best practices, both on
the CA side and by helping site operators to properly secure their servers

o Transparent: All certificates issues or revoked are publicly recorded and available for anyone
to inspect

o Open: The automatic issuance and renewal protocol is published as an open standard that
others can adopt

« Cooperative: Much like the underlying internet protocols themselves, Let's Encrypt is a joint
effort to benefit the community beyond the control of any one organization

As of LoadMaster firmware version 7.2.53, Kemp enables you to leverage the value of Let’s Encrypt
certificates by automating the renewal and updating of certificates across your applications.

This includes:
o Support for HTTP-01 domain validation method
o Key generation
« Certificate issuance (create Certificate Signing Request (CSR) and request certificates)

« Automatic/manual certificate renewal and automatic updating of renewed certificates on the
LoadMaster
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2 Prerequisites

The following prerequisites must be in place before configuring Let's Encrypt on the LoadMaster:
o A LoadMaster with firmware version 7.2.53 or above

o« AHTTP/HTTPS Layer 7 Virtual Service must be already configured with the ability to add a
SubVS (so it should not have any Real Servers added)
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3 How It Works

Let's Encrypt uses a challenge-based protocol. You must prove that you have control over the FQDN
for a certificate to be issued successfully. Kemp supports the HTTP-01 method for the challenge.
Below is a description of the automatic steps performed by the LoadMaster after you request a new
certificate. These steps are all performed automatically by the LoadMaster. This makes the process
easy and no server-side modifications are required.

1. The LoadMaster sends a request for the certificate.

2. A token must then be placed in a specific location in the web server. That is what the
Virtual Service that is selected when requesting a new certificate is used for. The challenge
is served by the HTTP/HTTPS Layer 7 Virtual Service. Let's Encrypt provides a filename.

3. The path of the token file is included in the Match String of a content rule that is
automatically created.

4, The LoadMaster automatically creates a SubVS in the Virtual Service selected.

5. The content rule is automatically assigned to this SubVS. This content rule will have first
precedence. The Virtual Service is served through an error page (200 OK).

6. After the certificate issuing process is complete, the content rule and SubVS that were
automatically created to perform the challenge are automatically deleted.
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4 Link the LoadMaster with a
Let's Encrypt Account

When initially configuring Let's Encrypt functionality on the LoadMaster, you must either create a
new Let's Encrypt account or link to an existing account. To do this, follow the steps below in the
LoadMaster User Interface (Ul):

1. In the main menu, go to Certificates & Security > Let's Encrypt Certs.

2. Enter the URL of the Automated Certificate Management Environment (ACME) server in the
Directory URL field and click Set Directory URL.

The default URL is the Let's Encrypt production ACME server:
https://acme-v02.api.letsencrypt.org/directory. This can be
changed as needed.

The LoadMaster supports APl version 2 of the ACME protocol.

3. If you do not already have a Let's Encrypt account, you can register for one by optionally
entering your Email Address and clicking Register Account.

When you register a Let's Encrypt account through the LoadMaster, a private key (account key) is
generated. To reuse the same Let's Encrypt account key on another LoadMaster, take a backup of
the LoadMaster (System Configuration > System Administration > Backup/Restore) and its
related Certificates (Certificates & Security > Backup/Restore Certs), if available.

To restore the backup on the other LoadMaster with account information only, follow the below
steps:

o Go to System Configuration > System Administration > Backup/Restore.
« Click Choose File, browse to and select the created backup file.

o Select the LoadMaster Base Configuration checkbox and then click Restore Configuration
to restore the backup.

If the created backup includes the account details, certificates and connected virtual services
information, then follow the below steps to restore the backup:
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o Go to System Configuration > System Administration > Backup/Restore.
o Click Choose File, browse to and select the created backup file.

o Select the LoadMaster Base Configuration and VS Configuration checkbox and then click
Restore Configuration to restore the backup.

« Then, go to Certificates & Security > Backup/Restore Certs.
o Click Choose File, browse to and select the certificate backup file.
o Select the type of certificates from drop-down list provided.

o Enter the passphrase associated with the certificate backup file and click Restore
Certificates.

4. If you have an existing Let's Encrypt account, you can upload the Account Key File, enter
the Pass Phrase, and click Upload Account Key to link to your existing account.

You can retrieve the account key file from other ACME clients
that you registered the account with (like Certbot).

5. Once you have successfully registered or linked to your existing Let's Encrypt account,
the Manage Let's Encrypt Certificates screen appears.

Let's Encrypt Global Parameters

Account ID [

Directory URL I I

Account Email ’ l

Renew Period SR REHEVA RN days (Valid values: 1 - 60)

6. You can set the Renew Period for the Let's Encrypt certificates.

Let's Encrypt certificates are valid for 90 days. The Renew
Period value specifies how many days in advance of certificate
expiry you would like the certificate to be renewed. The Renew
Period is an account-wide setting. Per-certificate renewal
periods are not supported at this time.

The Renew Period is set to 30 days by default. Let's Encrypt
recommends renewing certificates 30 days before expiry. Valid
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values for the Renew Period field range from 1 to 60 (days).
The old certificates are replaced and assigned to the HTTPS
Virtual Service when the renewal is successful.

The next step is to request a new certificate. Refer to the section below for instructions on how to
do this.
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5 Request a New Certificate

To request a new certificate, follow the steps below in the LoadMaster Ul:
1. In the main menu, go to Certificates & Security > Let's Encrypt Certs.

2. Click Request New Certificate to request a new certificate from the Let's Encrypt CA.

All fields on the Request a New Certificate screen are optional
except for Certificate Identifier and Common Name (and you
must select a Virtual Service next to the Common Name field).

3. Enter the unique identifier for your certificate in the Certificate Identifier field.

The Certificate Identifier value must be unique for all
certificates on the LoadMaster.

4. Enter the Fully Qualified Domain Name (FQDN) of your web server in the Common Name
field. The FQDN name is case insensitive.

Certificates are only issued to valid hosting domains that you
have control over.

5. Select the Virtual Service that is used for this domain. This will be used for the validation
challenge to prove ownership of the domain.

A HTTP/HTTPS Layer 7 Virtual Service must be already
configured with the ability to add a SubVS (so it should not
have any Real Servers added to the parent Virtual Service - but
if there are existing SubVSs they can have Real Servers
attached). For instructions on how to convert an existing Virtual
Service with Real Servers attached to one with SubVSs with
Real Servers attached, refer to the Convert a Virtual Service
with Real Servers to one with SubVSs section.

A HTTP Redirect VS must be configured to redirect all port 80
requests to 443 because Let's Encrypt communicates on port
80 to perform the HTTP-01 challenge.
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All valid Virtual Services that meet the criteria are listed in the
drop-down list.

6. Optional: Enter the 2 Letter Country Code that should be included in the certificate.

For a list of valid country codes, refer to the following page:
SSL Certificate Country Codes.

If using Let's Encrypt, the 2 Letter Country Code to Email
Address fields are truncated.

7. Optional: Enter the State/Province that should be included in the certificate.

Enter the full name, for example New York (not NY).

8. Optional: Enter the City that should be included in the certificate.
9. Optional: Enter the name of the Company that should be included in the certificate.

10. Optional: Enter the department or organizational unit that should be included in the
certificate in the Organization field.

11. Optional: Enter the Email Address of the person or organization that should be
contacted regarding this certificate.

12. Optional: Enable or disable the Generate Elliptic Curve Request check box.

If this is enabled, an Elliptic Curve request is generated instead
of an RSA request.

13. Optional: Select the key algorithm size from the Key Size drop-down list.

If you are generating an Elliptic Curve (EC) request, the Key Size
drop-down is grayed out. The default size of 256 Bits is used
for EC requests.

If you are generating an RSA request, you can specify the Key
Size.

14. Optional: Enter the Subject Alternate Name (SAN) in the SAN/UCC Names field.

This must be a valid domain.
Up to 10 SANs can be specified.
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15. Optional: Select the relevant Virtual Service.

For every SAN you must select a HTTP/HTTPS Layer 7 Virtual
Service (you can use the same Virtual Service). For each SAN
you must prove your authority to the Let's Encrypt server. A
HTTP/HTTPS Virtual Service must be already configured with
the ability to add a SubVS (so it should not have any Real
Servers added to the parent Virtual Service - but if there are
existing SubVSs they can have Real Servers attached). For
instructions on how to convert an existing Virtual Service with
Real Servers attached to one with SubVSs with Real Servers
attached, refer to the Convert a Virtual Service with Real
Servers to one with SubVSs section.

All valid Virtual Services that meet the criteria are listed in the
drop-down list.

16. Click Request Certificate.

A list of issued certificates and related details are displayed at the bottom of the Let's Encrypt
Certs screen. The HTTP Challenge VS(s) column lists the Virtual Service (or Services) that were
used for the HTTP challenge. These are not the Virtual Services that the certificates are assigned to.

Once the certificate is issued successfully, it will be listed in Certificates & Security > SSL
Certificates. You can then assign it to any HTTPS Virtual Service or use it as an administrative
certificate.

When manually assigning a new certificate to a Virtual Service
for the first time, the Virtual Service will restart so Kemp
recommends doing this outside of working hours.

When Let's Encrypt certificates are renewed, the Virtual Services that have the certificate assigned
will be automatically updated with the renewed certificate.

Automatic renewal and updating of certificates is seamless and
does not affect Virtual Service traffic.

Certificates are automatically renewed at the number of days specified in the Renew Period before
the expiry date of each certificate. You can manually renew the certificate by clicking Renew
Certificate.

You can also delete a certificate associated with the domain by clicking Delete Certificate.
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If the certificate is used (for example if it is assigned in a Virtual

Service or used as an administrative certificate) the Delete
Certificate button is grayed out.

You cannot delete or replace Let's Encrypt certificates from the SSL Certificates screen. You can
only delete or replace Let's Encrypt certificates from the Let's Encrypt Certs screen. The Replace

Certificate and Delete Certificate buttons are grayed out on the SSL Certificates screen for Let's
Encrypt certificates.
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6 Convert a Virtual Service
with Real Servers to one with
SubVSs

When requesting a new certificate, you must select an existing Virtual Service that has the ability to
have a SubVS. As a result, the parent Virtual Service cannot have Real Servers attached, but it can
have SubVSs with Real Servers attached. If you have an existing Virtual Service with a Real Server
attached and you would like to convert it to one with SubVSs so that you can use this Virtual
Service for the certificate validation challenge, follow the steps below:

1. Go to Virtual Services > View/Modify Services.

2. Click Modify on the relevant Virtual Service.

3. Expand the Real Servers section.

4. Take note of the existing Real Server details.

5. Delete any existing Real Servers.

6. In the Real Servers section, click Add SubVS.

7. Click Modify on the SubVSs.

8. Expand the Real Servers section.

9. Configure any settings as needed.

10. Click Add New.

11. Configure any settings as needed and click Add This Real Server.
12. Click Back to return to the SubVS modify screen.

13. Expand the Advanced Properties section.

14. Click Enable for Content Switching.

15. In the Real Servers section, click None in the Rules column.

16. Select the default rule and click Add.
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If needed, contact Kemp Support for assistance.
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7 Logs Relating to Let's
Encrypt

You can check the logs for detailed information about any errors that may occur, for example when
linking to the Let's Encrypt account or requesting a new certificate. Logs relating to Let's Encrypt
are available in both the System Message File and Audit LogFile. The audit log file contains logs
relating to if the account was successfully registered or if a certificate is issued/renewed

successfully. You can view both of these log files by going to System Configuration > Logging
Options > System Log Files.
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8 Troubleshooting

When troubleshooting problems with Let’s Encrypt in the LoadMaster, it can be useful to look at the
Let’s Encrypt log. LoadMaster produces detailed logs on Let’s Encrypt. Let’s Encrypt log entries end
in “(Code: XX)”. This section describes the logs, codes, and their meaning. The LoadMaster logs are
available under System Configuration > Logging Options > System Log Files > System Message
File.

Code Description

Indicates failure of LoadMaster communication with Let’s Encrypt CA. Typically, it’s
a network error.

LoadMaster received response from Let’s Encrypt CA, the HTTP status code is not
between 200 - 299. LoadMaster logs the error message returned by the Let’s Encrypt
CA.

In the following example, Let’s Encrypt CA understands “lexicon.qg” domain is not
a valid domain name as the TLD suffix is “.qg” is not recognized. This returns a code
4 error.

Example LoadMaster Log:
2021-06-29T11:44:23+00:00 1b100 Acme: Error response code received for
https://acme-v02.api.letsencrypt.org/acme/new-order is 400, response ({ "type":
"urn:ietf:params:acme:error:rejectedldentifier”, "detail": "Error creating new order ::
Cannot issue for \"lexicon.qg\": Domain name does not end with a valid public
suffix (TLD)", "status": 400 }) (code: 4)

On initial setup LoadMaster fetches all the URLs required for registering account and
issuing the certificate by making request to the Directory URL. If it does not receive
a valid response this error is thrown. Typically, this happens if the Directory URL is
not pointed to Let’s Encrypt CA.

Account already registered. Indicates that the LoadMaster is attempting to register
an already existing Let’s Encrypt account.

Invalid account key generated or uploaded. Indicates that the account key
7 generated (or uploaded to LoadMaster) is invalid. Account keys are verified when
uploaded to the LoadMaster.

8 Indicates that the Let’s Encrypt account is not registered with the Let’s Encrypt CA.
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Code Description

9 Indicates invalid account key stored.

Account ID does not contain URL. Every account is associated with account URL
10 which is also seen on LoadMaster Ul as “Account ID”. If this is not present on
system, LoadMaster logs this error.

HTTP-01 challenge type not supported by Let’s Encrypt CA for the requested
domain. This happens when LM creates a new order for certificate and Let’s Encrypt
returns challenge for the domain and LoadMaster does not find “http-01” challenge
in response from Let’s Encrypt CA.

11

This happens when LM creates a new order for certificate with all the domain names
(i.e., CN and SAN). In response, Let’s Encrypt creates an order and sends the

12 information to get the challenge for each domain from LoadMaster. If the domain
name sent by the Let’s Encrypt challenge does not match one of the requested
domains (i.e., CN and SAN) from the certificate, LoadMaster logs this error.

Indicates that validation failed by Let’s Encrypt CA to validate the domain. This is
the most common error seen. LoadMaster logs the error message returned by the
Let’s Encrypt CA. Typically, this happens if the domain name requested cannot be
resolved globally by Let’s Encrypt CA.
If the domain name is resolved but Let’s Encrypt CA does not get the correct
response for HTTP GET, this happens if LoadMaster is not serving the request for
this domain. This is seen quite often because the domain is served by some other
web server and not be LoadMaster VS. Either HTTP to HTTPS needs to be served by
LM for the given domain.
In the following example, Let’s Encrypt CA failed to validate the domain, since the
13 web server returned some other file rather than expected. This would have
happened because the LoadMaster VS is not serving this domain. Let’s Encrypt CA
requested URL "https://lexicon.gq/.well-known/acme-
challenge/FRqT9kvv3dGcGatvH7Hhyc3dTPrDjs7ogm-QRRWsQGQ" and it went
directly to IE webserver. Thus, validation failed.
2021-06-29T09:47:51+00:00 |b100 Acme: Validation failed for {"type": "dns","value":
"lexicon.gq"}: { "type": "http-01", "status™: "invalid", "error": { "type":
"urn:ietf:params:acme:error:unauthorized", "detail": "Invalid response from
https://lexicon.gg/.well-known/acme-
challenge/FRqT9kvv3dGcGatvH7Hhyc3dTPrDjs7ogm-QRRWsQGQ
[2606:4700:3034::ac43:988b]: \"\u003c!DOCTYPE html\u003e\\n\u003c!--[if It IE
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Code Description

71\u003e \u003chtml class=\\\"no-js ie6 oldie\\\" lang=\\\"en-US\\\"\u003e \u003c!
[endif]--\u003e\\n\u003c!--[if IE 7]\u003e \u003chtml class=\\\"no-js \"", "status": 403
1, "url™: "https://acme-v02.api.letsencrypt.org/acme/chall-v3/14386858103/MfKPqQ",
"token": "FRqT9kvv3dGcGatvH7Hhyc3dTPrDjs7ogm-QRRWsQGQ",
"validationRecord": [ { "url": "http://lexicon.gq/.well-known/acme-
challenge/FRqT9kvv3dGcGatvH7Hhyc3dTPrDjs7ogm-QRRWsQGQ", "hostname":
"lexicon.gq", "port": "80", "addressesResolved": [ "104.21.12.146", "172.67.152.139",
"2606:4700:3034::ac43:988b", "2606:4700:3035::6815:¢92" ], "addressUsed":
"2606:4700:3034::ac43:988b" }, { "url": "https://lexicon.gq/.well-known/acme-
challenge/FRqT9kvv3dGcGatvH7Hhyc3dTPrDjs7ogm-QRRWsQGQ", "hostname":
"lexicon.gq", "port": "443", "addressesResolved": [ "104.21.12.146", "172.67.152.139",
"2606:4700:3034::ac43:988b", "2606:4700:3035::6815:¢92" ], "addressUsed":
"2606:4700:3034::ac43:988b" } ], "validated": "2021-06-29T08:47:18Z" } (code: 13)

Indicates unknown certificate status. Once validation is successful, LoadMaster
14 generates a CSR and sends this CSR to Let’s Encrypt for signing. Let’s Encrypt is not
able to sign the certificate due to unknown certificate status.

Invalid certificate received. The certificate which is returned by Let’s Encrypt CA

15
cannot be processed by “openssl x509” command.

Indicates LoadMaster Configuration error where the number of VS does not match
16 the number of CN and SAN. For every CN or SAN, LoadMaster must provide a VS
which will serve this domain.

Indicates LoadMaster Virtual Service verification failed. Typically, this error occurs

on auto renewal. LoadMaster stores the Virtual Service ID (VID) for the VS which is

configured for r Let’s Encrypt domain challenge. Once a certificate is successfully

issued, the associated LoadMaster VID is stored. User can then go ahead and delete

the VS, modify the VS so that we cannot add SubVS to this VS, or deletes a VS and

add another VS which takes same VID. In all the cases, the initial VID persists and is
17 associated with the originally granted certificate from Let’s Encrypt.

To highlight, the LoadMaster log includes an extra error code. The error codes and

descriptions are as follows:

1: Virtual Service referenced by the VID is not found

2: Virtual Service associated with this VID is deleted

3: SubVS cannot be added to this Virtual Service
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In the following example, the VID configured for the challenge has been deleted.
This is indicated by the code ‘2’. This would have happened when the certificate
was issued successfully, and it cannot be reallocated. This is shown on the
LoadMaster Ul on “Let’s Encrypt Certs” page. The “HTTP Challenge VS(s)” will show
“Unknown VS”.

2021-08-10T11:27:46+00:00 Phil Acme: Verify VS failed: 2 (code: 17)

18 Indicates configuration error where LoadMaster failed to provide domain for signing

certificate.

20 Indicates configuration error where LoadMaster failed to add Content Rule to
process Let’s Encrypt responses.

21 Indicates configuration error where LoadMaster failed to add SubVS on the VS.

22 Indicates configuration error where LoadMaster failed to assign Content Rule on
SubVs.

23 Indicates configuration error where LoadMaster failed to update Content Rule
precedence.

24 Indicates configuration error where LoadMaster failed to set Error Redirect response
on SubVs.

25 Indicates configuration error where LoadMaster failed to set error page on SubVS.
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