»

Progress’

SSL Accelerated Services

Feature Description

UPDATED: 30 July 2023



SSL Accelerated Services

» Progress

© 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights
reserved.

These materials and all Progress® software products are copyrighted and all rights are reserved by
Progress Software Corporation. The information in these materials is subject to change without
notice, and Progress Software Corporation assumes no responsibility for any errors that may appear
therein. The references in these materials to specific platforms supported are subject to change.

#1 Load Balancer in Price/Performance, 360 Central, 360 Vision, Chef, Chef (and design), Chef
Habitat, Chef Infra, Code Can (and design), Compliance at Velocity, Corticon, Corticon.js, DataDirect
(and design), DataDirect Cloud, DataDirect Connect, DataDirect Connect64, DataDirect XML
Converters, DataDirect XQuery, DataRPM, Defrag This, Deliver More Than Expected, DevReach (and
design), Driving Network Visibility, Flowmon, Inspec, Ipswitch, iMacros, K (stylized), Kemp, Kemp
(and design), Kendo Ul, Kinvey, LoadMaster, MessageWay, MOVEit, NativeChat, OpenEdge, Powered
by Chef, Powered by Progress, Progress, Progress Software Developers Network, SequelLink,
Sitefinity (and Design), Sitefinity, Sitefinity (and design), Sitefinity Insight, SpeedScript, Stylized
Design (Arrow/3D Box logo), Stylized Design (C Chef logo), Stylized Design of Samurai, TeamPulse,
Telerik, Telerik (and design), Test Studio, WebSpeed, WhatsConfigured, WhatsConnected, WhatsUp,
and WS_FTP are registered trademarks of Progress Software Corporation or one of its affiliates or
subsidiaries in the U.S. and/or other countries.

Analytics360, AppServer, BusinessEdge, Chef Automate, Chef Compliance, Chef Desktop, Chef
Workstation, Corticon Rules, Data Access, DataDirect Autonomous REST Connector, DataDirect Spy,
DevCraft, Fiddler, Fiddler Classic, Fiddler Everywhere, Fiddler Jam, FiddlerCap, FiddlerCore,
FiddlerScript, Hybrid Data Pipeline, iMail, InstaRelinker, JustAssembly, JustDecompile, JustMock,
KendoReact, OpenAccess, PASOE, Pro2, ProDataSet, Progress Results, Progress Software, ProVision,
PSE Pro, Push Jobs, SafeSpaceVR, Sitefinity Cloud, Sitefinity CMS, Sitefinity Digital Experience
Cloud, Sitefinity Feather, Sitefinity Thunder, SmartBrowser, SmartComponent, SmartDataBrowser,
SmartDataObjects, SmartDataView, SmartDialog, SmartFolder, SmartFrame, SmartObjects,
SmartPanel, SmartQuery, SmartViewer, SmartWindow, Supermarket, SupportLink, Unite UX, and
WebClient are trademarks or service marks of Progress Software Corporation and/or its subsidiaries
or affiliates in the U.S. and other countries. Java is a registered trademark of Oracle and/or its
affiliates. Any other marks contained herein may be trademarks of their respective owners.

Please refer to the NOTICE.txt or Release Notes - Third-Party Acknowledgements file applicable to a
particular Progress product/hosted service offering release for any related required third-party
acknowledgements.

2 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services

» Progress

Table of Contents

L INtrodUCtiON L 5
1.1 Document PUrPOSe ... 5
1.2 Intended AUdIENCE ... .o o 5

2 Create an SSL Accelerated Virtual Service ... ... ... 6
2.1 Adding an SSL Virtual Service ... . ... 6
2.2 Adding an SSL Certificate ...l 10
2.3 Checking Certificate Installations ... ... .. ... ... 14
2.4 Intermediate Certificates ... .. .. 14
2.5 Importing Intermediate Certificates ... . ... ... 15

2.5.1 Invalid Certificate Formats ... . .. 16
2.6 11S Certificates ... .. o 16
2.7 Re-eNnCry Pt SSL 16
2.8 Assigning a Client Certificate for Re-encryption .......... ... .. ... ... 17
2.9 Certificate Signing Request (CSR) ... ... 19
2.10 Backup/Restore Certificates ... .. . 19
2,10 SSL CiPNerS . 19

2.11.1 Cipher Set Management .. ... ... 23

2.11.2 Certificate Considerations for Various Cipher Suites ... ... ... ... 24

2.11.2.1 DH-RSA- and DHE-RSA- Cipher Suites ... ... 24
2.11.2.2 DH-DSS- and DHE-DSS- Cipher SUites ... ... L 24
2.11.2.3 ECDH-ECDSA- and ECDHE-ECDSA- Cipher Suites ........ ..., 25

3 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services

» Progress

2.12 WUI Root Certificate Installation ... .. 25
2.13 0CSP Configuration ... ... 26
2.13.1 OCSP Server Settings ... .. L 27
2.14 Setting the Diffie-Hellman Key Exchange Size ... .. . ... 29
B WU OP I ONS . 31
3.1 SO PrOPert €S 31
3.2 Certificates & SOCUNITY ... .o 38
3.2.1 SSL Certificates .l 39
3.2.2 Intermediate Certificates .. .. .l 40
3.2.3 Let's Encrypt Certificates ... .. ... 41
3.2.4 Generate CSR (Certificate Signing Request) ......... ... 44
3.2.5 Backup/Restore Certs .l 48
3.2.6 CIpher SetS 49
3,27 ReMOte ACCOSS .. 51
3.2.8 OCSP Configuration ... ... . 54

R I ONCES L 56
Last Updated Date ... ... 57

4 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services

» Progress

1 Introduction

1 Introduction

Kemp leads the industry in driving the price/performance value proposition for application delivery
and load balancing to levels that our customers can afford. Our products’ versatile and powerful
architecture provide the highest value, while enabling our customers to optimize their businesses
that rely on Internet-based infrastructure to conduct business with their customers, employees and
partners.

Kemp products optimize web and application infrastructure as defined by high-availability, high-
performance, flexible scalability, security and ease of management. They maximize the total cost-of-
ownership for web infrastructure, while enabling flexible and comprehensive deployment options.

1.1 Document Purpose

This document describes various aspects of SSL Accelerated Services using the Kemp LoadMaster. It
describes in detail how to configure SSL Accelerated Services using the LoadMaster Web User
Interface (WUI).

1.2 Intended Audience

This document is intended to help anyone who wishes to learn about or implement the SSL
Accelerated Services within the Kemp LoadMaster.
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2 Create an SSL Accelerated
Virtual Service

This section will explain how to create a Virtual Service with SSL Acceleration activated.

SSL Acceleration transfers the processing of SSL from the Real Servers to the LoadMaster, meaning
that only one certificate is required per Virtual Service.

When SSL Acceleration is enabled, communication from the
LoadMaster to the Real Servers is unencrypted.

2.1 Adding an SSL Virtual Service

The process for adding an SSL-enabled Virtual Service is the same for a regular Virtual Service.
First, add the Virtual Service. In the main menu of the LoadMaster WUI, select Virtual Services and
Add New. A screen will appear asking to enter the Virtual Address, Port, Service Name and
Protocol.

Please Specify the Parameters for the Virtual Service.

Virtual Address
Service Name (Optional) :|
Protocol

Add this Virtual Service

The port defaults to port 80, which is the standard HTTP port. If an SSL-enabled Virtual Service is
being created, change the port to 443, which is the default HTTPS port. Keep the protocol as tcp,
and click Add this Virtual Service.

The Virtual Service properties screen will appear. Among the various sections in this screen is SSL
Properties.

6 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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SSL Properties

SSL Acceleration Enabled: @ Reencrypt: a
Supported Protocols 55Lv3 LITLS1.0 ¥ITLS1.1 MITI512 MiTIS13
Require SNI hostname [J

Self Signed Certificate in use.
Available Certificates Assigned Certificates

None Available - None Assigned -
Certificates E Set Certificates
Manage Certificates
Cipher Set [ Default M| Modify Cipher Set

Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA384 =
_ ECDHE-RSA-AES256-GCM-SHA384
Ciphers | pHE DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305 -

Client Certificates | No Client Certificates required v]
Strict Transport Security Header | Don't add the Strict Transport Security Header v]

To enable SSL for this Virtual Service, select the Enabled check box.
A warning will appear saying that a temporary certificate will be used for the service. Click OK.
As soon as SSL is enabled, the LoadMaster will install a self-signed certificate for the Virtual Service.

The check boxes in the Supported Protocols section allow you to specify which protocols should

be supported by the Virtual Service. By default, TLS1.1, TLS1.2, and TLS1.3 protocols are enabled
and SSLv3 and TLS1.0 are disabled.

Starting with version 7.2.37, when re-encryption is enabled, the TLS version that can be negotiated
between the LoadMaster and the Real Servers behind it are no longer constrained by the TLS version
settings configured on the client side. All TLS versions and ciphers that are supported on the
LoadMaster can be negotiated without restriction by Real Servers. In this way, the LoadMaster can,
for example, provide strict security for client-side application access and still support server-side

connections to legacy servers that only support specific, less secure, TLS versions, and ciphers. This
is illustrated in the example below.
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Server connections are only restricted by the configuration of the Real Servers, regardless of the TLS
version selected on the client side. Each Real Server can be configured independently of the others.
The LoadMaster negotiates connections according to the requirements of each Real Server.

Selecting the require Server Name Identifier (SNI) hostname check box means that the hostname
will always be required to be sent in the TLS client hello message.

When Require SNI hostname is disabled, the first certificate in the list of Assigned Certificates as
a host header match is not found.
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Client LoadMaster with:

Server

Client Certificates required
Require SNI hostname enabled
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When Require SNI hostname is enabled, a certificate with a matching host name must be found,
otherwise the connection is dropped. This also supports wildcard certificates.

Multiple certificates are supported. Wildcard certificates work regardless of what position they are
in. SNI can find certificates by Subject Alternative Name (SAN) when the certificate is not in the first
position. SNI will choose the first matching certificate in a list if multiple certificates contain the
same name in either the Common Name or SAN name.

When using a Subject Alternative Name (SAN) certificate,
alternate source names are not matched against the host
header.

Wildcard certificates are supported but please note that the
root domain name will not be matched as per RFC 2459. Only
anything to the left of the dot will be matched. Additional
certificates must be added to match the root domain names.
For example, www.kemptechnologies.com will be matched until
a wildcard of *.kemptechnologies.com. Kemptechnologies.com
will not be matched.

After you have added certificates to the LoadMaster (see the Adding an SSL Certificate section)
you can assign one or more certificates to the Virtual Service by selecting them in the Available
Certificates list, clicking the right arrow and clicking the Set Certificates button. Both internal
and external certificates can be assigned to the same Virtual Service.

There is a limit of 8171 characters when assigning certificates to a Virtual Service using the WUI.
A description of each of the options in the Client Certificates drop-down is provided below:

* No Client Certificates required: enables the LoadMaster to accept HTTPS requests from any
client. This is the recommended option.

By default the LoadMaster will accept HTTPS requests from any client. Selecting any of the other
values below will require all clients to present a valid client certificate. In addition, the LoadMaster
can also pass information about the certificate to the application.

This option should not be changed from the default of No
Client Certificates required. Only change from the default

9 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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option if you are sure that all clients that access this service
have valid client certificates.

* Client Certificates required: requires that all clients forwarding a HTTPS request must present
a valid client certificate.

* Client Certificates and add Headers: requires that all clients forwarding a HTTPS request must
present a valid client certificate. The LoadMaster also passes information about the certificate to
the application by adding headers.

* The below options send the certificate in its original raw form. The different options let you
specify the format that you want to send the certificate in:

- Client Certificates and pass DER through as SSL-CLIENT-CERT
- Client Certificates and pass DER through as X-CLIENT-CERT
- Client Certificates and pass PEM through as SSL-CLIENT-CERT
- Client Certificates and pass PEM through as X-CLIENT-CERT

Real Servers can be added to this SSL Virtual Service by clicking Add New in the Real Servers
section.

Please Specify the Parameters for the Real Server

Real Server Address
Port

Ii{

Forwarding method |nat v
Weight [1000

Connect tion Limit

Add This Real Server

When adding Real Servers, ensure to add them on port 80 (or whatever port that the non-SSL
service is running on), and not port 443.

2.2 Adding an SSL Certificate

If you have a Certificate Authority (CA)-signed certificate to use with an SSL-enabled Virtual Service,
or have a custom self-signed certificate, this can be added to the Virtual Service through the WUL.
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[=] SSL Properties

S5L Acceleration Enabled: # Reencrypr: [
Supported Protacols [ssiys #iTis1o #itisia Mitisio
Require SMI hostname [

Self Signed Certificate in use.
Available Certificates Assigned Certificates

None Available « None Assigned «
S
Manage Certificates
Cipher Set | Default M| Modify Cipher Set

Assigned Ciphers
ECDHE-RSA-AES256-GCM-SHA3E4 -
ECDHE-ECDSA—AESEBE—GCM-SHASM|:|
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA3E4
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA -

Client Certificates | No Client Certific ates required ¥ |

Ciphers

There is a button called Manage Certificates that you can click to add an (RSA or EC) SSL
certificate.

Layer  Certificate Installed

2
B

There is also an Add New button in the View/Modify Services screen in the Certificates Installed
column.

Impaort Certificate | Add Intermediate

Assignment Operation

Either route opens the same screen; the screen to input the certificate information.

At this point there are two options; Add Intermediate and Import Certificate.

Add Intermediate
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Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen

Certificate Mame | | Add Certificate

Clicking this button will allow you to add an intermediate certificate as a temporary measure.
Browse to where the file is stored, enter the desired name in the Desired File Name field and click
the Add Certificate button.

Import Certificate

Please specify the name of the file that containsg the certificate. The file can also hold the private key.
If the file does not contaln the private key, then the file containing the private key must also be specified.
The certificate can be in ither PEM or PFX (115) format.

Certificate File | Choose File | Mo file chosen

_

Key File (optional) | Choose File | No file chosen

Pass Phrase I I

Cenificate Identifier | |

The certificate and key file can be added from this screen. The Passphrase (password) that the
certificate was created with will need to be entered. The certificate can be given a name in the
Certificate Identifier text box.

To import a certificate, follow the steps below:

1. Click the Choose File button next Certificate File and select the required certificate file.

The certificate file cannot have the following in the filename:
ident, cfile, kfile, ffile, replace, password.

If it does, an Invalid Certificate Identifier error message
appears.

2. Click the Choose File button next to Key File and select the relevant key file, if required.
3. Enter the relevant pass phrase in the Pass Phrase text box (if required).
4. Enter a recognisable name in the Certificate Identifier text box.

5. Click Save.

12 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services

2 Create an SSL Accelerated Virtual Service

» Progress

Transactions Per Second (TPS) Performance will vary based on
key length. Larger keys will reduce performance.

Certificate Configuration

Identifier

Common Virtual
Name(s) Services

Assignment

ExampleCeartificate james
[Expires: Jul
27 15:51:48
2014 GMT]

Available Vg Azsigned

WEE

10,154.11.61;80 -

10154116480 «
-

6. The certificate can then be assigned to a Virtual Service(s) by selecting the relevant IP
address(s) in the Available VSs list, clicking the right arrow and clicking Save Changes.

SSL Properties

SSL Accelesration
Supported Protocols
Reguire SNI hostname

Enabled: ® Reencrypr: [
Ussivs #TLs10 #Tis11 #Tisi2
]

Certificates

Self Signed Certificate in use.
Available Certificates

Assigned Certificates

ExampleCertificate [Example] «

=
<

Mone Assigned -

Manage Certificates

Ciphers

Cipher Set | Default

M| Modify Cipher Set

Assigned Ciphers

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA

ECDHE-ECDSA-AES256-GCM-SHA384 D

-

Client Certificates

[No Client Certificates required

]

Certificates can also be assigned to a Virtual Service within the Modify Virtual Service screen.

If you add a certificate to the LoadMaster in version 7.2.51 or later (or in 7.2.48.3 LTS or a later

LTS version) and then downgrade to 7.2.50 or an earlier version (or 7.2.48.2 LTS or an earlier version)
- the certificate will not work. To work around this, create a backup of all SSL certificates before
downgrading and then restore the certificates after downgrading (Certificates & Security >
Backup/Restore Certs). If you forget to take the backup before downgrading: upgrade the firmware
again, take the certificate backup, downgrade, and then restore the certificate backup.

13
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2.3 Checking Certificate Installations

» Progress’

Some browsers have functionality that allows a check of the nature of the certificate installed on
the website being connecting to. This can be useful when troubleshooting a certificate problem.

When browsing an SSL site, HTTPS should be displayed in the address and there may be an icon
signifying a secure link (a padlock icon).

Certificate

General | petails | Certiication Path |

2|

T
E. Certificate Information

This certificate is intended For the following purpose{s):
*Ensures the identity of a remote computer

Issued bor 2ail =220 i
Issued by: Toi STy

valid from 12/17/2009 to 12/15/2011

Install Certificate, ., | Issuer Statement |

The icon can be clicked to see information about the certificate that is used with that SSL site.

2.4 Intermediate Certificates

Some certificates issued by Certificate Authorities require a third certificate, often referred to as an
intermediate certificate. This additional certificate provides a chain path from the CA to the

certificate issued to your site.
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While some CAs use intermediate certificates, others do not. If you have questions on whether or
not you should have received an intermediate certificate from your CA vendor, contact your CA
vendor.

If a CA certificate has been installed, and an SSL error appears when browsing the Virtual Service, it
is likely that an intermediate certificate needs to be installed.

Uploading several consecutive intermediate certificates within a single piece of text, as practiced by
some certificate vendors such as GoDaddy, is allowed. The uploaded file is split into individual
certificates.

2.5 Importing Intermediate Certificates

Installing an intermediate certificate is simple to do through the WUI. First, obtain the intermediate
certificate from the CA. This can usually be found on their web site, and is usually in a text window
to make it easier to cut and paste.

Your CA vendor may have provided the required intermediate
certificates in the same bundle as the certificate itself, and so
these would be installed together. The method documented in
this section should be used when you are installing one or
more intermediate certificates alone.

The intermediate certificate formats that are officially supported by the LoadMaster are: .PEM, .CER,
and .CRT.

A CER file can only be encoded and exported in Base-64 format for it to be uploaded to the
LoadMaster. A CER file exported in a DER binary format is not supported on the LoadMaster and the
LoadMaster is unable to upload this format.

This section provides steps on how to apply and upload intermediate certificates and how to
resolve any invalid certificate formats.

To import an intermediate certificate to the LoadMaster complete the following steps:

1. Navigate to Certificates & Security > Intermediate Certs in the main menu.

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen

Certificate Mame |Exarnple Intermediate Certifid Add Certificate

15 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services $ Progress®

2 Create an SSL Accelerated Virtual Service

2. Click Choose File.
3. Browse to and select the required intermediate certificate file.

4. Enter the Certificate Name. This name is used on the LoadMaster to help you manage
your certificates.

5. Click Add Certificate.
6. Click OK.

These intermediate certificates do not need to be associated with any Virtual Service certificates.
The LoadMaster automatically builds the required certificate chain.

Also, only one intermediate certificate is required per CA. If several certificates have been installed
from VeriSign, for instance, you only need to install the VeriSign intermediate certificate once.

2.5.1 Invalid Certificate Formats

If you follow the steps to upload an intermediate certificate to the LoadMaster and receive a
Certificate Format Invalid error, it means the certificate file you are trying to upload is
unsupported or is not in one of the formats required by LoadMaster (PEM, CER, CRT).

The standard PEM file format can be uploaded to the LoadMaster.

2.6 1IS Certificates

This section outlines how to migrate SSL from Microsoft Internet Information Services (IIS) to the
LoadMaster.

When putting a LoadMaster in a situation where a Microsoft IIS server was previously performing
SSL, there is an option to import the IS certificate into the LoadMaster. This SSL certificate can be
migrated from Microsoft IIS to the LoadMaster by completing two simple tasks. The first task is to
export the SSL certificate from the IIS using Microsoft export tools; ensure to export the certificate
and private key as a Personal Information Exchange File (PFX). The second step is to import the PFX
file into the LoadMaster using the LoadMaster WUI. To start the import process on the LoadMaster
simply click the Add New button in the SSL enabled Virtual Service and install the certificate as per
the instructions in the Adding an SSL Certificate section.

2.7 Re-encrypt SSL

With SSL acceleration, the SSL session is terminated at the LoadMaster, and sent to the Real Servers
unencrypted. In some security situations, it may be necessary to encrypt the connection between
the LoadMaster and Real Servers. This can be done with reencrypt SSL.
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With reencrypt SSL, the SSL session is first terminated at the LoadMaster. Persistence and other
Layer 7 functionality can then be performed. After that, the traffic is re-encrypted in a new SSL
session between the LoadMaster and the Real Server.

SSL Properties

SSL Acceleration Enabled: ® Reencrvpt: @
Supported Protocols [ssiys Mt 510 MITis11 #iTisi2
Require SNI hostname [

Self Signed Certificate in use.
Available Certificates Assigned Certificates
ExampleCertificate [Example] « Mone Assigned -

> -
Certificates Set Certificates

Manage Certificates

Cipher et | Default M| Modify Cipher Set

Assigned Ciphers

ECDHE-RSA-AES256-GCM-SHA384 a

Ciphers ECDHE-ECDSA-AE825B-GCM-SHA384D
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-5HA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA -

Client Certificates | No Client Certificates required v
Reencryption Client Certificate Mone reguired
Reencryption SNI Hostname | |

This is turned on by a single option in the properties screen of a Virtual Service in the SSL section.

2.8 Assigning a Client Certificate for Re-encryption

It is possible to require client certificates when SSL re-encryption is enabled. To assign a client
certificate for re-encryption, follow the steps below:

1. In the main menu of the LoadMaster WUI, go to Certificates & Security > SSL
Certificates.

Operation

Mew CSR
Replace Certificate
Delete Certificate

Reencryption Usage

2. Click Reencryption Usage on the relevant certificate.
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[Expires: Aug 24

Common Virtual
Identifier lgnmen
dentifie Name(s)  Services >>anment
ExampleCertificate Example Available V5s Assigned V55

10.154.11.61:80 -

[ 3

None Assigned
09:11:21 2016 . >
GMT] 10.154.11.62:80 Save Changes
Available Y55 Assigned V5s
Mone Assigned - 10.154.11.61:80 »
=
W55 using ExampleCertificate for Reencryption Save Changes

3. Select the relevant IP address from the Available VSs box.

4. Click the right arrow.

5. Click Save Changes.

SSL Properties

551 Acceleration
Supported Protocols

Require SNI hostname

Enﬁbled: Reencrypt:
(ssivs Bdrisio Erisis Brisio Bnisis
O

Certificates

Self Signed Certificate in use.
Available Certificates Assigned Certificates

None Available « None Assigned «
Set Certificates
- -
Manage Certificates

Ciphers

Cipher set [Default v]
Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA3S4
ECDHE-RSA-AES256-GCM-5HA384
DHE-DSS-AES256-GCM-5HA3E4
DHE-RSA-AES256-GCM-SHA3S4
ECDHE-ECDSA-CHACHAZ20-POLY 1305
ECDHE-RSA-CHACHA20-POLY 1305 -

Client Certificates
Reencryption Client Certificate
Reencryption SNI Hostname

Strict Transport Security Header

[Mo Client Certificates required

None required

| |

| Don't add the Strict Transport Security Header

Intermediate Certificates

Using all installed Intermediate certificates
Show Intermediate Certificates

The Reencryption Client Certificate is displayed in the SSL Properties section of the relevant

Virtual Service.

18
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2.9 Certificate Signing Request (CSR)

You can create a CSR for submission to your signing authority of choice. Using the WUI, navigate to
Certificates & Security > Generate CSR. Fill in the information and click Create CSR. CSRs
generated by the LoadMaster use SHA256.

Caution
Store the private key in a vault. The private key will be required
once the authority creates the certificate.

2.10 Backup/Restore Certificates

The LoadMaster supports exporting of all certificate information. This includes private key, host and
intermediate certificates. The export file is designed to be used for import into another LoadMaster
and is encrypted. You can import and export certificates using the WUI at Certificates & Security >
Backup/Restore Certs. Ensure to note the passphrase used to create the export - it is required to
complete the import.

There are options to restore only Virtual Service certificates including private keys, intermediate
certificates, or both.

2.11 SSL Ciphers
The LoadMaster supports SSLv3, TLS1.0, TLS1.1, TLS1.2, and TLS1.3.

Ciphers define how the data stream is encrypted. The LoadMaster supports ciphers supporting
perfect forward secrecy and Elliptic Curve.
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SSL Properties

SSL Acceleration Enabled: @ Reencrypt: a
Supported Protocols 55Lv3 LITLS1.0 ¥ITLS1.1 MITI512 MiTIS13
Reguire SNI hostname O

Self Signed Certificate in use.
Available Certificates Assigned Certificates
None Available - None Assigned -

Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA384 =
_ ECDHE-RSA-AES256-GCM-SHA384
Ciphers | pHE DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305 -

Certificates E Set Certificates
Manage Certificates
Cipher Set [ Default M| Modify Cipher Set

Client Certificates | No Client Certificates required

v |

Strict Transport Security Header | Don't add the Strict Transport Security Header

"]

Each Virtual Service (which has SSL Acceleration enabled) has a cipher set assigned to it. This can
either be one of the system-defined cipher sets or a user-customized cipher set. The system-defined
cipher sets can be selected to quickly and easily select and apply the relevant ciphers.

A cipher set also needs to be assigned to the LoadMaster WUI. To set the WUI cipher set, go to

Certificates & Security > Admin WUI Access.

CHACHA20-POLY1305 ciphers are given special preference
when they appear in both the client and LoadMaster cipher
lists. If these ciphers appear at the top of the client preference
list, the LoadMaster will prioritize using CHACHA20-POLY1305
ciphers for the connection, regardless of the position of these

ciphers in the LoadMaster’s cipher list.

The system-defined cipher sets are as follows:

« Default: The cipher set that is configured on the LoadMaster on a fresh installation. This
cipher set is geared towards backwards compatibility with previous releases of the

LoadMaster.

» Default_NoRc4: A more secure version of the default set that does not contain any RC4
ciphers, which are considered to be insecure on modern networks.

« BestPractices: This is the recommended cipher set to use on LoadMaster and it is updated
occasionally to reflect current industry best practices. It does not include older and legacy
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cipher sets which may be required by older browser and application deployments. The last
update to the BestPractices set was made in LMOS 7.2.52.0.

o Intermediate_compatibility: This cipher set includes some ciphers that are required by
older browser and service implementations that are still seen in the field.

« Backward_compatibility: This cipher set provides maximum backward compatibility for
clients back to Windows XP/IE6 at the risk of using less secure ciphers.

The Backward_compatibility cipher set should be used as a
last resort only.

o WUI: This is the default cipher set used by the administrative user interface. It can be
changed by using the controls under Certificates & Security > Admin WUI Access.

o FIPS: This set contains only ciphers that conform to Federal Information Processing
Standards (FIPS) 140-2 level 1 standard and should be used only in those deployments that
require it.

« Legacy: This cipher set is provided solely for upgrade compatibility for legacy LoadMaster
firmware versions (v7.0-10 and previous). After upgrade to a modern version of LoadMaster, it
is recommended to chose a more secure cipher set.

o Null_Ciphers: This cipher set contains what are called 'null ciphers', which do not provide
any cryptographic protection, but rather depend on the application to provide it. In general,
use these ciphers only if required by the application and if that application provides
independent cryptographic protection.

o ECDSA_Default: This cipher set includes only cipher sets that use elliptical curve
cryptography and is recommended for those deployments that require EC cryptography.

o« ECSDA_BestPractices: This is a modified version of the ECDSA_Default set that includes
only those ciphers that conform to the Common Criteria standards.

To find out what ciphers are in each cipher set, go to Certificates & Security > Cipher Sets. Select
the relevant Cipher Set. Two lists are displayed - Available Ciphers and Assigned Ciphers. These
lists can be filtered by typing some text into the Filter text boxes provided. The Filter text boxes
will only allow you to enter valid text which is contained in the cipher names, for example ECDHE.
If invalid text is entered, the text box will turn red and the invalid text is deleted.

Ciphers can be dragged and dropped to/from the Available and Assigned lists as needed. Ciphers
which are already assigned will appear grayed out in the Available Ciphers list.
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Kemp reserves the right to change the contents of these cipher
sets at any time in response to changes in industry security
standards and best practices.

Clicking the Modify Cipher Set button in the SSL Properties section in the Virtual Service modify
screen will bring you to the Cipher Set Management screen. This screen allows you to create new
and modify existing custom cipher sets.

Starting with version 7.2.37, when re-encryption is enabled, the TLS version that can be negotiated
between the LoadMaster and the Real Servers behind it are no longer constrained by the TLS version
settings configured on the client side. All TLS versions and ciphers that are supported on the
LoadMaster can be negotiated without restriction by Real Servers. In this way, the LoadMaster can,
for example, provide strict security for client-side application access and still support server-side
connections to legacy servers that only support specific, less secure, TLS versions, and ciphers. This
is illustrated in the example below.

ad 111111

TLS1.2

-

o NI

==\

Server connections are only restricted by the configuration of the Real Servers, regardless of the TLS
version selected on the client side. Each Real Server can be configured independently of the others.
The LoadMaster negotiates connections according to the requirements of each Real Server.
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2.11.1 Cipher Set Management

Cipher Set Management

Cipher Set | Default v |

Available Ciphers Fite:[ ] Assigned Ciphers Fiter[ ]

Strength

Mame - Mame Strength =

ECDHE-RSA-AES256-GCM-5HA3E4L High
ECDHE-ECDSA-AES255-GCM-5HA3E4  High
ECDHE-R5A-AES256-5HA3E4 High
ECDHE-ECDSA-AES256-5HA3E4 High
ECDHE-RSA-AES256-5HA High
ECDHE-ECDSA-AES256-5HA High
DH-D55-AE5256-GCM-5HATEL High
DHE-DS5-AE5256-GCM-5HASES High
DH-R5A-AES256-GCM-5HA3E4 High
DHE-RSA-AE5256-GCM-5HASES High
DHE-R5A-AE5256-5HAZ5E High
DHE-DS5-AE5256-5HA256 High
DH-RSA-AES256-5HAZ56 High
- DH-D55-AES256-5HA256 High v

Save &s: |Defau|t |

Two lists are displayed - Available Ciphers and Assigned Ciphers. These lists can be filtered by
typing some text into the Filter text boxes provided. The Filter text boxes will only allow you to
enter valid text which is contained in the cipher names, for example ECDHE. If invalid text is
entered, the text box will turn red and the invalid text is deleted.

Ciphers can be dragged and dropped to/from the Available and Assigned lists as needed. Ciphers
which are already assigned will appear greyed out in the Available Ciphers list.

Changes cannot be made to a preconfigured cipher set. However, you can start with a preconfigured
cipher set - make any changes as needed and then save the cipher set with a new custom name.

23 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services

» Progress

2 Create an SSL Accelerated Virtual Service

Enter the new name in the Save as text box and click the Save button. Custom cipher sets can be
used across different Virtual Services and can be assigned as the WUI cipher set.

It is not possible to delete preconfigured cipher sets. However, custom cipher sets can be deleted
by selecting the relevant custom cipher set and clicking the Delete Cipher set button.

The RC4-MND5 SSLv3 and RC4-MND5 SSLv3 ciphers are not
supported for WUI connections (this is to improve security).

The RC4 ciphers are supported with (and can be assigned to)
Virtual Services if needed.

2.11.2 Certificate Considerations for Various Cipher Suites

When you create or request SSL certificates to be used in combination with a particular cipher
suite, you must be aware of the following:

« Different cipher suites require different signing algorithms to be used when creating server
and client certificates.

o Some cipher suites are designed to reject self-signed certificates, as an added level of
security.

The following sections outline specific requirements for various cipher suites supported by the
LoadMaster.

This information is not specific to the LoadMaster, but to the
design of the cipher suites themselves.

2.11.2.1 DH-RSA- and DHE-RSA- Cipher Suites

This section applies to all ciphers with names beginning:
e DH-RSA-
o DHE-RSA-

As indicated in the names, these ciphers require RSA signing to be used in certificates. Additionally,
the certificate cannot be a self-signed certificate. Therefore, when creating a Certificate Signing
Request (CSR) for a certificate to be used with this cipher, ensure to specify an RSA-signed
certificate.

2.11.2.2 DH-DSS- and DHE-DSS- Cipher Suites

This section applies to all ciphers with names beginning:
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o DH-DSS-
o DHE-DSS-

As indicated in the names, these ciphers require DSS (also known as DSA) signing to be used in
certificates. Additionally, the certificate cannot be a self-signed certificate. Therefore, when creating
a CSR for a certificate to be used with this cipher, ensure to specify a DSS-signed certificate.

2.11.2.3 ECDH-ECDSA- and ECDHE-ECDSA- Cipher Suites
This section applies to all ciphers with names beginning:
o ECDH-ECDSA-
o ECDHE-ECDSA-
As implied by the names, these ciphers require an ECDSA certificate, but it can be self-signed.

For these ciphers, the following openssl command line example from a Linux system creates a self-
signed certificate for testing with the proper SSL options. The second command concatenates the

key and certificate into a single file for input into the LoadMaster WUI.

openss1 ecparam -name secp521rl -param_enc named_curve -genkey -out private-
kg% .pem openssl req -new -x509 -key private-key.pem -out server-pub.pem -days
7

cat private-key.pem server-pub.pem > server.pem

The -param_enc explicit option must not be used in the
command line above, or the resulting certificate will be rejected
when used to negotiate a secure connection.

If you plan to use a certificate signed by a Certificate Authority (CA), ensure to specify an ECDSA-
signed certificate when creating a CSR for a certificate to be used with this cipher.

2.12 WUI Root Certificate Installation

By default the LoadMaster uses a self-signed certificate to ensure secure administrative access to the
WUI. However, most modern browsers will display a warning when such a certificate is used.
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Home
P Virtual Services
P Global Balancing
P Statistics
Real Servers
} Rules & Checking

b Certificates

-

System Configuration

Download Root Cerd

In order to eliminate this warning, the LoadMaster certificate can be installed by clicking the
Download Root Cert button in the main menu on the Home page, when you first access the WUl in
a browser.

If this button is not visible, go to the WUl Home and refresh the
page.

This will download the certificate file that can be installed on the browser so that the security
warning can be avoided.

2.13 OCSP Configuration

A Common Access Card (CAC) is a smart card used for identification of active-duty military
personnel, selected reserve, US Department of Defence (DoD) civilian employees and eligible
contractor personnel. In addition to providing physical access to buildings and protected areas, it
also allows access to DoD computer networks and systems satisfying two-factor authentication,
digital security and data encryption. It leverages a Public Key Infrastructure (PKI) Security Certificate
to verify a cardholder’s identity prior to allowing access to protected resources.
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The Edge Security Pack (ESP) feature of the Kemp LoadMaster supports integration with DoD
environments, leveraging CAC authentication and Active Directory application infrastructures. The
LoadMaster acts on behalf of clients presenting X.509 certificates using CAC and becomes the
authenticated Kerberos client for services.

The request for and presentation of the client certificate happens during initial SSL session
establishment. There are two core elements to the process of a user gaining access to an application
with CAC:

* Authentication - occurs during SSL session establishment and entails:
- Verifying the certificate date
- Verifying revocation status using Online Certificate Status Protocol (OCSP)
- Verifying the full chain to the Certificate Authority (CA)

* Authorization - occurs after SSL session establishment and the matching of the certificate
Subject Alternative Name (SAN) against the User Principal Name (UPN) of the appropriate
principal in Active Directory.

For more information, refer to the DoD Common Access Card (CAC) Authentication, Feature
Description document.

2.13.1 OCSP Server Settings

The OCSP server settings can be set in the LoadMaster WUI in Certificates & Security > OCSP
Configuration.

OCSP Server Settings

ocsp server [10.11.0.35 |
OCSP Server Port
|

OCSP URL
Use 55L

Allow Access on Server Failure

=

OCSP Server

The address of the OCSP server.
OCSP Server Port

The port of the OCSP server.

OCSP URL
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The URL to access on the OCSP server.

Use SSL

Select this to use SSL to connect to the OCSP server.
Allow Access on Server Failure

Treat an OCSP server connection failure or timeout as if the OCSP server had returned a valid
response, that is, treat the client certificate as valid.

OCSP Checking

Enable OCSP Checking [

OCSP Checking

Select the Enable OCSP Checking check box to enable the LoadMaster to perform OCSP checks on
certain outbound connections. This is disabled by default.

OC5P Stapling

Enable OCSP Stapling [

OCSP Refresh Interval [

Enable OCSP Stapling

Select this check box to enable the LoadMaster to respond to OCSP stapling requests. If a client
connects using SSL and asks for an OCSP response, this is returned. Only Virtual Service certificates
are validated. The system holds a cache of OCSP responses that are sent back to the client. This
cache is maintained by the OCSP daemon. When the OCSP daemon sends a request to the server, it
uses the name specified in the certificate (in the Authority Information Access field). If it cannot
resolve this name, then it uses the default OCSP server specified in the OCSP Server text box.

OCSP Refresh Interval

Specify how often the LoadMaster should refresh the OCSP stapling information. The OCSP daemon
caches the entry for up to the amount of time specified here, after which it is refreshed. Valid values
range from 1 hour (default) to 24 hours.
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2.14 Setting the Diffie-Hellman Key Exchange Size

The Diffie-Helman Key Exchange Size is set to 2048 Bits by default in the LoadMaster. This can be
changed if needed. To change the Diffie-Hellman Key Exchange Size, follow the steps below:

1. In the main menu of the LoadMaster WUI, go to System Configuration > Miscellaneous
Options > Network Options.

Enable Server NAT

Connection Timeout (secs) (Valid values:0, 60-86400)

Enable Non-Local Real Servers

Enable Alternate GW support

Enable TCP Timestamps

Enable TCP Keepalives

Enable Reset on Close

Subnet Originating Requests

Enforce Strict IP Routing

Handle non HTTP Uploads

Enable Connection Timeout Diagnostics
Legacy TCP Timewait handling

Enable SSL Renegotiation

Force Real Server Certificate Checking

Disable Master Secret Handling
Size of SSL Diffie-Hellman Key Exchange |2048 Bits v

Log SSL errors [ Fatal errors only VI

IDD&DDDD&D&DDD

OpenssL Version [Use current SSL library + TLS 1.3 v |
Use Default Route Only dJ

HTTP(S) Proxy | [l Set HTTP(S) Proxy

2. Select the relevant option in the Size of Diffie-Helman Key Exchange drop-down list.
Available values are:

- 512 Bits
- 1024 Bits

- 2048 Bits
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3. A reboot is required to apply the change. To reboot the LoadMaster, go to System
Configuration > System Administration > System Reboot and click Reboot.
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3 WUI Options

This section provides a description for each of the WUI options relating to SSL.

3.1 SSL Properties

SSL Properties

SSL Acceleration Enabled: & Reencrypt: O
supported Protocols (Jsslvs (JrLs1.0 Erisi1 Erisi2 @risis
Add Received Cipher Name
Require SNI hostname O

Self Signed Certificate in use.
Available Certificates Assigned Certificates

None Available a

= None Assigned o
Certificates Set Certificates

v v

Manage Certificates
Cipher Set | Default B Modify Cipher Set

Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
DHE-DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY 1305
ECDHE-RSA-CHACHA20-POLY 1305 v

Ciphers

Client Certificates | No Client Certificates required V]

Strict Transport Security Header l Don't add the Strict Transport Security Header VI

Using all installed Intermediate certificates

Intermediate Certificates Iy T T N T o

SSL Acceleration

This check box appears when the criteria for SSL Acceleration have been met. Select this check box
to activate SSL Acceleration.

Enabled: If the Enabled check box is selected and there is no certificate for the Virtual Service, you
are prompted to install a certificate. You can add a certificate by clicking Manage Certificates and
importing or adding a certificate.

31 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services $ Progress®

3 WUI Options

Reencrypt: Selecting the Reencrypt check box re-encrypts the SSL data stream before sending it to
the Real Server.

You cannot use Extra Ports or Transparency with SSL reencryption.

Reversed: Selecting this check box means that the data from the LoadMaster to the Real Server is
re-encrypted. The input stream must not be encrypted, for example, the client sends HTTP port 80
traffic to the LoadMaster and the LoadMaster sends HTTPS port 443 traffic to the Real Server. This is
only useful in connection with a separate Virtual Service which decrypts SSL traffic then uses this
Virtual Service as a Real Service and loops data back to it. In this way, the client to Real Server data
path is always encrypted on the wire.

Supported Protocols

The check boxes in the Supported Protocols section enable you to specify which protocols are
supported by the Virtual Service. By default, TLS1.1, TLS1.2, and TLS1.3 are enabled and SSLv3 and
TLS1.0 are disabled.

The TLS1.3 check box will not be visible if the OpenSSL Version
setting in System Configuration > Miscellaneous Options >
Network Options is set to Use older SSL library - no TLS 1.3.
For further details, refer to the <b>Network Options</b>
section for further details.

Starting with version 7.2.37, when re-encryption is enabled, the TLS version that can be negotiated
between the LoadMaster and the Real Servers behind it are no longer constrained by the TLS version
settings configured on the client side. All TLS versions and ciphers that are supported on the
LoadMaster can be negotiated without restriction by Real Servers. In this way, the LoadMaster can,
for example, provide strict security for client-side application access and still support server-side
connections to legacy servers that only support specific, less secure, TLS versions, and ciphers. This
is illustrated in the example below.

32 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services

» Progress

3 WUI Options

ad 111111

TLS1.2

=N

11111

Server connections are only restricted by the configuration of the Real Servers, regardless of the TLS
version selected on the client side. Each Real Server can be configured independently of the others.
The LoadMaster negotiates connections according to the requirements of each Real Server.

Add Received Cipher Name

In LoadMaster version 7.2.52 and above, a new check box called Add Received Cipher Name was
added. This option is disabled by default. when this option is enabled, the LoadMaster adds X-SSL
headers containing client SSL information such as TLS version, TLS cipher, client certificate serial
number, and SNI host as described in below table.

Content Rule

Header Description Example Value
P P Variable
X-SSL-Cipher: ECDHE-RSA-AES256-GCM-
X-SSL-Cipher  The cipher used. 'P ssl-cipher
SHA384

X-SSke The S?L protocol X-SSL-Protocol: TLSv1.2 ssl-version
Protocol version used.
The Virtual

€ Virtua X-SSL-Serialid: ssl-

X-SSL-Serialid Service certificate

. 4900000006A2ABDC165ACEAD55000000000006  clientserialid
serial number.

The client
XSSt certifiiactleesnerial X-SSL-ClientSerialid: ssl-serialid
ClientSerialid 490000005D6898F3C7E590536100010000005D
number.
X-SSL-SNIHost  The value of the X-SSL-SNIHost: sni.test.com ssl-sni
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.. Content Rule
Header Description Example Value .
Variable
received SNI
name.

Require SNI hostname

If require Server Name Indication (SNI) is selected, the hostname is always required to be sent in the
TLS client hello message.

When Require SNI hostname is disabled, the first certificate is used if a host header match is not
found.

When Require SNI hostname is enabled, a certificate with a matching common name must be
found, otherwise an SSL error is yielded. Wildcard certificates are also supported with SNI.

When using a Subject Alternative Name (SAN) certificate,
alternate source names are not matched against the host
header.

Wildcard certificates are supported but note that the root
domain name is not matched, as per RFC 2459. Only anything
to the left of the dot is matched. Additional certificates must be
added to match the root domain names. For example,
www.kemptechnologies.com is matched until a wildcard of
*.kemptechnologies.com. Kemptechnologies.com is not
matched.

To send SNI host information in HTTPS health checks, enable
Use HTTP/1.1 in the Real Servers section of the relevant Virtual
Service(s) and specify a host header. If this is not set, the IP
address of the Real Server is used.

Pass through SNI hostname

In LoadMaster firmware version 7.2.52 and above, when this option is enabled and when re-
encrypting, the received SNI hostname is passed through as the SNI to be used to connect to the
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Real Server. If the Virtual Server has a Reencryption SNI Hostname set, this overrides the received
SNI.

Certificates

Available certificates are listed in the Available Certificates select list on the left. To assign or
unassign a certificate, select it and click the right or left arrow button. Then click Set Certificates.
Multiple certificates can be selected by holding Ctrl on your keyboard and clicking each required
certificate.

There is a limit of 8171 characters when assigning certificates
to a Virtual Service using the WUI.

A Virtual Service can be configured using both RSA and ECC
certificates. However, if an RSA and an ECC certificate have the
same common name, for example, kemp.com, the first
certificate is preferred. If the ECC certificate is first in the list,
and a client does not have an ECC cipher, the connection fails.
Conversely, if the RSA certificate is first in the list, and a client
does not have an RSA cipher, the connection fails.

The total number of certificates that you can add to a Virtual
Service is 256, but this number may be further limited by the
size of the certificate file names used. In LMOS Version 7.2.47
and later releases, the number of characters in each certificate
file name and extension (not counting the period between
them), plus all spaces used to separate multiple file names,
must add up to 8176 characters or less (in earlier releases, the
limitation is 1023 characters.)

Clicking Manage Certificates brings you to the SSL Certificates screen.

If you add a certificate to the LoadMaster in version 7.2.51 or later (or in 7.2.48.3 LTS or a later

LTS version) and then downgrade to 7.2.50 or an earlier version (or 7.2.48.2 LTS or an earlier version)
- the certificate will not work. To work around this, create a backup of all SSL certificates before
downgrading and then restore the certificates after downgrading (Certificates & Security >
Backup/Restore Certs). If you forget to take the backup before downgrading: upgrade the firmware
again, take the certificate backup, downgrade, and then restore the certificate backup.

Reencryption Client Certificate
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With SSL connections, the LoadMaster gets a certificate from the client and also gets a certificate
from the server. The LoadMaster transcribes the client certificate in a header and sends the data to
the server. The server still expects a certificate. This is why it is preferable to install a pre-
authenticated certificate in the LoadMaster.

Reencryption SNI Hostname

Specify the Server Name Indication (SNI) hostname to use when connecting to the Real Servers.
This field is only visible when SSL re-encryption is enabled.

Cipher Set
A cipher is an algorithm for performing encryption or decryption.

Each Virtual Service (which has SSL Acceleration enabled) has a cipher set assigned to it. This can
either be one of the system-defined cipher sets or a user-customized cipher set. You can select
system-defined cipher sets to quickly and easily select and apply the relevant ciphers. You can
create and modify custom cipher sets by clicking Modify Cipher Set.

Ciphers

The Ciphers list is read only and displays a list of the currently assigned ciphers. Clicking Modify
Cipher Set brings you to the Cipher Set Management screen. This screen allows you to create
new, and modify existing custom cipher sets.

Client Certificates

* No Client Certificates required: enables the LoadMaster to accept HTTPS requests from any
client. This is the recommended option.

By default the LoadMaster accepts HTTPS requests from any client. Selecting any of the other values
below requires all clients to present a valid client certificate. In addition, the LoadMaster also
passes information about the certificate to the application.

You should not change this option from the default of No
Client Certificates required. Only change from the default
option if you are sure that all clients that access this service
have valid client certificates.

« Client Certificates required: requires that all clients forwarding a HTTPS request must
present a valid client certificate.
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o Client Certificates and add Headers: requires that all clients forwarding a HTTPS request
must present a valid client certificate. The LoadMaster also passes information about the
certificate to the application by adding headers.

o The below options send the certificate in its original raw form. The different options let you
specify the format that you want to send the certificate in:

o Client Certificates and pass DER through as SSL-CLIENT-CERT

o Client Certificates and pass DER through as X-CLIENT-CERT

« Client Certificates and pass PEM through as SSL-CLIENT-CERT

o Client Certificates and pass PEM through as X-CLIENT-CERT
Verify Client using OCSP

Verify (using Online Certificate Status Protocol (OCSP)) that the client certificate is valid.
This option is only visible when ESP is enabled.

Strict Transport Security Header

Enable this option to add the Strict-Transport-Security header to all LoadMaster-generated
messages (ESP and error messages). The options in this drop-down list are as follows:

* Don't add the Strict Transport Security Header

* Add the Strict Transport Security Header - no subdomains

* Add the Strict Transport Security Header - include subdomains
Intermediate Certificates

Prior to the Intermediate Certificates field being added to the SSL Properties section, there was
no ability to assign intermediate or root certificates to a Virtual Service. The Certificate Authority
(CA) for client certificates was kept in the global certificate store, so the following could occur:

o Client certificates from two different CAs are installed on the LoadMaster

o Client A presents a certificate issued from CA 1 and as a network administrator, you only want
them to be able to access Virtual Service 1.

o Client B presents a certificate issued from CA 2 and as a network administrator, you only want
them to be able to access Virtual Service 2.
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« Because both client certificates are validated against the global LoadMaster trust store, client
A is also allowed access to Virtual Service 2 and client B is also allowed access to Virtual
Service 1.

The Intermediate Certificates field allows you to assign intermediate and root certificates to
specific Virtual Services. This provides the ability to restrict access. It also enables control on what
client certificates are eligible to be used when connecting to a service which is useful in
environments with multiple client certificates signed by multiple authorities. For example, when
this is configured correctly for the scenario above - Client A will only have access to Virtual Service
1 and Client B will only have access to Virtual Service 2.

To configure this, follow the steps below:
1. Upload the relevant certificates.
2. Then in the LoadMaster User Interface (Ul), go to Virtual Services > View/Modify Services.
3. Click Modify on the relevant Virtual Service.
4, Expand the SSL Properties section.
5. Click Show Intermediate Certificates.

6. Select the relevant certificates from the boxes and click the arrows to remove/assign them from/to
the Virtual Service.

7. Then, click Set Intermediate Certificates.

It is not possible to unassign all certificates from the Virtual
Service. If you do not want client certificates to be required -
select No Client Certificates required in the Client Certificates
drop-down list.

3.2 Certificates & Security

The sections below describe the various screens in the Certificates & Security section of the
LoadMaster WUI.
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3.2.1 SSL Certificates

Certificate Configuration Import Certificate | Add Intermediate

Common Virtual
Name(s) Sewlcesﬁsslgnment QOperation

ExampleCertificate james Available V55 Assigned V5s New CSR
[Expires:Jul 10.154.11.61:80 « 10.154.11.62:80 ~ mﬁcale
Save Changes

27 15:51:48
2016 GMT] Delete Certificate
Reencryption Usage

Identifier

<

Administrative Certificates

Administrative Certificate | Certificate to Use v | [JUEC Oy 1G]

Shown above is the Manage Certificates screen. Details about the various options on this screen
are below:

Import Certificate - to import the certificate with a chosen filename.

Add Intermediate - refer to the Intermediate Certificates section for further information.
Identifier - is the name given to the certificate at the time it was created.

Common Name(s) - is the FQDN (Fully Qualified Domain Name) for the site.

Virtual Services - the Virtual Service with which the certificate is associated.

Assignment - lists of available and assigned Virtual Services

Operations -

* New CSR - generates a new Certificate Signing Request (CSR) based on the current certificate.

If the certificate has Subject Alternative Names (SANs),
generating a CSR in this way will not add the SANs. Instead,
generate the CSR manually. For further information on this,
refer to the Generate CSR (Certificate Signing Request)
section.

* Replace Certificate - updates or replaces the certificate stored in this file.

* Delete Certificate - deletes the relevant certificate.
You cannot delete or replace Let's Encrypt certificates from the
SSL Certificates screen. You can only delete or replace Let's

Encrypt certificates from the Let's Encrypt Certs screen
(Certificates & Security > Let's Encrypt Certs). The Replace
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Certificate and Delete Certificate buttons are grayed out on the
SSL Certificates screen for Let's Encrypt certificates.

* Reencryption Usage - display the Virtual Services that are using this certificate as a client
certificate when re-encrypting.

Administrative Certificates - the certificate you want to use, if any, for the administrative
interface.

TPS Performance will vary based on key length. Larger keys
reduce performance.

3.2.2 Intermediate Certificates

Currently installed Intermediate Certificates

Name Operation

VeriSignCertpem

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen

Certificate Name | | Add Certificate

This screen shows a list of the installed intermediate certificates and the name assigned to them.

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | No file chosen

Certificate Name Examplelnle rmediateC ertiﬁcl Add Certificate

If you already have a certificate, or you have received one from a CSR, you can install the certificate
by clicking the Choose File button. Navigate to and select the certificate and then enter the desired
Certificate Name. The name can only contain alpha characters with a maximum of 32 characters.

Uploading several consecutive intermediate certificates within a single piece of text, as practiced by
some certificate vendors such as GoDaddy, is allowed. The uploaded file is split into the individual
certificates.
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3.2.3 Let's Encrypt Certificates

Set Directory URL

Directory URL https://cme-v02.ap|.Ietsencrypt.org/dlrectory
Set Directory URL

Register Let's Encrypt Account

Email Address (optional) I I Register Account

Fetch Let's Encrypt Account

Account Key File ‘ Choose File No file chosen

Pass Phrase | B Upload Account Key

Directory URL: Enter the URL of the Automated Certificate Management Environment (ACME) server
in the Directory URL field and click Set Directory URL. The default URL is the Let's Encrypt
production ACME server: https://acme-v02.api.letsencrypt.org/directory. This can be changed as
needed. The LoadMaster supports API version 2 of the ACME protocol.

Email Address (optional): You can register for Let's Encrypt account by optionally entering your
Email Address and clicking Register Account.

Account Key File: If you already have an existing Let's Encrypt account, you can upload the
Account Key File by clicking the Choose File button. Navigate to and select the key file. You can
retrieve the account key file from other ACME clients that you registered the account with (like
Certbot).

Pass Phrase: Enter the passphrase associated with the certificate and click Upload Account Key to
link to your existing account.

Once you have successfully registered or linked to your existing Let's Encrypt account, the Manage
Let's Encrypt Certificates screen appears.
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Let’s Encrypt Global Parameters

160

Renew Period

Let's Encrypt certificates are valid for 90 days. The Renew Period value specifies how many days in
advance of certificate expiry you would like the certificate to be renewed. The Renew Period is an
account-wide setting. Per-certificate renewal periods are not supported at this time.

The Renew Period is set to 30 days by default. Let's Encrypt recommends renewing certificates 30
days before expiry. Valid values for the Renew Period field range from 1 to 60 (days). The old
certificates are replaced and assigned to the HTTPS Virtual Service when the renewal is successful.

For more information and instructions, refer to the Let's Encrypt Feature Description on the Kemp
Documentation page.

Request New Certificate
Click Request New Certificate to request a new certificate from the Let's Encrypt CA.

All fields on the Request a New Certificate screen are optional except for Certificate Identifier
and Common Name (and you must select a Virtual Service next to the Common Name field).

Certificate Identifier: Enter a unique identifier. The Certificate Identifier value must be unique
for all certificates on the LoadMaster.

Common Name: Enter the FQDN of your web server. This is case sensitive. Certificates are only
issued to valid hosting domains that you have control over. Select the Virtual Service that is used
for this domain. This will be used for the validation challenge to prove ownership of the domain.

A HTTP/HTTPS Layer 7 Virtual Service must be already
configured with the ability to add a SubVS (so it should not
have any Real Servers added to the parent Virtual Service - but
if there are existing SubVSs they can have Real Servers
attached). For instructions on how to convert an existing Virtual
Service with Real Servers attached to one with SubVSs with
Real Servers attached, refer to the Let's Encrypt Feature
Description on the Kemp Documentation page.
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A HTTP Redirect Virtual Service must be configured to redirect
all port 80 requests to 443 because Let's Encrypt communicates
on port 80 to perform the HTTP-01 challenge.

All valid Virtual Services that meet the criteria are listed in the
drop-down list.

2 Letter Country Code: Optionally enter the two-letter country code. For a list of valid country
codes, refer to the following page: SSL Certificate Country Codes. If using Let's Encrypt, the 2 Letter
Country Code to Email Address fields are truncated.

State/Province: Optionally enter the state or province to include in the certificate. Enter the full
name, for example New York (not NY).

City: Optionally enter the city to include in the certificate.
Company: Optionally enter the name of the company to include in the certificate.

Organization: Optionally enter the department or organizational unit that should be contacted
regarding this certificate.

Email Address: Optionally enter the email address of the person or organization that should be
contacted regarding this certificate.

Generate Elliptic Curve Request: Optionally enable or disable this option. If this is enabled, an
Elliptic Curve request is generated instead of an RSA request.

Key Size: Select the algorithm size from the drop-down list. If you are generating an Elliptic Curve
(EC) request, the Key Size drop-down is grayed out. The default size of 256 Bits is used for EC
requests. If you are generating an RSA request, you can specify the Key Size.

SAN/UCC Names: Enter the Subject Alternate Name (SAN). This must be a valid domain. You can
specify up to 10 SANs.

For every SAN you must select a HTTP/HTTPS Layer 7 Virtual Service (you can use the same Virtual
Service). For each SAN you must prove your authority to the Let's Encrypt server. AHTTP/HTTPS
Virtual Service must be already configured with the ability to add a SubVS (so it should not have
any Real Servers added to the parent Virtual Service - but if there are existing SubVSs they can have
Real Servers attached). For instructions on how to convert an existing Virtual Service with Real
Servers attached to one with SubVSs with Real Servers attached, refer to the Let's Encrypt Feature
Description on the Kemp Documentation page.
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Request Certificate: A list of issued certificates and related details are displayed at the bottom of
the Let's Encrypt Certs screen. The HTTP Challenge VS(s) column lists the Virtual Service (or
Services) that were used for the HTTP challenge. These are not the Virtual Services that the
certificates are assigned to.

Once the certificate is issued successfully, it will be listed in Certificates & Security > SSL
Certificates. You can then assign it to any HTTPS Virtual Service or use it as an administrative
certificate.

When manually assigning a new certificate to a Virtual Service
for the first time, the Virtual Service will restart so Kemp
recommends doing this outside of working hours.

When Let's Encrypt certificates are renewed, the Virtual Services that have the certificate assigned
will be automatically updated with the renewed certificate.

Automatic renewal and updating of certificates is seamless and
does not affect Virtual Service traffic.

Certificates are automatically renewed at the number of days specified in the Renew Period before
the expiry date of each certificate. You can manually renew the certificate by clicking Renew
Certificate.

You can also delete a certificate associated with the domain by clicking Delete Certificate.

If the certificate is used (for example if it is assigned in a Virtual
Service or used as an administrative certificate) the Delete
Certificate button is grayed out.

You cannot delete or replace Let's Encrypt certificates from the SSL Certificates screen. You can
only delete or replace Let's Encrypt certificates from the Let's Encrypt Certs screen. The Replace
Certificate and Delete Certificate buttons are grayed out on the SSL Certificates screen for Let's
Encrypt certificates.

3.2.4 Generate CSR (Certificate Signing Request)

If you do not have a certificate, you may complete the Certificate Signing Request (CSR) form and
click the Create CSR button. CSRs generated by the LoadMaster use SHA256.

If Self-Signed Certificate Handling is set to EC certs with an EC
signature (in Certificates & Security > Remote Access), CSR
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generation is restricted to the administrative (bal) user only. If
Self-Signed Certificate Handling is set to a different value, all
users (regardless of their permissions) can generate CSRs.

All Fields are optional except "Common Name”

Common Name (The FQDM of vour web server)

Email Address

SAMSUCC Names

|
|
|
Organization (e.g., Marketing, Finance Sales) |
|
|
|

Generate Elliptic Curve Request |_J

[ Cancel | Reset J Create CSR|

2 Letter Country Code (ex. US)

The 2 letter country code that should be included in the certificate, for example US should be
entered for the United States.

State/Province (Entire Name - New York, not NY)

The state which should be included in the certificate. Enter the full name here, for example New
York, not NY.

City

The name of the city that should be included in the certificate.
Company

The name of the company which should be included in the certificate.
Organization (e.g., Marketing,Finance,Sales)

The department or organizational unit that should be included in the certificate.
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Common Name
The Fully Qualified Domain Name (FQDN) for your web server.
Email Address

The email address of the responsible person or organization that should be contacted regarding this
certificate.

SAN/UCC Names

A space-separated list of alternate names.

Generate Elliptical Curve Request

Select this check box to generate an Elliptical Curve (EC) request instead of an RSA request.
Display Private Key

This new option (introduced in LoadMaster firmware version 7.2.52 and LTS version 7.2.48.3)
appears only when the Certificates & Security > Remote Access > Self-Signed Certificate
Handling option is set to EC certs with an EC signature which means that an elliptical curve
cipher is used for both the certificate and the digital signature.

Once the above option is selected, a Display Private Key check box appears on the Certificates &
Security > Generate CSR WUI page.

o When Display Private Key is disabled (the default), the private key is not displayed in the
WUI after the CSR is created. The unsigned CSR is downloaded by the user as in previous
releases. Once it is signed by a Certificate Authority, the user uploads the signed certificate to
the LoadMaster - the difference from previous releases being that the user does not have to
also upload the private key, since LoadMaster maintains it internally when Display Private
Key is disabled. If the saved private key matches the new certificate, the certificate gets
imported and the saved private key is deleted. The stored private key is not encrypted but
there is no access to it from the outside and it cannot be seen or displayed.

o When Display Private Key is enabled, the LoadMaster behaves as in previous releases: the
private key is displayed to the user and must be uploaded to LoadMaster along with the
private key.

There is only one private key per machine and it is not shared between High Availability (HA) pairs.
This means the newly-generated certificate must be installed on the machine that the CSR was
generated on.

Alter clicking the Create CSR button, the following screen appears:
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The following is your 2048 bit unsigned certificate request. Copy the following, in its entirety, and send it to

your trusted certificate authority

————— BEGIN CERTIFICATE REQUEST-----
MIIC9zCCAICARAWEDEXCZAIBENVEAY TALVTMREWDWYDVOQI EwhOZ X C gy azER
MABGALUEBXMITMVIIFlvems G jAYBENVBACTEULFTVAZVEY JaGsvBGInalV zMRew
GWYDWVQOLEXRLEMS2baVEZ ZUETWFUYWA 1 bivudDEUMBIGAIUVEAXMLRXhNDXESZS5]
b2exkzApBgkghkiGoWeBCQEWHGPibGINT INARIVECHRLY2hub2xvZ211cySib2ow
£EEiMABGCSE5TIb3ADQEBAQUAAL IBDWANEEEK ADTEAQC+ohZ JEWKEQT 3 jd6yagNTk
SNUSEET2bhALLUGCDSMN++UC+3VmdromegspysleRF40arqkulaek zSQPHgMVEsh
yxveeLhoglHPVphPOEHEHAL iotC4SLORIE ABVINAIRT] LIVIfeTkacSeaxavEADE
6 1vohNoDtC2RHIOWF vawBhEZh2YZ ZpucPSMDOZRNUXEGISDINLICISSKN3Y jomYS0
ZERYIMFELIIZ8NEsMMIPATYX Y ZZOrTUIfunwfpRI0EXFENYE ML/ 73P412D1dNAT
1GMEFMxYehgabNXxL2 7wkUek4£992izL pyrvdwhscaQCbfd1BXz6IdxuFbpMIbMdYx
AEMBAAGEADANBEkghK1GIWeBAQSFAADCAQEANRWET0AX j+B6,/ t+K TMHTVWZ ZXFDF
7oHHQ I 7ROFtgkw+FFijKEATBhFHATOPMRQECEtWyY ShT@K 1acBn2fCI2lrastsuUuC
bg+wsxl/ crsvs+mo+veQ+p3IR3zHINPUINZESoFOQULLE BNbCRUTdZ+6ixxLZLOah
YFaNIIpnSgy2sT/yFYHaos4r JWuzLXukaphgyc LINWYPKFL/ £tDbrdDSrgPZfCdDyY
POOXUN2E6244HEFkn9ZCqfkateyTI9gVnPsidgapkUAVZAZk1 W7 ZNFGMW2CXKS
FFoa7URaPLWEI+VQry1balgh3/eMzLrvDB/OFD2LCv+9xk+KhAPS iDwWyxIQ==
————— EMD CERTIFICATE REQUEST-----

The following is your private key. Copy the following, in its entirety, and save as a .key file. Do this using &
text editor such as Notepad or VI (Do not use Microsoft Word - extra characters will be added making the key
unusable). Key will later be used during the certificate upleoad process. DO NOT lose or distribute this file!

————— BEGIN R5A PRIVATE KEY-----

MIIEPAIBAAKCAQEAVQINYXMChEES4385VYDESERTVENE /GLQNSThEg+Zjfurgyvtl
Tuk+ZucDavutekReEckapLomnpi+UD1gjFdomEsb3niTaktRz1ayTzhBuR3dYgLQ
UELGESewWNL1INZUSISSWSXIuSoukutMWlyAKIOpVaITaA7gtkRy TSBb2SAYRGY dm
MEEbqDepEeEUZTL/ KE/Q2TAXPDELpS2I6IMOTLikciZhRCCPFDFLDIOJWET12GH]
qa1In7tpeHeUfaIMeylciuz Iv+9z+NCwy X TeESRJNETMWHOYPWZ VY SUEIFHpOR e
[sy&Cq7+MIUNPUAM3ZdQVE+iHCBhWETOWZHY CQIDAQABADIBAQCE/ TLAGPDZAVEY
UokvUzgc 1XepakyMUUhBEWLEBDUV sATSPamf LKRCWKSABULE1ZGTeMrans awsShNy
iRU+i9FLkMAWSSXILFSIESpi4B3gHONTBO/ LWIVYYxCexed3rt+nae337eEkyrrH
afKqBPpNCIPjmZ4Ce2] jkvmaltrEFLHBhI0Z]/ 0T5Qtpouek+I5ySsZriuuolIorl
1VzZKEL1Te8cqZRTISqIbx12akk3C9QCuA/F+BIGFETN7 62 pHREPYEUY VEOSAZCTAY
HoaryfkanHtz3B/sRzaslfRmgzTmokecx3sayhf3SxerUeBxGSWNSQCr7eLRIRXTU
4bjoPxehACGBAPTr+B5 IVQyudeeinsfysbgX2 SUDX2SEMIMSSTS+XUKrogThC36XY
XTivobfZFUERERQhXMGjUDEZ sWhNEEILSPMSDRVFMILIvES jagezAaxHEgoR2kpph
IuGFTeuof / 3+Z5TUj fLr/OEZD9uiVRBPpHEHSS1WEZ 1 2 vgmg J2MVe1 93A0GEAM T
KFK1RZG7MMVEQLIFYrk+CSASVEEeVVdYhaE+XNveThSHKk1XqorrIkc Xxzhylguldo
Tuasqos+BAsbmIgx9LZ1CESKgHqHT 1934WFFAG1BNCERPIURGApNAT QUinkA+EKE
Ii/kACkRAYAGZENCT4EF /UdM3E L hold 7QSW2BTXXADGBAL IZS7CaaRWQSHUX Y TOR
1bl/ sNeSUVNDEdosThXngragFojqae+kGqkZtowXfpsx /bsqSdCHgoRE3I30WA 6V
CMGELilxsYczCulkz /wNIibzOV16BYFOGUNT7TSEEITkrbg2+REUIbzxuxehs,/ 00
qSWe21FIkBcAILSovbrZNERSACGAYDI 7 x8+346nhLaFF IWb+uPdhc TFr /L1 0D3SE
bFkssCiGihGlal)/sioBIRasdrCuLledI0Zaxe0qy/ QTovkeQskrouQungalIBwD
hes2ClegatUeZagsbskz1TFOZ2PILNGEj30W1 i8ex3MBUAY CNHETYPTDXE0Y AN
RLAUTHECEYBXd402+ESPNLL Yy 7uoXXCy IZdHgapMt+Maa iFmgscCEEXbnby3FtuxH

LOpMagkZ Yzlex2Uu]jiagxvuh2wl 1IH1GCE+WISGEBI8SFTIzaFht7eWdR2HZNK Y2
ml/R15hgtsEBdLLDESDENZTPrELNTEF+7RFRFFVDNDOEIV I+ 5qigQ==

The top part of the screen should be copied and pasted into a plain text file and sent to the
Certificate Authority of your choice. They will validate the information and return a validated
certificate.
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The lower part of the screen is your private key and should be kept in a safe place. This key should
not be disseminated as you will need it to use the certificate. Copy and paste the private key into a
plain text file (do not use an application such as Microsoft Word) and keep the file safe.

3.2.5 Backup/Restore Certs

Certificate Backup

Backup all VIP and Intermediate Certificates

Passphrase | |

Create Backup File

Retype Passphrase | |

Restore Certificates

Backup File | Choose File | Mo file chosen

Which Certificates [ What to restore v
Passphrase | | Restore Certificates

Backup all VIP and Intermediate Certificates: When backing up certificates, you are prompted to
enter a mandatory passphrase (password) twice. The parameters of the passphrase are that it must
be alpha-numeric and it is case sensitive with a maximum of 64 characters.

Caution: This passphrase is a mandatory requirement to
restore a certificate. You cannot restore a certificate without
the passphrase. If you forget it, there is no way to restore the
certificate.

Backup File: select the certificate backup file
Which Certificates: select which certificates you wish to restore

Passphrase: enter the passphrase associated with the certificate backup file
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3.2.6 Cipher Sets

Cipher Set Management

Cipher Set [ Default v l

Available Ciphers fice: [ Assigned Ciphers Fiter ]

Strength Name Strength

Name

ECDHE-ECDSA-AES256-GCM-SHA384  High

ECDHE-RSA-AES256-GCM-SHA384 High

DHE-DSS-AES256-GCM-SHA384 High

DHE-RSA-AES256-GCM-SHA384 High

ECDHE-ECDSA-CHACHA20-POLY1305  High

ECDHE-RSA-CHACHA20-POLY1305 High

DHE-RSA-CHACHA20-POLY1305 High
ECDHE-ECDSA-AES256-CCM8 High
ECDHE-ECDSA-AES256-CCM High
DHE-RSA-AES256-CCM8 High
DHE-RSA-AES256-CCM High

ECDHE-ECDSA-ARIA256-GCM-SHA384  High

ECDHE-ARIA256-GCM-SHA384 High

DHEF-NSS-ARTAISA-GCM-SHAZRA Hinh

Save as: lDefauIt I

Cipher Set
Select the cipher set to view/modify.
The system-defined cipher sets are as follows:

o Default: The cipher set that is configured on the LoadMaster on a fresh installation. This
cipher set is geared towards backwards compatibility with previous releases of the
LoadMaster.
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» Default_NoRc4: A more secure version of the default set that does not contain any RC4
ciphers, which are considered to be insecure on modern networks.

o BestPractices: This is the recommended cipher set to use on LoadMaster and it is updated
occasionally to reflect current industry best practices. It does not include older and legacy
cipher sets which may be required by older browser and application deployments. The last
update to the BestPractices set was made in LMOS 7.2.52.0.

o Intermediate_compatibility: This cipher set includes some ciphers that are required by
older browser and service implementations that are still seen in the field.

o Backward_compatibility: This cipher set provides maximum backward compatibility for
clients back to Windows XP/IE6 at the risk of using less secure ciphers.

The Backward_compatibility cipher set should be used as a
last resort only.

o WUI: This is the default cipher set used by the administrative user interface. It can be
changed by using the controls under Certificates & Security > Admin WUI Access.

o FIPS: This set contains only ciphers that conform to Federal Information Processing
Standards (FIPS) 140-2 level 1 standard and should be used only in those deployments that
require it.

o Legacy: This cipher set is provided solely for upgrade compatibility for legacy LoadMaster
firmware versions (v7.0-10 and previous). After upgrade to a modern version of LoadMaster, it
is recommended to choose a more secure cipher set.

o Null_Ciphers: This cipher set contains what are called 'null ciphers', which do not provide
any cryptographic protection, but rather depend on the application to provide it. In general,
use these ciphers only if required by the application and if that application provides
independent cryptographic protection.

o ECDSA_Default: This cipher set includes only cipher sets that use elliptical curve
cryptography and is recommended for those deployments that require EC cryptography.

« ECSDA_BestPractices: This is a modified version of the ECDSA_Default set that includes
only those ciphers that conform to the Common Criteria standards.

To find out what ciphers are in each cipher set, go to Certificates & Security > Cipher Sets. Select
the relevant Cipher Set.
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Kemp reserves the right to change the contents of these cipher
sets at any time in response to changes in industry security
standards and best practices.

Two lists are displayed - Available Ciphers and Assigned Ciphers. These lists can be filtered by
typing some text into the Filter text boxes provided. The Filter text boxes will only allow you to
enter valid text which is contained in the cipher names, for example ECDHE. If invalid text is
entered, the text box will turn red and the invalid text is deleted.

Ciphers can be dragged and dropped to/from the Available and Assigned lists as needed. Ciphers
which are already assigned will appear grayed out in the Available Ciphers list.

Changes cannot be made to a pre-configured cipher set. However, you can start with a
preconfigured cipher set - make any changes as needed and then save the cipher set with a new
custom name. Enter the new name in the Save as text box and click the Save button. Custom
cipher sets can be used across different Virtual Services and can be assigned as the WUI cipher set.

It is not possible to delete pre-configured cipher sets. However, custom cipher sets can be deleted
by selecting the relevant custom cipher set and clicking the Delete Cipher set button.

3.2.7 Remote Access

There are some SSL-related fields on the Remote Access screen. These are described below.

Administrator Access

Allow Remote S5H Access ¥ Using: |AII Networks '| Part: |22 | Set Port

SSH Pre-Auth Banner | P Set Pre-Auth Message

Allow Web Administrative Access ¥ Using: [eth0: 10.35.48.17 v | port: [443 |

Allow Multi Interface Access [

Enable AP] Interface @ port: Set Port

Self-Signed Certificate Handling [EC certs with a RSA signature ¥ |

Dutbound Connection Cipher Set | BestPractices v |

Admin Login Method | Password Only Access (default) ¥ | Only Password mode is svailable if no Pre-Auth Banner is specified

Enable Software FIPS 140-2 level 1 Mode RGN R0 G R e AL L =]

Enable Kemp Analytics ]

Self-Signed Certificate Handling

Select the type of self-signed certificates that the system will use. The options are described below:
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» RSA self-signed certs: By default, these are RSA certificates that are signed with the Kemp
RSA root certificate

o EC certs with a RSA signature: The LoadMaster can generate an EC certificate also signed by
the original RSA Kemp root certificate.

o EC certs with an EC signature: The LoadMaster can generate an EC certificate signed by the
Kemp EC root certificate. | this mode, any CSRs generated will also be EC.

If Self-Signed Certificate Handling is set to EC certs with an EC
signature, CSR generation is restricted to the administrative
(bal) user only. If Self-Signed Certificate Handling is set to a
different value, all users (regardless of their permissions) can
generate CSRs.

You should not switch from RSA self-signed certs to EC certs with an EC signature directly. If you
do this, connections will fail because there is no EC Kemp Certificate Authority (CA) certificate. To
workaround this, you must first switch from RSA self-signed certs to EC certs with a RSA
signature.
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3 WUI Options

Home

¥ Virtual Services
*» Global Balancing
b Statistics
Real Servers
» Rules & Checking
» Certificates & Security
P System Configuration

Help

Download Root Cert
Download ECC Root Cert

Then, download the new EC Kemp CA certificate by clicking Download ECC Root Cert in the
bottom-right of the WUI under the main menu after refreshing the page. When this certificate has
been downloaded, you can switch to EC certs with an EC signature with no loss of connection.
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3 WUI Options

Outbound Connection Cipher Set

Select the cipher set to use on outbound connections (OCSP, email, LDAP, and so on). This is global
for all outbound connections. For information on each of the cipher sets available, refer to the
Cipher Sets section.

Re-encrypt connections are not affected by this.

3.2.8 OCSP Configuration

OCSP Server Settings

ocsp server [10.11.0.35 § Set Address |
OCSP Server Port [443
|

OC5P URL

Use 55L
Allow Access on Server Failure

=

OCSP Server

The address of the OCSP server. This can either be in IP address or Fully Qualified Domain Name
(FQDN) format.

OCSP Server Port

The port of the OCSP server.

OCSP URL

The URL to access on the OCSP server.

Use SSL

Select this to use SSL to connect to the OCSP server.
Allow Access on Server Failure

Treat an OCSP server connection failure or timeout as if the OCSP server had returned a valid
response, that is, treat the client certificate as valid.

OCSP Checking

Enable OCSP Checking [
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3 WUI Options

OCSP Checking

Select the Enable OCSP Checking check box to enable the LoadMaster to perform OCSP checks on
certain outbound connections. This is disabled by default.

OCSP Stapling

Enable OCSP Stapling [

OCSP Refresh Interval [ 200 7

Enable OCSP Stapling

Select this check box to enable the LoadMaster to respond to OCSP stapling requests. If a client
connects using SSL and asks for an OCSP response, this is returned. Only Virtual Service certificates
are validated. The system holds a cache of OCSP responses that are sent back to the client. This
cache is maintained by the OCSP daemon. When the OCSP daemon sends a request to the server, it
uses the name specified in the certificate (in the Authority Information Access field). If it cannot
resolve this name, then it uses the default OCSP server specified in the OCSP Server text box.

OCSP Refresh Interval

Specify how often the LoadMaster should refresh the OCSP stapling information. The OCSP daemon
caches the entry for up to the amount of time specified here, after which it is refreshed. Valid values
range from 1 hour (default) to 24 hours.
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Unless otherwise specified, the following documents can be found at:
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Web User Interface (WUI), Configuration Guide

Kemp LoadMaster, Product Overview

DoD Common Access Card (CAC) Authentication, Feature Description
RESTful API, Interface Description

SSL Accelerated Services for the FIPS, Feature Description
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