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1 Introduction

1 Introduction

Citrix Virtual Apps and Desktops provides virtualization solutions that give IT control of virtual
machines, applications, and security while providing anywhere access for any device through Citrix
StoreFront service. End-users can use applications and desktops independently of the client device's
operating system and interface.

A key factor in delivering Virtual Apps and Desktops is ensuring the resilience, performance, and
scalability of the Virtual Desktop Infrastructure (VDI) with duplication of VDI servers and services.
Load balancers are an essential component of this infrastructure as they provide a central
connection point for remote users, can detect infrastructure outages, offload encryption overhead,
and provide additional layers of security.

In contrast to Citrix ADC (NetScaler) load balancing that is often the default choice for StoreFront
services, the Kemp LoadMaster is easy to configure, offers significant cost of ownership savings, and
is supported by a world-class technical team.

Kemp LoadMaster is a drop-in load balancer replacement for Citrix ADC (NetScaler) that includes
pre-defined templates for common Citrix Virtual Apps and Desktops environments to greatly simplify
deployment and ensure optimal security and performance. LoadMaster offers significant Total Cost
of Ownership (TCO) savings compared to Citrix ADC and is supported a technical team that regularly
achieves 99% customer satisfaction ratings.

A Virtual Service template, PowerShell script, and this deployment guide was introduced with
LoadMaster Operating System (LMOS) 7.2.51 to deploy a Virtual Service as a Citrix StoreFront
Gateway for external publishing of Citrix Virtual Apps and Desktops deployments, so that internet
clients can leverage Citrix's VDI. In previous releases, the LoadMaster only supported publishing to
internal networks.

The Kemp-approved and tested template supports authentication of clients to a Citrix StoreFront
endpoint that provides access to Citrix Virtual Apps and Desktops resources. Clients can log in using
Citrix Workspace App, Citrix Receiver, or a browser such as Edge, Chrome, Firefox, or Safari.
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2 Virtual Service Summary

Here is a summary of the Virtual Services:

o StoreFront Gateway: This Virtual Service is the main endpoint and will identify whether the
client is connecting using Citrix Workspace/Receiver or using a browser. This Virtual Service IP
address will be configured for your external DNS record, for example citrix.domain.com
which will NAT to your Virtual IP address. Depending on the template selected, the StoreFront
Gateway Virtual Service consists of several Sub Virtual Services:

o StoreFront Browser Auth ESP: Handles front-end authentication using the Edge
Security Pack (ESP) for protocols such as RADIUS and LDAP.

e StoreFront Browser Launch HTML5 App: Handles the rewriting of the ICA file where a
HTML5 WebSocket connection had been detected.

» StoreFront Workspace-Receiver Pass Through: Handles pre-requests for
Workspace/Receiver ESP front-end authentication.

» StoreFront Workspace-Receiver Launch App: Handles the rewriting of the ICA file
where the Citrix Workspace/Receiver application has been detected.

o StoreFront Workspace-Receiver Auth ESP: Handles front-end authentication for
Workspace/Receiver.

e Secure Listeners: The Citrix StoreFront Gateway template also creates ten (10) individual
Secure Listeners which will listen on a secure port such as port 4431 and forward the
connection to your VDI server on port 2598. The Citrix StoreFront Gateway - HTML5
template also creates ten (10) Secure Listeners, five (5) Secure Listeners to handle native ICA
2598 traffic, and five (5) Secure Listeners to handle HTML5 web socket 8008 traffic. These
listeners correspond to specific internal VDI servers. This is explained in the Secure Listeners
section of this document.

» Content Rules: The template creates several content rules with the name starting Citrix_ to
support the Virtual Services and Secure Listeners. No content rules are created by the Citrix
StoreFront Internal template.

 Citrix StoreFront Internal: This Virtual Service is used to handle internal StoreFront
connections. When a client launches an application through StoreFront the client connection
is forwarded directly to the server.

6 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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3 High-Level Flow (External)

In a Citrix Virtual Apps and Desktops environment, the Kemp LoadMaster sits at the edge (behind a
firewall) and accepts connections from remote clients, load balancing connections across the
available StoreFront servers. The LoadMaster manages the authentication to the external
authentication systems such as Active Directory or RADIUS. When StoreFront returns the ICA file to
the client, LoadMaster intercepts and modifies the information with the appropriate load balanced
VDI server information.
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The high-level flow is as follows:
1. The client connects to StoreFront using the LoadMaster.

2. The LoadMaster authenticates the client against Active Directory (AD) and assigns an
"LMData" authentication cookie.

3. The LoadMaster POSTs credentials to StoreFront where StoreFront authenticates against
AD.

4. StoreFront forwards credentials to the Delivery Controller in an XML query.
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5. The Delivery Controller enumerates the user's applications by querying Active Directory
for the Users Security Groups and queries the database for a list of the client’s applications.

6. The client selects their application where StoreFront queries the Delivery Controller to
find a suitable VDI server which contains the application.

7. The Delivery Controller returns the application information back to StoreFront in an XML
file.

8. StoreFront creates an ICA file with the connection details such as the IP address of the VDI
server and a launch reference.

9. The LoadMaster takes the ICA file and rewrites the settings which enables the client to
make a secure, publicly-resolvable connection.

10. The LoadMaster forwards the ICA file to the client where the client automatically initiates
a new connection over a secure port such as port 4431.

11. The LoadMaster receives the encrypted connection, decrypts, and forwards to the
chosen VDI server.
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4

Requirements

The following requirements must be met:

For ESP pre-authentication you will require an authentication server such as a RADIUS server
or an LDAP or Active Directory Domain Controller (DC).

For ESP you must have a Kemp LoadMaster Enterprise/Enterprise Plus subscription (or a trial
license).

You must use the Kemp PowerShell script or Citrix StoreFront Virtual Apps and Desktops
template to configure your LoadMaster.

You must have a Certificate Authority (CA) certificate to decrypt the SSL traffic for external
connections.

You must have external firewall rules configured for ports 443 and 4431- 4440. This
accommodates 10 VDI servers. For additional VDI servers, additional open ports are required.

For ESP enabled virtual services, LoadMaster firmware version 7.2.53 or above is required.

For virtual services without ESP enabled, LoadMaster firmware version 7.2.51 or above is
required.

© 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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5 Currently Unsupported Features

5 Currently Unsupported
Features

In this implementation of Citrix StoreFront support, several features are currently

unsupportedfuture:

» Front-end authentication (ESP) to StoreFront using Smart Cards (client certificates) is not

supported.

e Citrix UDP ICA/HDX with Session Reliability is not supported. LoadMaster currently supports
TCP ICA/HDX with Session Reliability.

* |ICA file signing - which is not enabled by default in StoreFront - is not supported.
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6 Configure the LoadMaster

To configure the settings on your LoadMaster, you can either use the Kemp PowerShell script that is
included in the Zip file, or the Kemp template. Kemp recommends using the PowerShell script
because it removes the process of manually configuring your internal VDI server content rules, while
also removing a lot of the repetitive steps relating to your Citrix StoreFront Store name. Refer to the
relevant section below depending on whether you choose to use the PowerShell script or the
template.

When using either the PowerShell or template-based installations, you must determine if the ICA file
returned by Citrix uses IP addresses or Fully Qualified Domain Names (FQDNSs) to identify the virtual
application or virtual desktop. If you are uncertain if the ICA file returns an FQDN or an IP address,
complete the following steps:

1. Log in to StoreFront.
2. When it asks to detect Receiver, cancel and select Already Installed.

3. Click on an application and download the ICA file.

[Calculator]
gigress=19_2.168.1.1:1494 ]
UtologonAllowed=0ON
BrowserProtocol=HTTPonTCP
CGPSecurityTicket=0n
ClearPassword=D353675A14F3CE
ClientAudio=0On

4. Open using Notepad and take note of the Address= setting, as shown above.

5. You can also retrieve a list of VDI Server IP Addresses using the following Citrix PowerShell
commands. The commands can be run on your Citrix Studio server (replace 'Machine
Catalog Name' with the actual machine catalog name from your Citrix deployment):

Add-PSSnapin Citrix*
Get-BrokerDesktop -Filter {CatalogName -eq ' Machine Catalog Name'} | Select-
Object -Property IPAddress | Out-File C:\vdiservers.txt.

This command will be run against each "Machine Catalogue".
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6.1 Share SubVS Persistence

Kemp recommends enabling the global Share SubVS Persistence option. This change is necessary
to prevent a double authentication prompt. By default, each SubVS of a Virtual Service has an
independent persistence table. Enabling Share SubVS Persistence allows the SubVS to share this
information.

To enable Share SubVS Persistence, follow the steps below:

1. In the LoadMaster User Interface (Ul), navigate to System Configuration > Miscellaneous
Options > L7 Configuration.

2. Select the Share SubVS Persistence check box.

3. Reboot the LoadMaster after enabling this option to activate it (System Configuration >
System Administration > System Reboot > Reboot).

6.2 Configure using the Kemp PowerShell Script

The Kemp PowerShell script is included in the zip file downloaded from the Citrix Virtual Apps and
Desktops (StoreFront) web page. The PowerShell script currently requires the use of IP addresses to
identify the StoreFront and VDI servers. If your Citrix environment requires the use of FQDNs instead
of IP addresses, then the proper installation method is the Kemp template.

6.2.0.1 Install the Kemp PowerShell Module

For further information on the PowerShell API, refer to the PowerShell Interface Description.

You can download the wrapper from this page: LoadMaster PowerShell APl Wrapper.

You can verify the Kemp.LoadBalancer.Powershell module has been properly installed using the
Microsoft PowerShell command GET-Module. You should see a module named
Kemp.LoadBalancer.Powershell in the list of modules returned when executing this command.

6.2.1 Installing a New Citrix Workload

There are two Kemp PowerShell scripts. One script will initially configure a LoadMaster for Citrix
Virtual Apps and Desktops. The second script adds additional VDI servers to an existing Citrix
environment. Both scripts are intended to be edited before they are run. There is a section titled
Configure Variables in the script that needs to be updated to match your environment.

The Install Citrix script deploys Citrix in a manner that matches the two existing Citrix templates
(with or without HTMLS5). In addition to matching the template installation, the script customizes the
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rules, configures the authentication services (RADIUS or LDAP), and installs the certificates for the
Citrix service.

When the PowerShell script has completed, scroll through the log file for any HTTP Error Return
Codes such as, 401 or 422. The log file is located in the current working PowerShell directory.

Before running the script to create the Citrix service, edit the script and change the following
parameters:

LoadMaster admin account and password (account permissions = All Permissions)
LoadMaster IP address

Options for the use of RADIUS or LDAP. If you require ESP, one should be $True and the other
should be $False. If both are set to $False, ESP will not be enabled.

Options to use HTML5 Web Sockets, set to $True or $False
RADIUS or LDAP domain name such as kemp.ax

RADIUS or LDAP server IP addresses

RADIUS Shared Secret (if using RADIUS)

RADIUS or LDAP test account and password

Citrix Store Name such as /Citrix/kempWeb

Citrix external FQDN

TLS certificate filename, name (alias), and password
Intermediate certificate filename and name (alias)

Citrix StoreFront Virtual Service IP address

In addition to modifying the script, ensure the following files in the working directory:

Text file called storefront.txt containing all StoreFront server IP addresses
Text file called vdiservers.txt containing all VDI server IP addresses.

TLS certificate in pem or pfx format to use for the Citrix service
Intermediate certificate for the TLS certificate in Base64 format

If there are additional certificates in the validation chain, you must add these manually to the
LoadMaster after running the script.

When you have finished the configuration, continue to the Citrix StoreFront Settings section.

13
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6.2.2 Updating an Existing Citrix Workload

When new VDI servers are added to you Citrix environment, it is necessary to add these to the Kemp
LoadMaster. The same Citrix PowerShell command can be executed to create a text file containing
the list of VDI servers in the current Citrix "Machine Catalogue".

The Kemp script to install the new VDI servers checks to see if the IP address is already configured
and skips it if configured. You do not need to edit the newvdiservers.txt file to delete existing IP
addresses. If you do not use the Citrix PowerShell module, you must manually create the
newvdiservers.txt file.

Before running the script to add new servers, edit the script and change the following parameters:

e LoadMaster admin account and password (with account permissions Rules, Virtual Services,
and Real Servers)

LoadMaster IP address

Citrix StoreFront Virtual Service IP address

* Text file called newvdiservers.txt.
You can create the netvdiservers.txt file by running the below command on the Citrix Studio server
to get a list of IP addresses from your newly created "Machine Catalogue":

Get-BrokerDesktop -Filter {CatalogName -eq ' Machine Catalog Name'} | Select-
Object -Property IPAddress | Out-File C:\newvdiservers.txt.

6.3 Configure using the Kemp Template

Adding Virtual Services can be both repetitive and prone to error. Kemp have developed a general
template mechanism that provides consistency and ease-of-use when creating Virtual Services.

Using templates to set up and configure a Virtual Service is a two-stage process. Initially, you must
import the template into the LoadMaster. When imported, you can use the templates when adding a
new Virtual Service.

This document outlines the procedure to import the Kemp Citrix Virtual Apps or Desktops template
and configure it to control the flow of browser traffic and Citrix Workspace/Receiver traffic. The
template creates Virtual Services, Secure Listeners, and content rules.

ESP is only available with Enterprise and Enterprise Plus
subscriptions. If you have a Standard subscription on your
LoadMaster, you should import the StoreFront_for_Citrix_
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VirtualApps_and_Desktops_No_ESP template. Otherwise, the
LoadMaster Ul will generate an error and you will be unable to
upload the template.

The downloaded template file contains the following five (5) templates:

 Citrix StoreFront Gateway: Handles Citrix Virtual Apps and Desktops traffic including Citrix
StoreFront Gateway, HTTP redirect, and Connection Server VDI Listener Workspace-Receiver-
2598

e Citrix StoreFront Gateway - HTML5: Handles Citrix Virtual Apps and Desktops traffic
including Citrix StoreFront Gateway, HTTP redirect, and Connection Server Listeners (HTML5-
8008 and Workspace-Receiver-2598)

 Citrix StoreFront Gateway - No ESP: Handles Citrix Virtual Apps and Desktops traffic
including Citrix StoreFront Gateway, HTTP redirect, and Connection Server VDI Listener
Workspace-Receiver-2598. ESP Engine Disabled.

 Citrix StoreFront Gateway - HTML5 - No ESP: Handles Citrix Virtual Apps and Desktops
traffic including Citrix StoreFront Gateway, HTTP redirect, and Connection Server Listeners
(HTML5-8008 and Workspace-Receiver-2598). ESP Engine Disabled.

e Citrix StoreFront Internal: This template handles internal StoreFront connections. No
rewriting of the ICA file occurs. The vast majority of this document covers external
configurations. For further details on internal configurations, refer to the Citrix StoreFront
Internal Configuration section.

6.3.1 Template

Kemp has developed a template containing our recommended settings for this workload. You can
install this template to help create Virtual Services (VSs) because it automatically populates the
settings. You can use the template to easily create the required VSs with the recommended settings.
For some workloads, additional manual steps may be required such as assigning a certificate or
applying port following, these steps are covered in the document, if needed.

You can remove templates after use and this will not affect deployed services. If needed, you can
make changes to any of the VS settings after using the template.

Download released templates from the following page: LoadMaster Templates.

For more information and steps on how to import and use templates, refer to the Virtual Services
and Templates, Feature Description on the Kemp Documentation page.

15 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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6.3.2 Import the Template

Import Templates

Template file:| Choose File | Mo file chosen Add New Template

You can import the Citrix StoreFront Gateway template on the LoadMaster through the Manage
Templates screen located under Virtual Services in the main menu of the LoadMaster User
Interface (Ul).

6.3.3 Citrix StoreFront Internal Configuration

Please Specify the Parameters for the Virtual Service.

Virtual Address [10.2.124.203 |

Service Name (Optional) |Cit1'ix Storefront Inte|

Use Template |C'rtrbvc Storefront Internal v|
Protocol

Add this Virtual Service

To configure Citrix Virtual Apps internally, select the Citrix StoreFront Internal template from the
Use Template drop-down list.

The template is configured for SSL offloading. You can disable this if needed (Virtual Services >
View/Modify Services > Modify > SSL Properties > disable SSL Acceleration).

Add your StoreFront Severs to the Virtual Service under the Real Servers section of the Virtual
Service Modify screen. No additional configuration is required.

6.3.4 Create and Update the Virtual Services and Secure Listeners (External)

When adding a new Virtual Service, you can select the template from the list of installed templates
in the Use Template drop-down list. Selecting a template populates the Port and Protocol of the
Virtual Service. When you click Add this Virtual Service, the Virtual Service is created, and the
attributes of the Virtual Service are automatically configured by the template. Once loaded, you can
modify the Virtual Service in the same way as a manually created one.

6.3.4.1 Authentication

When a client connects to Citrix StoreFront using a browser, they must authenticate using Kemp ESP
front-end authentication. This is handled in the StoreFront Browser Auth ESP Virtual Service.

16 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



Citrix StoreFront for Virtual Apps and Desktops

» Progress

6 Configure the LoadMaster

Begin by navigating to Certificates & Security > LDAP Configuration in the LoadMaster Ul. Create a
new LDAP endpoint by typing a valid name and clicking Add. No special characters or spaces are
allowed. Ensure to note the name of the LDAP endpoint because this is required in the next step.
Specify the parameters for the LDAP endpoint. For further details on how to configure an LDAP
endpoint, refer to the following Knowledge Base article: How to configure an LDAP endpoint.

After configuring the LDAP endpoint, go to Virtual Services > Manage SSO and add a new client-
side configuration with an appropriate name.

Domain KEMPDEMO.COM

Authentication Protocol | LDAP V|

LDAP Endpaint

Domain/Realm |kempdemo.com |
Logon Fermat
Logon Transcode

Failed Login Attempts D Set Failed Login Attempts

Public - Untrusted Environment Private - Trusted Environment

1800 Set ldle Time 1800 Set Idle Time
sessienTImeatt 1300 1800
Use for Session Timeout: m

Use LDAP Endpoint for Healthcheck

II

Then, select the LDAP Endpoint as configured previously and the Domain/Realm as per your
Domain Controller settings.

Idle timeout only functions correctly on Virtual Apps & Desktops
7 StoreFront 1912 LTS or later. Idle timeout should be set to a
value greater than your Citrix StoreFront where default is 20
minutes. For example, in the screenshot above the idle timeout
is set to 1800 seconds (30 minutes). When the idle timeout
expires on StoreFront, it sends a logoff string which the
LoadMaster will detect and clear the session.

If you are unable to upgrade to StoreFront 1912 set the idle timeout to a full working day on both
the LoadMaster and "Sessionstate" on your StoreFront servers (refer to the Appendix for further
details on this) otherwise clients must refresh their browser to re-authenticate.

If you would like to configure multi-factor authentication, refer to the following Kemp blog: How to
do MFA with Google CAPTCHA using Kemp LoadMaster.
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6.3.4.2 Citrix StoreFront Gateway Virtual Service

Please Specify the Parameters for the Virtual Service.

virtual Address [10.1.154.202 |

Service Name (Optional) [Citrix Storefront Gatewa|

Use Template [ Citrix Storefront Gateway - HTMLS v|

Protocol

Add this Virtual Service

From the Virtual Services > Add New in the main menu of the LoadMaster Ul, select a template that
meets your Citrix Virtual Apps and Desktops environment.

This Virtual Service IP address will be configured for your external DNS record, for example
citrix.domain.com 10.1.154.202 which will resolve to a Public IP address where it will be NATed to
the Virtual Service IP address. Enter the Virtual Address and click Add this Virtual Service.

The Citrix StoreFront Gateway Virtual Service consists of either two, three, four, or five SubVSs
depending on the selected template. These SubVSs are used to authenticate and rewrite your ICA
file. The template also creates multiple Secure Listeners which are used to connect securely to your
VDI servers.

Please Specify the Parameters for the Real Server

Allow Remote Addresses
Real Server Address (10.1.154.12 |
Add to all SubVss

Port

Forwarding method
Weight
ConnectionLimit [0 |

Expand the SubVSs section and click Modify on the StoreFront Browser Auth ESP SubVS. Expand
the Real Servers section and click Add New to add your StoreFront servers. Select the Add to All
SubVSs check box (as shown above) so your StoreFront servers will be added to all SubVSs.
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Real Servers
Real Server Check Method [HTTPS Protocol [~]
Checked Port :
URL
Status Codes | |

Use HTTP/1.1 D

——
Custom Headers [T RaCEEIE]

Enhanced Options [:l

Id IP Address Port Forwarding method Weight Limit Status Operation
37 10115411 243 nat 1000 0 Enabled
50 10115412 443 nat 1000 0 Enabled

After Adding your StoreFront servers, update the health check Citrix Store Name URL. Replace
STORENAME with the name of your Store. Modify all SubVSs to update the health check URL (as
shown above).

The STORENAME is case sensitive.
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ESP Options
Enable ESP
ESP Logging User Access: Securih_." Connection: &

Client Authentication Mode |F0rm Based

W[KEMPDEMO COM v|

Available Domain(s) Assigned Domain(s)
None Available « None Assigned «
Alternative S50 Domains
Allowed Virtusl Hosts | Cirix domain.com]
Allowed Virtual Directories ’P"—‘
Pre-Authorization Excluded Directories I ‘

Permitted Groups | ,;l
Permitted Group SID(s) | f;l
Include Nested Groups [

Steering Groups | Al
550 Image Set |Exchange v]

550 Greeting Message Set SS0 Greeting Message
Logoff String STORENAME Set SSO Logoff String

Display Public/Private Option
Disable Password Form D

Use Session or Permanent Cookies | Session Cookies Only v |
User Password Change URL | | Set Password Change URL

Server Authentication Mode | Form Based v
Form Authentication Path  |/Citri@STORENAM Set Path
Form POST Format  [var=%s&username=%sé&pas| EEIRHEINTIUED

On the StoreFront Browser Auth ESP & StoreFront Workspace-Receiver Auth ESP SubVS, update
the ESP Options settings of SSO Domain, Allowed Virtual Hosts, Logoff String and Form
Authentication Path. For the Logoff String and Form Authentication Path, replace STORENAME
with your StoreFront name (as shown above).

For non-ESP deployments, simply update your health check URL in each SubVS.
The STORENAME is case sensitive.

Logoff String: /Citrix/STORENAMEWeb/Authentication/Logoff

Form Authentication Path: /Citrix/STORENAMEWeb/PostCredentialsAuth/Login
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Each of these secure listeners appear as a Virtual Service under Virtual Services > View/Modify
Services in the LoadMaster Ul. Modify each of the Virtual Services to add a Real Server (back-end VDI
server) which will point to the corresponding VDI IP address that the template created and will be

modified in the Modify the Content Rules section.

Each Secure Listener Virtual Service offloads/decrypts the encrypted traffic and forwards on port

2598 for Workspace/Receiver and port 8008 if utilizing HTML5 WebSockets.

Below is an example of how 10 VDI Secure Listeners are mapped to specific VDI servers.

Citrix StoreFront Gateway Template

Workspace VDI:

External VIP

VDI Servers

10.1.154.202:4431

->192.168.1.1:2598

10.1.154.202:4432

->192.168.1.2:2598

10.1.154.202:4433

->192.168.1.3:2598

10.1.154.202:4434

->192.168.1.4:2598

10.1.154.202:4435

->192.168.1.5:2598

10.1.154.202:4436

->192.168.1.6:2598

10.1.154.202:4437

->192.168.1.7:2598

10.1.154.202:4438

->192.168.1.8:2598

10.1.154.202:4439

->192.168.1.9:2598

10.1.154.202:4440

->192.168.1.10:2598
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Virtual IP Address Prot Name Layer Certificate Installed Status Real Servers Operation
10.1.154.202:80 tcp  Citrix Storefront Gateway - HTTP redirect L7 © Redirect
101.154.202:443 tcp  Citrix Storefront Gateway L7 “kemptestcom Gup & Storefront Browser Auth ESF

@ Storefront Browser Launch App

& Storefront Workspace-Receiver Add Account
10.1154.202:4431 tep  Citrix Workspace VDI-1 L7 “kemptest.com @ Unchecked @ 192168.1.1:2598
10.1154.202:4432 tcp  Citrix Workspace VDI-2 w7 “kemptestcom @ Unchecked  #192.168.1.22598
10.1.154.202:4433 tcp  Citrix Workspace VDI-3 L7 “kemptest.com @ Unchecked ® 192168132598
10.1.154.202:4434 tep  Citrix Workspace VDI-4 L7 “kemptestcom @) Unchecked  ®192163.14:2598
10.1.154.202:4435 wp  Citrix Workspace VDI-S 7 *kemptest.com @ Unchecked @ 192.168.1.5:2598
10.1.154.202:4436 wp  Citrix Workspace VDI-6 w7 *kemptest.com @ Unchecked @ 192.168.1.6:2598
101,154.202:4437 tp  Ciurix Workspace VDI-7 w7 “kemptestcom @ Unchecked  ®152.168.1.7:2598
101154 202:4438 tep  Citrix Workspace VDI-8 L7 “kemptest com @ Unchecked 152162182538
101154202:4439 tep  Citrix Workspace VDI-9 L7 “kemptest com @ Unchecked 192162152598
10.1.154.202:4440 tcp  Citrix Workspace VDI-10 &) kemptestcom @ Unchecked @ 192.168.1.10:2598]

Once configured, your Virtual Services should resemble the layout shown in the screenshot above.
Citrix StoreFront Gateway - HTML5 Template

Workspace VDI:

HTML5 VDI:

External VIP

VDI Servers

10.1.154.202:4431

->192.168.1.1:2598

10.1.154.202:4432

->192.168.1.2:2598

10.1.154.202:4433

->192.168.1.3:2598

10.1.154.202:4434

->192.168.1.4:2598

10.1.154.202:4435

->192.168.1.5:2598

External VIP

VDI Servers

10.1.154.202:4436

->192.168.1.1:8008

10.1.154.202:4437

->192.168.1.2:8008

10.1.154.202:4438

->192.168.1.3:8008

10.1.154.202:4439

->192.168.1.4:8008

10.1.154.202:4440

->192.168.1.5:8008
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Virtual IP Address Prot Name Layer Certificate Installed Status Real Servers Operation
10.1.154.202:30 tp Citrix - Storefront Redirect L7 © Redirect Modify
10.1.154.202:443 tep Citrix Storefront Gateway L7 *kemptestcom 0 up @ Storefront Browser Auth ESP Modify | Delete

@ Storefront Browser Launch HTMLS App

& Storefront Workspace-Receiver Add Account

@ Storefront Workspace-Receiver Launch App
10.1.154.202:4431 wp  Citrix Workspace VDI-1 w7 “kemptestcom @ Unchecked ® 152.168.1.1:25949 Modify | Delete
10.1.154.202:4432 tep Citrix Workspace VDI-2 L7 “kemptest.com @ Unchecked ® 152168122598 Modify
10.1.154.202:4433 tcp  Citrix Workspace VDI-3 7 “kemptest.com @ Unchecked ® 192.1681.3:2594
10.1.154.202:4434 tcp  Citrix Workspace VDI-4 L7 “kemptastcom & Unchecked ® 15216581.4:2594 Modify

| 1011542024435 tcp __Citrix Workspace VDLS L7 “kemptest com £ Unchecked ® 152165152595 Modify

10.1.154.202:4438 wp Citrix HTMLS VDI-1 L7 “kemptest.com @) Unchecked ® 192.168.1.1:3008] Delete
10.1.154.202:4437 twp  Citrix HTMLS VDI-2 L7 “kemptestcom @ Unchecked ® 152.168.1.2:3008} Modify | Delete
10.1.154.202:4438 tcp  Citrix HTMLS VDI-3 7 “kemptest.com @ Unchecked @ 192.168.1.3:3003} Modify
10.1.154.202:4439 tep Citrix HTMLS VDI-4 L7 “kemptest.com @ Unchecked @ 192.168.1.4:8008] Modify
10.1.154.202:4440 tp  Citrix HTMLS VDI-5 &) “kemptest.com @ Unchecked ® 192.168.1.5:8008} Modify | Delete

Once configured, your Virtual Services should resemble the layout shown in the screenshot above.
6.3.6 Modify the Content Rules

In the LoadMaster Ul, go to Rules & Checking > Content Rules from the menu and scroll down to
see the Header Modification and Body Modification rules. The template deploys Content Rules
starting with Citrix_ and these are applied to the appropriate Virtual Services.

6.3.6.1 Header Modifications

[Header Modification Rules ]
Name Rule Type Options  Header Pattem Replacement
AccaptEncoding_30185_12532 Delete Header Accept-Encoding
GitrixHTTPS_30185 12532 Add Header XCitrin1sUsingHTTPS Yes
Citrix_Browser URL Modify URL IS /Ci!ri+mRENAMM[
Citrix_Delete_CoxAlthiD Add Header Onty On 3 Set-Cookle CoaAuthld="; expires=Thu, 14-Jun-1950 16:53:03 GMT; pam=mmx#fmewwewm{: secure
HTTP_ 2007030212532 Modify URL 2000 301 Moved Permanantly
Redirect Citrix 12532 Add Header Location hetpa it kemerest com/Cirix/STORENAMEW 8/ |

Start by modifying three (3) of the Header Modification Rules:

If deploying without ESP, only one rule (Citrix_Browser_URL)
must be updated.

 Citrix_Browser_URL: Replace STORENAME with your own store name, including the forward
slash.

e Citrix_Delete_AuthID: Replace STORENAME with your own store name, including the forward
slash.

 Citrix_Redirect: Replace the full FQDN and path, including the forward slash.

The STORENAME is case sensitive.
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6.3.6.2 Body Modifications

The LoadMaster is going to read the ICA file and take your internal IP address and rewrite it to your

external FQDN using a specific secure destination port as outlined in the Secure Listeners section.
This is achieved with the following updates to the default body modification rules as shown in the

screenshot below.

Body Modification Rules

Name Options Pattern Replacement
Citrix_GatewayAddress_19222 Only On 2 GatewayAddress Address

Ignare Case

Citrix_HTMLS _VD1_01_19222 Ignore Case Address=192.168.11:1454 SSLProxyHost=EXTERMAL DOMAIN.COM:4436
Citrix_HTMLS_VDI_02_19222 Ignore Case Address=192.168.1 21454 SSLPraxyHost=EXTERNAL DOMAIN.COM:4437
Citrix_HTMLS_VDI_03_19222 Ignore Case Address=192 1681 31454 SSLPrasyHost=EXTERMAL DOMAIN COM:4435
Citri_ HTMLS_VDI_04_19222 Ignare Case Address=192168.1 41454 SSLPraxyHost=EXTERNAL DOMAIN.COM:4439
Citrix_HTMLS_VDI_05_19222 Ignare Case Address=192.168.1 51494 SSLPrasyHostsEXTERMAL DOMAIN.COM: 4440
Citrix_S5L_On_19222 Ignare Case SSLEnable=Off SSLEnable=On
Citrix_Workspace_VDI_01_19222 Ignare Case Address=: 192.168.11:1454 SSLPraxyHost=EXTERMAL DOMAIN, COM:4431
Citrix_Workspace_VDI_02_ 19222 Ignore Case Address=192.168.1.2:1494 SSLProxyHost=EXTERMAL DOMAIN.COM:4432
Citrix_Workspace_VDI_03_19222 Ignora Case Addrass=192.168.1 31454 SSLProxyHost=EXTERMAL DOMAIN COM:4433
Citrix_Workspace_VDI_04_19222 Ignore Case Address=192.168.1.4:1454 55UProxyHost=EXTERNAL DOMAIN.COM:4434
Citrix_Workspace_VDI_05_19222 Ignore Case Address=192.168.1.5:1454 S5UProxyHost=EXTERNAL DOMAIN.COM:4435

In the body response rules, replace the internal IP addresses with your own Citrix VDI server IP
addresses, as shown above. Ensure to retain port 1494 - only modify the IP address. In some
environments the FQDN is returned. In this case, add the FQDN instead of the IP address while also
retaining port 1494. If you are uncertain if the ICA file returns an FQDN or an IP address, complete
the following steps:

1. Internally, log in to StoreFront.
2. When it asks to detect Receiver, cancel and select Already Installed.

3. Click on an application and download the ICA file.

[Calculator]

@ddress-192.168.1.1:1494 |
utologo owe

BrowserProtocol=HTTPonTCP
CGPSecurityTicket=0n
ClearPassword=D353675A14F3CE
ClientAudio=0On

4. Open using Notepad and note the Address= setting, as shown above.
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Body Modification Rules

Name Options Pattemn Replacement
Citrix_Gatewayhddress 26237 Only On 2 GatewayAddress Address

Ignore Case

Citrix_SSL_On_26237 Ignore Case SSLEnable=Off SSLEnable=On
Citrix_Workspace_VDI_01_26237 Ignore Case Address=192.168.1.1:1494 SSLProscyHost=EXTERNAL DOMAIN.COM 4431
Citrix_Workspace_VDI_02_26237 Ignore Case Address=192.168.1.2:1454 S5LProscyHost=EXTERNAL DOMAIN.COM:4432
Citrix_Warkspace_VDI_03_26237 Ignare Case Address=192.168.1.3:1494 551 ProxcyHost=EXTERMAL DOMAIN.COM:4433
Citrix_Workspace VDI_04_26237 Ignare Case Address=192 1681 41454 SSLPrascyHost=EXTERNAL DOMAIN.COM:4434
Citrix_Workspace_VDI_05_26237 Ignore Case Addresss192 1681 51494 SSLProxyHostsEXTERNAL DOMAIN COM:4435
Citrix_Workspace_VDI_0&_26237 Ignore Case Address=192.168.1.6:1494 SSLProxyHost=EXTERNAL DOMAIN.COM:4436
Citrix_Workspace_VDI_07_26237 Ignore Case Address=192.168.1.7:1494 SSLProscyHost=EXTERNAL DOMAIN.COM:4437
Citrix_Workspace_VDI_08_26237 Ignore Case Address=192.168.1.8:14%4 55LProxyHost=EXTERMAL DOMAIN.COM:4438
Citrix_Workspace VDI_0%_26237 Ignore Case Address=192.168.1.9:1454 SSLProxcyHost=EXTERMAL DOMAIN.COM:4439
Citrix_Workspace_VDI_10_26237 Ignore Case Addresz=192.168.1.10:1454 SSLProxyHost=EXTERNAL DOMAIN. COM:4440

If port :1494 is not included, then remove it from each of the
rules that are shown in the above two screenshots.

In the body modification rules in the LoadMaster Ul, change EXTERNAL.DOMAIN.COM in the
Replacement text field to be your external URL, as shown above. Again, ensure you do not change
the port number as this is associated with your Secure Listener VDI Virtual Service.

6.3.6.3 Adding Additional VDI Server Listeners

You can use the Ul to create new VDI listeners and content rules by following these steps:

Duplicate VIP | Change Address
Basic Properties
Service Name Icttrix Workspace VDI-11 l Set Nickname
Alternate Address | W Set Alternate Address

Service Type |HTTP-HTTP/2-HTTPS ~|

lActivate or Deactivate Service

1. Duplicate an existing Secure Listener. You can do this in the Virtual Service modify screen
by clicking Duplicate VIP.

2. Set a new name for the duplicated Virtual Service, such as Citrix - Workspace-ICA VDI-11
and change to a new unique listening port such as 4445.

3. In the Real Servers section, delete the existing Real Server, such as 192.168.1.10, and
add the new VDI server IP address (for example, 192.168.1.11) or FQDN on port 2598 or port
8008 for HTMLS.
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Body Modification Rules

Name Options Pattern Replacement InUse Operation
Citrix_GatewayAddress OnlyOn 2 GatewayAddress Address °
Ignore Case
Citrix_HTML5_VDI_1 Ignore Case Address=10.1.154111:1494 SSLProxyHost=citrixkemptest com:4435 (] Modi Delete | Duplicate

4. Duplicate an existing Body Response Rule (go to Rules & Checking > Content Rules >
Duplicate).

Duplicate Rule

Rule Name [Citrix HTMLS VDL5 |
Rule Type |Replace String in Response Body ||
Match String [Address=10.1.154.111k1494 |

Replacement text |SSLP roxyHost=citrix.kemptest.com|4435 | |
Ignore Case

Perform If Flag Set |[Unset] v
Perform If Flag is NOT Set |[Unset] |~

Cancel Duplicate Rule

5. Update the Rule Name, Match String, IP address, and update the port in the
Replacement text field.

6. Match your new internal IP address and replace it with your secure external URL and with
your new unique listening port.

7. Add the rule to the StoreFront Workspace-Receiver Launch App SubVS. In the SubVS, go
to Advanced Properties > Show Body Modification Rules > select the new rule name from
the drop-down list and click Add.

6.3.6.4 Deactivate Secure Listeners

If you do not require all of the Secure Listeners, you can deactivate or delete them. Kemp
recommends you simply deactivate as the Listener might be used in the future.

To deactivate a Secure Listener, follow these steps:
1. In the main menu of the LoadMaster Ul, go to Virtual Services > View/Modify Services.
2. Click Modify on the relevant Virtual Service.

3. In the Basic Properties section, uncheck the Activate or Deactivate Service check box to
deactivate the Virtual Service.
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To enable full end-to-end security and provide the ability to re-encrypt on the Citrix Workspace
Browser and Citrix Workspace Client Virtual Services, you must install a CA signed certificate.

To do this, in the LoadMaster Ul go to Certificates & Security > SSL Certificates. Click Import
Certificate and add the appropriate CA signed certificate.

Certificate Configuration Import Certificate | Add Intermediate
Common Virtual Services Operation
2020 192.168.10.5:443 wailable VSs Assigned VSs | New CSR |
[Expires: May 8 16:09:33 2021 GMT] 192.168.10.5:1443 = - 4
192.168.10.5:2443 : 3 pu | Mone Assigne: Replace Certificate
192.168.10.5:4431 4 < Save Changes
R :
192.168.10.140:443 5:4431 9 Reencyption Lisoge
192.168.10.141:443  E

When the certificate is installed, assign it to the StoreFront Gateway Virtual Service and all Secure

Listeners.
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7 Citrix StoreFront Settings

This section outlines the Citrix StoreFront settings that you must update to support the Kemp
solution. These steps are only applicable for external deployments.

It is not necessary to configure a Remote Access Gateway.

7.1 Configure Authentication

[Acbos
|Sores
Create Store

Export Muti-Store Provisioning File

Manage NetScaler Gateways

Manage Beacons

Set Default Websine

View

|G Refresh

@ e

| | @ Doman pass-through authentication method can be configured separately far e s Manage Defivery Cantrollers
© Sterefront using KTTPS. Configure Unied Experience

- Aggadie e —————— T - )

Store UAL: hitpjeitrix kempdemo.com/Citrix/kempstore Manage Recerver for Web Sites
0

Configure Remote Access Settings
Configure Xenipp Services Suppart
Confiqure Store Settings
Export Provisioning File

Disabled
Yes

Enabled

jee:  Used by this store only
= User name and password,
Domsin pass-thiough,
HTTP Basic

Remeve Store

B e

Enable HTTP Basic authentication and disable Pass-through from NetScaler Gateway.

7.2 Troubleshooting

For help with troubleshooting, refer to the following Knowledge Base article: How To - Troubleshoot
StoreFront for Citrix Virtual Apps and Desktops.
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This appendix outlines how to set the Sessionstate on your StoreFront servers:

1.Goto C

inetpub\wwwroot\Citrix\STORENAME\web.conf.

</container> ~
<appSettings />
<l-- For a description of web.config changes for .NET 4.5 see http://go.microsoft.com/fwlink/?LinkId=235367. The following attributes can be set on
<system.web>

<!-- minFreeThreads = 88 * N and minlLocalRequestFreeThreads = 76 * N where N is the number of logical CPUs --»

<httpRuntime targetFramework="4.5" executionTimeout="308" appRequestQueuvelimit="100" maxRequestlength="4096" enableVersionHeader="false" requestValidat
<!-- FIPS 140-1 -->
<machineKey validationKey="AutoGenerate,Isolatedpps” decryptionKey="AutoGenerate,IsolateApps” validation="HMACSHA256" decryption="AES" />
<l-- Set compilation debug="true" to insert debugging symbols into the compiled page. Because this affects performa
<compilation targetFramework="4.5">
<assemblies>
<add assembly="System.Web.Mvc, Culture=neutral, PublicKeyToken=31BF3856AD364E35" />
<add assembly="System.Web.Abstractions, Version=4.8.8.8, Culture=neutral, PublicKeyToken=31BF3856AD364E35" />
<add assembly="System.Web.Routing, Version=4.8.8.0, Culture=neutral, PublicKeyToken=31BF3856AD364E35" />
<fassemblies>
</compilation>
<customErrors mode="RemoteOnly" />
<!-- Tracing disabled by default to improve performance. --»
<trace enabled="false" localOnly="true" pageQutput="false” requestlLimit="1888" mostRecent="true" writeToDiagnosticsTrace="true" traceMode="SortByTime"
<pages controlRenderingCompatibilityVersion="3.5" clientIDMode="AutoID">
<namespaces>
<add namespace="System.Web.Mvc" />
<add namespace="System.Web.Mvc.Ajax" />
<add namespace="System.Web.Mvc.Html" /[>
<add namespace="System.Web.Routing" />
<add namespace="System.Linq" />
<add namespace="System.Collections.Generic” />
</namespaces»
</pages>
psess.
<caching>
<outputCacheSettings>
<outputCacheProfiles>

2. Locate sessionState timeout and set it to 600 minutes (10 hours).
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This document was last updated on 28 July 2023.
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