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1 Introduction

1 Introduction

The Kemp LoadMaster is a purpose-built, hardware load balancing and Application Delivery
Controller (ADC).

The LoadMaster enables data center clusters which power Internet sites and large intranets to
intelligently and efficiently distribute network traffic among web and application servers. A resource
optimization layer in front of applications and infrastructure servers gives IT administrators greater
control to adapt to network changes and enable the best network and infrastructure performance.

The LoadMaster delivers on these requirements through the inclusion of the latest advancements in
Layer 4 and 7 load balancing, content switching, SSL acceleration, Layer 7 content switching,
caching, compression, Intrusion Prevention System (IPS), IP and Layer 7 persistence. All Kemp load
balancers are optimized for a broad range of IP applications including core Microsoft Enterprise
workloads such as Exchange, Lync, SharePoint, RDS and Dynamics.
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2 Connect the Dell R-Series

To connect the Dell R-Series, follow the steps below:
1. Install the Dell R-Series into a 19 inch rack or another safe location.

2. Connect Ethernet cables to the ports on the Dell R-Series. Please use the worksheet
included in the pack to determine which ports to connect. For single-arm setups, the switch
only needs to be connected to port 0 (or eth0).

3. Connect the monitor and keyboard to the Dell R-Series (or just a serial cable).
4. Connect the power cable to the Dell R-Series.

5. Turn on power to the unit.

2.1 Install the LoadMaster

To install the LoadMaster, follow the steps below:
1. Insert the CD into the CD-ROM drive.

2. Boot the server.

LoadMaster Installion:
Boot Menu:
{install> to start installation with no boot parameters

{acpinoirg>* to boot with acpi=noirg
<acpino’> to boot with acpi-no
{pcibiozirg> to boot with pci=bio=irg
boot: _

3. Once the server boots from the CD, the LoadMaster installation begins automatically with
no parameters if no boot parameters are entered.

For further information on the different boot options that are
available, refer to the Bare Metal Boot Options, Technical Note.

The serial number should be automatically pulled from the
LoadMaster. If it is not, please enter it when prompted.
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select disk - partition

167/ 77216

5. Select the target disk for installation and press OK.

delete existing partitionislr

6. Select delete existing partition(s) and press OK.

start insftallation

7. Select start installation and press OK.

8. Press OK. The installation should complete successfully.

PXE and USB booting options are also supported by the
LoadMaster installation ISO file.
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2.2 Boot the Installed LoadMaster

The server is now ready to be rebooted with the LoadMaster software installed on the local disk.
Within the console, select the Ctrl-Alt-Del option from the Macros drop-down menu.

The server should now begin to boot from the local disk.
Occasionally, call trace code may appear while the LoadMaster
is booting up. This can be ignored.

The LoadMaster should obtain an IP address using DHCP, please note this value.

If the LoadMaster does not obtain an IP address using DHCP then the LoadMaster must be manually
configured using the console once the license key has been obtained.

Please refer to the Configuring the LoadMaster Using the Console section for further information
regarding manually configuring the LoadMaster.

SRR R R R R R R R R R R R
Your LoadMaster has finished booting.

UuID: 31159ab6-5dad4-4h92-8ee2-bB922ccBBdfe
Serial Number: 446312

Point your browser at https:”/18.154.11.188 to configure your LoadMaster.

#
#
#
# IP address of LoadMaster is 18.154.11.188
#
#
#
#

HEHHHBH AN RN R R R R R R R R R R T

2.3 License and Configure the LoadMaster
The LoadMaster must now be configured to operate within the network configuration.

1. In an internet browser, enter the IP address that was previously noted.
Ensure to enter https:// before the IP address.

2. A warning may appear regarding website security certificates. Please click the
continue/ignore option.

3. The LoadMaster End User License Agreement screen appears.

Please read the license agreement and, if you are willing to accept the conditions therein, click on
the Agree button to proceed.
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License Required To Continue

Please select License Method to proceed:| Online Licensing v

Please enter your Kemp ID and password below to license this LoadMaster.

If you do not have a Kemp 1D, please create one by visiting:
https://kemptechnologies.com/kemp-id-registration

Kemp ID: |

Password: License Now

Order 1D# {optional):
HTTPR{E) Proxy (optional):

4. If using the Online licensing method, fill out the fields and click License Now.

If you are starting with a trial license, there is no need to enter
an Order ID. If you are starting with a permanent license, enter
the Kemp Order ID# if this was provided to you.

If using the Offline Licensing method, select Offline Licensing,
obtain the license text, paste it into the License field and click
Apply License.

For detailed instructions on how to register for a Kemp ID and
license the LoadMaster, refer to the Licensing, Feature
Description on the Kemp Documentation Page.

Please select license type

- License Types
Trial Licenses

@® VLM-5000 ESP GEO with Evaluation + WAF - 1 available (i ]
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5. If you entered an Order ID, a screen appears that provides a list of available licenses for
that order ID, in addition to any licenses registered for the Kemp ID based on the
LoadMaster platform type. Select the license type you want to apply to this LoadMaster.

If the license type you want is not displayed, please contact
your Kemp representative.

6. Click Continue.
7. The login screen appears, enter the bal user name and the password.
8. In the screen informing you that the password has changed, press the Continue button.

9. If your machine has shipped with a temporary license you should get a warning informing
you that a temporary license has been installed on your machine and for how long the
license is valid.

10.154.11.190 says:

This appliance is licensed until midnight, December 19 2016 It may cease
functioning after this date if a permanent license has not yet been installed.

|| Prevent this page from creating additional dialogs.

10. Click OK .

11. You should now connect to the Home screen of the LoadMaster.

Last Login: Mon Dec 5 13:38:34 UTC 2016 from 10.0.30.86
111 Successful logins in last 30 days

IP address 10.154.11.180
LoadMaster Version 7.2.37.0.14221.DEV.20161129-1027
Serial Mumber 446312
Boot Time Mon Dec 5 11:32:33 UTC 2016

12. Go to System Configuration > Network Setup in the main menu.

13. Click the eth0 menu option within the Interfaces section.
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Network Interface 0
Interface Address (address[/prefix]) | | Set Address
Link Status speed: 10000Mb/s, Full Duplex |Automatic '|
MTU: 1500 Set MTU
Additional addresses (address[/prefix]) | | Add Address

VLAN Configuration [ Interface Bonding

14. In the Network Interface 0 screen, enter the IP address of the eth0 interface, the
network facing interface of the LoadMaster, in the Interface Address input field.

15. Click the Set Address button.
16. Click the ethl menu option within the Interfaces section.

17. In the Network Interface 1 screen, enter the IP address of the ethl interface, the farm-
side interface of the LoadMaster, in the Interface Address input field.

18. Click on the Set Address button.
This interface is optional, depending on the network configuration.

19. Click on the Local DNS Configuration > Hostname Configuration menu option.

Set Hosthame

Hostname Set Hostname

20. In the Hostname configuration screen, enter the hostname into the Current Hostname
input field.

21. Click the Set Hostname button.

22. Click the Local DNS Configuration > DNS Configuration menu option.
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DNS Servers

DNS NameServer (IP Address) Operation
‘10.154.75.25 ‘ ‘

Add Nameserver

P Address| |
Add Search Domain

Domain| |

23. In the DNS configuration screen, enter the IP address(es) of the DNS Server(s) which is
used to resolve names locally on the LoadMaster into the DNS NameServer input field.

24. Click the Add button.

25. Enter the domain name that is to be prepended to requests to the DNS nameserver into
the DNS NameServer input field.

26. Click the Add button.

27. Click the System Configuration > Network Setup > Default Gateway menu option.

The IPv4 default gateway must be on the 10.154.0.0/16 network

IPv4 Default Gateway Address [10.154.0.1 W Set IPv4 Default Gateway

28. In the DNS configuration screen, enter the IP address of the default gateway into the
IPv4 Default Gateway Address input field.

If you have an IPv6 Default Gateway, please enter the value in the IPv6 Default Gateway
Address input field.

29. Click the Set IPv4 Default Gateway button.

The LoadMaster is now fully installed and ready to be used. For further information on how to
configure and implement the Virtual LoadMaster, please refer to the LoadMaster documentation
which can be downloaded from the http://kemptechnologies.com/documentation page.
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2.4 Update from Temporary to Permanent License

Depending on the terms and conditions of purchase, the LoadMaster will be entitled to either a
temporary or permanent license. If the LoadMaster has a temporary license, a permanent license will
be automatically issued by email upon receipt of payment.

To upgrade the license from temporary to permanent please complete the following steps:
1. Select the System Configuration menu option.
2. Select the System Administration > Update License menu option.
3. The Update License screen appears.

License Update

Online Licensing ¥ Kernp Identifier:
.u . Password: Updale License

Order ID {optional):

4. If using the Online Licensing method, fill in the fields and click Update License.

5. If using the Offline Licensing method, select Offline Licensing, copy the license text,
paste it into the License field and click Update License.

6. Kemp recommends rebooting after updating the license.
7. The license should now be updated.

The LoadMaster is now fully installed, fully licensed and ready to be used. For further information on
how to configure and implement the LoadMaster, please refer to the LoadMaster documentation
which can be downloaded from the http://kemptechnologies.com/documentation page.
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3 Configuring the LoadMaster
Using the Console

If the LoadMaster does not automatically obtain an IP address using DHCP, or if the user prefers to
configure the LoadMaster using the console, then the following configuration steps must be
completed before starting the LoadMaster.

1. Login into the LoadMaster using the console with the following settings:
- Ib100 login: bal

- Password: 1fourall

Network Side Interface Address

waresson

2. Enter the IP address of the eth0 interface, the network facing interface of the LoadMaster,
in the input field within the Network Side Interface Address dialog box.

3. Press OK.

Default Gateway

13 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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4. Enter the IP address of the default gateway in the input field of the Default Gateway
dialog box.

5. Press OK.

6. Once these are set, a prompt will appear asking to connect to the web interface at the
newly configured IP address. In an internet browser enter the IP address of the eth0 entered
in Step 2.

Ensure to enter https:// before the IP address.

7. A warning may appear regarding website security certificates. Please click the
continue/ignore option.

8. The LoadMaster End User License Agreement screen appears.

9. Please read the license agreement and, if willing to accept the conditions therein, click on
the Agree button to proceed.

10. If the machine has shipped with a temporary license, a warning will appear informing
that a temporary license has been installed on the machine and for how long the license is
valid.

11. Click OK.

12. The Appliance Vitals screen of the LoadMaster should appear.

14 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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IP address

Serial Number

Boot Time
Active Since

LoadMaster Version

10.154.11.51 (lb100:10.154.11.50)
1050788

Tue Sep 8 09:30:58 UTC 2015
Tue Sep 8 09:31:13 UTC 2015

7.1-29-1851.20150907-1730

License

UUID: 6987ad8c-ff52-4158-acbb-372a07faal3d
Activation date: Thu Aug 20 09:04:46 UTC 2015
Licensed until: September 20 2015

Support Level: Evaluation + WAF

Support Until: Sat Aug 20 04:00:00 UTC 2016
License Type: VLM-5000 ESP GEO

License Status: Single Temp

Appliance Model: VLM-5000G+

CPU Load
TPS
WAF Stats

NetLoad
eth0

2% m
Total 0 (SSL 0)
Total handled: 0 Incidents: 0

Mbits/sec
0.0

The LoadMaster is now fully installed and ready to be used. For further information on how to
configure and implement the Virtual LoadMaster, please refer to the LoadMaster documentation
which can be found here: https://kemptechnologies.com/documentation.
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4 The iDRAC Module

iDRAC Enterprise may not be installed on your Dell Server
Platform. Please confirm with your Dell Support Team.

The iDRAC module gives network administrators a dedicated management channel for device
maintenance. The iDRAC functionality can be accessed by using a Command Line Interface (CLI) or a
supported web browser. The iDRAC has its own network connection, memory, processor and access
to the system bus. Key features of the iDRAC include remote console capabilities, power
management and virtual media access.

4.1 Configure the iDRAC Module

To configure the iDRAC module, follow the steps below.

1. Connect and boot the iDRAC.

&8 00 crac- 16V 7TEXL

Virtual Media File View Macros Tools Power MNextBoof Chat  Performance  Help

Cisvent Usersk oot | 192, 168, 1.43

2. At boot prompt, press F10 on the keyboard to enter the Lifecycle controller.

16 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



Il R-Seri ®
Dell R-Series ProgreSS

4 The iDRAC Module

B 00 - LEVTEN L, | User oo, 1.7 fpx
Virtual Media File YView Macros Tools Power MextBoot Chat  Performance  Help

Lifie it |

Flirreiaiiaa ILsdate

Poaff oom Fesfore

i v @ CRagnosbcs

Cusremt LUsers )k roor | 1932, 168.1.42

3. In the main menu, select Home.

4. Click Configure server for remote access (iDRAC).
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L aKs idrac - 1EYTEXY, | User root, 1.5 fps
Virbual Media File View Macros Tools Power MNextBoot Chat  Performance Help
IDRAC Seltings
DRAC Seitings
CRAC Setirga ersar Al
C¥ (e T V i
i i
¥ (T H
lov
(1=
o s pace 5o confgure S retveors propenies: corron DRAC st Pl and B9 properies
“ P e, VLA st

Cusrent Usenls) oot . 193.168.1.42

5. Click Network.

18
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B 00 drac- VEVTEN L, | User root, 3.5 fips
Virtual Media File View Macros Tools Power MextBoot Chat  Performance  Help

IDRAC Settings

DRALC Seltings « Network
ONS DRAC Mamas ira-i
Auto Corig Dorman Hlame & Dl Ematied
tai S Dopnmn Fars

PV4SET TGS
rtie Fed il i Ll
Erwitis [HCF & Dmllie) Porpiand
Taie P Auicies AT T
Tobw Catlomminy o

fahy Tapres hask

tab: Frotarod] (MG Sarear

Aain. AReivwle DNG Sare

Enter e CFRAC M state Py addness vt fha range hassd on The o of F adidhess

Current Usensh root 197, 168.1.42

6. Select Enabled for the Enable IPv4 option.
7. Set the Static IP Address.

8. Set the Static Gateway.

9. Set the Static Subnet Mask.

10. Click Back.
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[ Eaks drac- LEYTEND, | User root, 1.4 fps
Virbual Media File View Macros Tools Power Mext Boot Chat  Performance  Help

“ oprn AATrEtra | bew o onfrunsber

Cusrent Usenlsk oot 192, 168. 1.42

11. Click User Configuration.

20
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[ Xaks)

v - LEYTEXL, , User root, 14 fps

Virtual Media File View Macroi Tools Power MNextBoot Chat Performance Help

IDRAC Seltings
DRAC Settngs « User Configurabion

b

WARETIE The el el wier namee & oF Dasser

Current Lhenis): root - 192.168.1.42

Enter & pasevard wath up 1o 20 draracters.
" woprted (L9 AL 8-z Speca cheaciers

s iy ik - tmabe 2 uwe ser nate a pammerd

) & Friis)
LTS A
AT afar
o D e S ) funm @ e Ty N wlas a
e e acers @re ~Eead TmE oo TEacies @

s A . Bal . EliE%

12. Set the values as required.
13. Click the Back button.

14. Click Exit.

Progress’

15. Now, log in to the iDRAC module from a web browser by entering the IP address

previously configured.

Ensure to enter https:

4.2 Restore Functionality Using the iDRAC Module

|| before the IP address.

The iDRAC module is an effective way of restoring functionality to units when the Solid State Drive
(SSD) needs to be replaced. The server is able to boot from an I1SO uploaded to the vFlash SD card

and reinstall the firmware.

Follow the steps below to restore using the iDRAC:

1. First, create a vFlash image.
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2. Then, log in to the iDRAC Web User Interface (WUI) by navigating to the IP address in a
web browser.

Ensure to enter https:// before the IP address.

3. Navigate to vFlash and select Create from Image.

4, Select 1 as the Index value.
5. Enter a Label.
6. Select CD as the Emulation Type.

7. Click Choose File and navigate to the relevant .iso file.

64-bit firmware must be used for Dell PERC controllers to be
supported. 32-bit firmware gives an error saying the hard drive
cannot be found.

8. Wait for the vFlash partition to be created successfully.

9. Navigate to vFlash > Manage.
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10. Select the Attached checkbox.

11. Click Apply.

12. Navigate to Overview > Server > Setup.
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13. Select the relevant First Boot Device.

14. Click Apply.

15. Reboot the LoadMaster and observe the installation.

24 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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Virtual Media File veew  Macro »3ls  Power et Boot hat  Performance  Help

Fleass snter sorial aumker

[ieviawi

- fCanawid

16. Enter the service tag as the serial number and press OK.

17. A message will be displayed informing that the installation was successful.
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Virtual Media File View Macros Tools Power NextBoot Chat

Load Mastes ._||1||._||||

Thank you for purchasing a Load Master.
Please use the following Access Code to acquire a

license key from your KEMP representative to umlock gour
Load Master.

fccess Code: pph jb- jhud9-gm jyB-5t jyfl

llqulm-ll-nu-htqlh-lllllll

{Cancel)

Progress’

18. Enter the license key and press OK.

If you do not have a license key, please contact Kemp.

26
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Flease input the IF address-CIDR of the NETWORK =zide
of the LoadMaster.

device eth®: 192.168.1.101,24
llﬂ,lu.i.m.-n_

<Ok ) CCancel)

19. Enter the IP address and press OK.
20. When the quick-start setup is finished, the LoadMaster will reboot.

21. Move the network cable to the general NIC (use the left-most interface riser card above
the iDRAC.

22. Connect to the LoadMaster WUI by entering the IP address of the LoadMaster in a web
browser. Ensure to enter https:// before the IP address.

23. Accept the license agreement.

24, Set the password and log in.

Last Login: Mon Dec 5 13:38:34 UTC 2016 from 10.0.30.86
111 Successful logins in last 30 days

IP address 10.154.11.180
LoadMaster Version 7.2.37.0.14221.DEV.20161129-1027
Serial Number 446312
Boot Time Mon Dec 5 11:32:33 UTC 2016

After logging in successfully the LoadMaster Home screen should appear. Verify that the installation
has completed successfully.
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Unless otherwise specified, the following documents can be found at
http://kemptechnologies.com/documentation.

WUI, Configuration Guide
Licensing, Feature Description
Kemp LoadMaster, Product Overview

Bare Metal Boot Options, Technical Note
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