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1 Introduction

1 Introduction

1.1 Document Purpose

The purpose of this document is to outline how to validate the digital signatures of resources
provided by Kemp. Resources such as firmware, templates, patches and add-ons have associated
XML files that contain the digital signature for the resource.

1.2 Intended Audience

This document is intended to guide any LoadMaster administrator or corporate security officer
through the options to validate the integrity and authenticity of downloaded Kemp resources.
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2 Kemp Digital Signhatures

Kemp provides digital signatures as XML signature files (known as detached signatures) as defined
by the World Wide Web Consortium (W3C) recommendation for XML Signature Syntax and
Processing. Kemp XML signatures use a Kemp certificate issued by a public CA (Certification
Authority) to enable validation of authenticity against a known external authority (the public CA).

The Kemp XML signature filenames include the original resource filename as a prefix with the
extension .checksum.xml and are provided as separate file downloads when downloading the

original Kemp resource.
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3 Validating the XML Signature

There are a number of different approaches to validation of detached XML signature files. The XML
checksum file is viewable in a text editor and looks something like the following:

<?xml version="1.0" encoding="IS0-8859-1"7>

J<file name="LoadMaster-VLM-7.2.36.0.13835.RELEASE-Microsoft-HyperV.zip">

J<checksum>
<2ha256>764d88ed0al65a5f43e4b978ff9d4a35ed314b1386779fe213801afdef05ddfe</sha256>
<md5>819alcB84c13524a326a1937ffdfBe62b<, /md5>

-</checksum>
<Signature xmlns="http://www.w3.org/2000/0%/xuldsig#"><SignedInfo><CanonicalizationMethod Algorithm="http://
<SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-morefrsa-sha256" /><Reference URI=""><Tran=for
"http: //vww.w3.org/2000,/09 /xmldsiggenveloped-signature" /><Transform Llgorithm="http://www.w3.org/TR/2001 /RE!
Algorithm="http://www.w3.o0rg/2001/04 /xmlenc#sha?56" /><DigestValue>ws/ICIInL52x0T7TIX3IxBituCwgnZ9len2Dt6hVY +F(
</DigestValue></Reference></SignedInfor<SignatureValus>
m=JIDRY /M5 10HvA0IMr 4+ ZUbJAHE TATRML i yHMmEJ+ 389 fk20b 1VinykohdmbonnonTLINryuMfClwwS jpBa6eSeC3 £ 1wNQk fg+ 3 6DvThUWF:
GagpeOkyIxiI/mAY/35WuDTEOAL26GG,/ YAThLEMS L5z 6WMI5ZPhStCnz jgkags05AarMi RCDgIWnmEq01DFZI 81 TxAe ThPOX zBMgOMU1WSwWE]
KZ/91aFEVi/0D9n60HhYA=—=</SignatureValue><HeyInforx<HeyValue><RSAKeyValue><Modulus>
z2lcerldV4AVREZ+xPtYfy3 /HwbS LIuBHS2urs4QUEF41BIY150F/+ePFYEpulcksc21nd5Y05 / 2arETejgexMxJhrNDDAe1PeZjiD1kidj6a7 dms:
+R1 £c1M79mgARNPCLOuy 2 1N7d+MNvOLlnfBlvRGIZC2C0eeXHihh /B RAPHVX1 i G8zk I [X+wa+kyVS01ngYsDJZ4iMnipCAQzdTE 64zR8potl]
raFsYnwwwtBQS519+Utml=—< /Modulu=><Exponent>AQAB< /Exponent><,/RSAKeyValue></KeyValue»<X509Data><X509Certificate]
MITFhTCCBG2gAWIBAgGIQJI40PLMwANTOLsB1vKLWS STANBgkghk i G9w0BAQ=FADCERTE LMAKGA1UEBhMCVVMxHTADBgNVEBACTFFHSDbWFndGV ] ]
HR3b3IrMU IwQAYDVOODEZ 1 TeWlhbnR1YyBDEGF 2oy Az TEV4AdGVNEGVEIFZhbGl kY Rph2 4902 Sk Z5BTaWduaWinIENBICOgR 2 IwHh cHNIMT YxIM
eBAGEDEWJVUZEZMBeGCy sGAQDBY T c 8 AGECEWhE ZWxhd 2 Py Z TEdMB=CGA1 UEDxMUUHTpdmFOZ SBPemdhbm] 6 YXRpb2 4xEDAOBgNVBAUTBzUwOD(
GA1UEBwwI TniV3 IFlvemsxHz AdBgNVBAOMFk tFTVAGVGY ) aG5vbGInaWvz IE luYy4xHz AdBgNVBAMMFK t FTVAGVGY jaG5vbGonaWvz IE1uYydt
Upn7E+1h/LEBfBtI=smTwdLaéuzhBQOXIUS1iXnQ/ /549gqmd Sy SxzaWtjlgTn,/0spHyODFPE zEmGs OMMB6U S 5mOI0WS J2 Pprv2 azExeNHMgA 1
aABR08Is6 7 LbUSt34w286WASGWIEY 1k LYJBS 5ce0GH+r®xF 0+ EWpeWIbeOQghEfTCr6 TIVI TWeBiwkMini I¥yaOkIBDN1 Fnr jMrymi Orh+MSuvVigOl
3xBE3552 ZAgMBAAG ) ggQMIIBDANBgNVHREE JzAl oCHGCCsGAQUFBwgDoBowEF QwTVVHEREVMOVABUR UENTA4AND AzM ] ATBgNVHRMEA JAAMA
vol3one3lt¥2InY29t L3N3 LnNybDBgBgNVHSAEWTBXMFUGBWeBDAEDMEwwWwIwY IEWwYBBOUHAGEWF 2h0dHBz01 8vECEzeW1 J¥1i 5 b20vY3BzMCT
A1UAJQEB /wOMMACGCCSGAQUFBWMDMBEGAL Ud IwQYMBaAFBZn3ko041CnEYYDsWypxqz NWWEbMBOGA1 UdDgOWEBS 7 95 100mGr0PHT eI L+fos8]
v9zdySzelWlIZC5ib2 0wlwY IRwYBBQUHMARGG2hOdHAGLy 9zdzEuc31tY2InY29t L3N 3 LnNydDANBgkahk i GO9wOBAQsFAACOCAQEAX+DHOSrTs:
s/U+rsykowlQIbk /wayWhépUaNFDYgEWI 58sBgBAThAXMMwAL11 65M1 LkC3nL4y SgRb6wnhUL 60 FUOFufuwfaZf TBeJ3g0I 61 PJUDUVsTS(
YF832WwxVTtliC9aijVbIYz8rrgBrwULOwinm/a3NVBzk 7LRTERC2 cfKRIGAADNIcdgId6PHa 4 n/ktZHWzndlyHPQtexn6d2 fhS2DRTZP2 JHED

~</¥509Certificater»</X5090atax»</KevInfor</Signature></file>

The basic process to validate the XML is as follows:
1. Perform a local checksum on a downloaded Kemp resource (SHA-256).

2. Open the XML signature file and compare the locally generated checksum with the values
contained in the XML signature file. To do this, open the XML signature file in a text editor
and compare the values contained in the XML signature file under <checksum><sha256>. If
these values do not match, then the original resource has been altered and should not be
trusted.

3. If the checksums match, validate the XML using an XML signature validation tool.
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4 XML Signature Validation
Tools

A number of tools exist to validate detached XML signatures as provided by Kemp. Kemp make no
specific recommendation of which tool to use as the validation and integrity of the tool must be
validated by the customer.

4.1 XMLSec Library

The XMLSec Library (https://www.aleksey.com/xmlsec/) is a collection of tools that may be used to
generate and validate XML signatures. This site provides sources and downloadable binaries for
Windows platforms. This tool is available on many Linux environments as the xmlsecl command.

mo@MMUbuntu:~/Downloads$ xmlsecl --verify 7.1.35.0.13215.RELEASE.20161003-1545-P
ATCH-MT-LMOS . checksum. xml

oK

SignedInfo References (ok/fall): 1/1

Manifests References (ok/all): @/e

mo@MMUbuntu:~/DownloadsS I

4.2 XML Validation using PowerShell

Kemp have created a PowerShell module that can be used to validate detached XML signatures. No
warranty or support is provided with this module, which should be validated by your internal
security staff before use. The code for the module is included below.

Add-Type -AssemblyName System.Security

# Add SHA-256 per http://stackoverflow.com/questions/30759119/verifying-xml-signature-in-
powershell-with-pem-certificate

Add-Type @'

public class RSAPKCS1SHA256SignatureDescription :
System.Security.Cryptography.SignatureDescription

{
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public RSAPKCS1SHA256SignatureDescription()

{
base.KeyAlgorithm = "System.Security.Cryptography.RSACryptoServiceProvider";
base.DigestAlgorithm = "System.Security.Cryptography.SHA256Managed";

base.FormatterAlgorithm =
"System.Security.Cryptography.RSAPKCS1SignatureFormatter";

base.DeformatterAlgorithm =
"System.Security.Cryptography.RSAPKCS1SignatureDeformatter";

}

public override System.Security.Cryptography.AsymmetricSignatureDeformatter
CreateDeformatter(System.Security.Cryptography.AsymmetricAlgorithm key)

{

System.Security.Cryptography.AsymmetricSignatureDeformatter
asymmetricSignatureDeformatter =
(System.Security.Cryptography.AsymmetricSignatureDeformatter)

System.Security.Cryptography.CryptoConfig.CreateFromName
(base.DeformatterAlgorithm);

asymmetricSignatureDeformatter.SetKey(key);
asymmetricSignatureDeformatter.SetHashAlgorithm("SHA256");

return asymmetricSignatureDeformatter;

'@
SRSAPKCS1SHA256SignatureDescription = New-Object RSAPKCS1SHA256SignatureDescription

[System.Security.Cryptography.CryptoConfig]::AddAlgorithm
(SRSAPKCS1SHA256SignatureDescription.GetType(), "http://www.w3.0rg/2001/04/xmldsig-morefrsa-
sha256")

Function Get-FileName(SinitialDirectory){

[System.Reflection.Assembly]::LoadWithPartialName("System.windows.forms") | Out-Null
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SOpenFileDialog = New-Object System.Windows.Forms.OpenFileDialog
SOpenFileDialog.initialDirectory = SinitialDirectory
$OpenfFileDialog.filter = "XML (*.xml)| *.xml"
$OpenfFileDialog.ShowDialog() | Out-Null
$OpenFileDialog.filename

}

function ChkCert(Scert)

{

Stmp = [System.l0.Path]::GetTempFileName()

Scert | Out-File $tmp

SCertificate = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2($Stmp)

Remove-Item $Stmp -Force

return $Certificate

}

S$file = Get-FileName "C:\"

$xml = New-Object XmlL.XmlIDocument

Sxml.PreserveWhitespace = Strue

Sxml.Load(Sfile)

$signed = New-Object System.Security.Cryptography.Xml.SignedXml -ArgumentList $xml

$signed.LoadXml($Sxml.DocumentElement.Signature)

$x509 = $xml.file.Signature.KeyInfo.X509Data.X509Certificate

Scert = ChkCert($x509)

Sthumbprint = Scert. Thumbprint

Sissuer = Scert.Issuer

Ssubject = Scert.Subject

Sserial = Scert.SerialNumber
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if (Ssigned.CheckSignature() -eq Strue){

[System.Windows.Forms.MessageBox]::Show("XML Signature validation succeeded” n" nCertificate
Subject Name: $subject™ n” nCertificate Issuer: Sissuer” n” nCertificate Serial Number:
$serial n" nCertificate Thumbprint: $thumbprint")

}
else{

[System.Windows.Forms.MessageBox]::Show("XML Signature validation failed" n" nCertificate
Subject Name: $subject” n” nCertificate Issuer: Sissuer” n” nCertificate Serial Number:
$serial” n" nCertificate Thumbprint: $thumbprint")

}
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