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1 Introduction

Direct Server Return (DSR) is a method whereby traffic hits the LoadMaster on the way in and
bypasses the LoadMaster on the way out.

The primary advantage of DSR is that the LoadMaster only handles a portion of the work associated
with load balancing, specifically the inbound traffic. The servers respond directly to the clients,
bypassing the LoadMaster on the way out.

If the particular traffic profile for a site is for every packet in, eight packets are sent out, this would
result in the LoadMaster handling around 87% less traffic than it would without DSR.

For DSR to work, the Virtual IP (VIP) address on a Real Server must be configured so that the server
does not respond to ARP requests on the VIP address.

For Linux with a recent 2.4 kernel, this can be done by creating the VIP as an IP alias on the loopback
interface. On Windows this involves creating a loopback adapter with specific configuration
parameters. Refer to the Configuring a VIP on the loopback interface on Linux and DSR
Configuration on Windows sections for detailed steps on how to do this in both operating systems.

When you create the Virtual Service, enable Force L4 in Standard Options and select Direct return
as the Forwarding method when adding the Real Server. This means that the LoadMaster just
routes the packets from a client to a Real Server without modifying the IP addresses. The Real Server
accepts requests for the VIP destination address because it has configured the VIP as an IP alias. The
Real Server will then reply to the IP address of the requesting client with the source IP address of the
reply set to the VIP.

The table below shows an example of DSR steps.

Step Source IP Destination IP MAC Address

1 216.139.43.10  195.30.70.200  Dest.: 00:00:00:00:00:aa

2 216.139.43.10  195.30.70.200  Dest.: 00:00:00:00:00:bb

3 195.30.70.200  216.139.43.10 Source: 00:00:00:00:00:bb
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2 Configuring a VIP on the
loopback interface on Linux

On a linux machine, the “ifconfig -a” command will look something like this:
root@RS1 §$ ifconfig -a

eth0 Link encap:Ethernet HWaddr 00:00:00:00:00:bb inet addr: 195.30.70.11 Bcast:
195.30.70.255 Mask:255.255.255.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1 RX packets:96561817 errors:526
dropped:0 overruns:5 frame:0 TX

packets:97174301 errors:0 dropped:0 overruns:0 carrier:0 collisions:0 txqueuelen:100
Interrupt:10 Base address:0x4000

lo Link encap:Local Loopback inet addr:127.0.0.1 Mask:255.0.0.0 UP LOOPBACK RUNNING
MTU:3924 Metric:1 RX packets:3985923

errors:0 dropped:0 overruns:0 frame:0 TX packets:3985923 errors:0 dropped:0 overruns:0
carrier:0 collisions:0 txqueuelen:0

To create an additional loopback interface with an IP alias, use the “ifconfig” command like this:

root@RS1 §$ ifconfig lo:1 <VirtualServicelPAddress> broadcast 195.30.70.200 netmask
255.255.255.255

root@RS1 §$ ifconfig lo:1

lo:1 Link encap:Local Loopback inet addr:195.30.70.200 Mask:255.255.255.255 UP
LOOPBACK RUNNING MTU:3924 Metric:1

If the machine reboots, this configuration will no longer be
available. To set this permanently, some Linux configuration
files need to be edited. Steps on how to do this vary from
distribution to distribution.

The next step is to disable invalid ARP replies. Add the following to the /etc/sysctl.conf file:

net.ipv4.conf.all.arp_ignore=1
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net.ipv4.conf.eth0.arp_ignore=1
net.ipv4.conf.ethl.arp_ignore=1
net.ipv4.conf.all.arp_announce=2
net.ipv4.conf.eth0.arp_announce=2

net.ipv4.conf.ethl.arp_announce=2
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3 DSR Configuration on
Windows

For Windows, it is typically best to use the loopback address. However, to use the loopback address,
the loopback adapter needs to be added first. Follow the instructions for the relevant version of
Windows below to add the loopback adapter. Then, configure the VIP of the loopback interface by
following the instructions in the Configure the VIP of the Loopback Interface section. Add a
Loopback Interface on Windows Server 2000.

Follow the instructions below to first add a loopback interface and then configure a VIP in Windows
Server 2000:

1. Click Start, select Settings and select Control Panel.
2. Click Add/Remove Hardware.

3. Click Add/troubleshoot a device.

4. Click Next.

5. Click Add a new device.

6. Click Next.

7. Select No, select from list.

8. Click Next.

9. Select Network Adapters.

10. Click Next.

11. Select Microsoft as the Manufacturer.
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Select Network Adapter
Which network adapter do you wart to install ?

H Click the Metwork Adapter that matches your hardware, then click OK, If you have an
o installation disk for this feature, click Have Disk.

Manufacturer Metwork Adapter:

Mellanox Technologies Ltd. 5l Microsoft Kernel Debug Network Adapter

Microso

MetEffect I Microsoft Metwork Adapter Multiplexor Default Miniport
Clogic Corp. 5 Microsoft Teredo Tunneling Adapter

El This driver is digitally signed.

Tell me why driver signing is important

12. Select MS Loopback Adapter (or Microsoft KM-TEST Loopback Adapter for Windows 8
and Windows Server 2012).

13. Click Next.
14. Click Finish.
To configure the created Loopback Adapter, follow the steps below:
15. Click Start, select Settings and select Control Panel.
16. Click Network and Dial up Connections.
17. Right-click the new adapter and select Properties.
18. Select Internet Protocol.
19. Remove the tick from Client for MS Networks and File and Printer sharing.

20. In TCP/IP Properties, enter the IP address of Virtual Server.
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The loopback adapter gets the same address as the LoadMaster
Virtual Service IP.

Do not enter a default gateway.
21. Click Advanced.

22. Set the Interface Metric to 254.

This step is important - it prevents the loopback adapter from
responding to ARP requests.

23. Click OK and save all changes.

3.1 Add a loopback interface on Windows Server 2008, 2008 R2 and
2012

The steps below have been tested in Windows Server 2008 R2
and 2012.

To add a loopback adapter on Windows Server 2008 and 2012, follow the steps below:

1. Click Start and right-click Computer.

|:|:|rr'|n||+:.r e A
Open
Cont '@' Manage

Map network drive...
Disconnect network drive...

Show on Desktop

Rename

Properties

2. Select Properties.
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Control Panel Home

@ Device Manager
@ Remote settings
@ Advanced systemn settings

3. Click Device Manager.

File Action View Help
&= @ HE =

“ EKEM Scan for hardware changes
= &

b __ E Add legacy hardware

4. Right-click the computer name and select Add Legacy Hardware.
5. Click Next.

The wizard can help you install olher handware

The wizard can search for ather hardware and autematically nstall it for you. O, if you
knew exactly which hardware model you want to mstall, you can select it from a list.

‘What do you want the wizard ta do?
) Search for and install the hardware auvtomatically (Recommended)
@ I1 the hardware that 1 manually sehect from a bist (Advanced)

| cBock || Mea> || Concel |

6. Select Install the hardware that | manually select from a list (Advanced).

7. Click Next.
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(oo

From the list below. select the type of hardware you are installing

If you do not see the hardware category you want, click Show All Devices.

Commaon hardware types:

ZImaging devices
Elnfrared devices

’Media Center Extender
Memory technology driver
Modems

T Multi-port serial adapters

! MNetwork adapters

EIPCMCIA adapters
E Portable Devices -

m

<Bock [ Ne¢> | [ Cance

8. Select Network adapters.
9. Click Next.

10. Select Microsoft on the left.
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Select Network Adapter
Which network adapter do you want to install?

E i Click the Metwork Adapter that matches your hardware, then click OK. If you have an

«a=s installation disk for this feature, click Have Disk.

Manufacturer A || Network Adapter: ~|
Mellanox Technologies Ltd. 5 Microsoft Kernel Debug Network Adapter
Microsoft =4 Microsoft KM-TEST Loopback Adapter
MetEffect Microsoft Network Adapter Multiplexor Default Miniport
Qlogic Corp. i Microsoft Teredo Tunneling Adapter E
W b
;] This driver is digitally signed. Have Disk...
Tell me why driver signing is important
<Back | Ned> | | Cancel

11. Select Microsoft KM-TEST Loopback Adapter on the right.
12. Click Next.
13. Click Next again.

Control Panel

Devices and Printers

Default Programs

Help and Support

14. Click Start and select Control Panel.
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@ - 4 ‘@ v Control Panel » All Control Panel ltems »
Adjust your computer's settings
? Action Center 'i Administrative Tools @ AutoPlay
Credential Manager %q Date and Time Default Programs
ﬁ Devices and Printers B Display @ Ease of Access Center
,j" Fonts Internet Options Q i5C5l Initiator
ﬁ* Language J Mouse _lnfi Metwork and Sharing Center
Phone and Modem 3 Power Options m Programs and Features
B RemoteApp and Desktop Connections =ﬂ Sound 18 Systemn
'@ Text to Speech Troubleshooting 8, User Accounts
% Windows Update

15. Click Network and Sharing Center.

Control Panel Home

Change adapter settings

Change adwvanced sharing
settings

16. Click Change adapter settings.

It is a good idea to rename the adapters so that they are
distinguishable, for example; rename the new adapter to
loopback and the real network adapter to network.

17. Configure the loopback adapter with the Virtual Service IP. For instructions on how to do
this, refer to the Configure the VIP of the Loopback Interface section.

Ensure the “network” adapter is the actual network adapter
that will send and receive traffic.

18. On the Windows command line, run the following commands:

netsh interface ipv4 set interface "net" weakhostreceive=enabled
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netsh interface ipv4 set interface "loopback" weakhostreceive=enabled
netsh interface ipv4 set interface "loopback" weakhostsend=enabled
3.1.1 Loopback Adapter Configuration for IPv6
On the Windows command line, run the following commands:
* netsh interface ipv6 set interface LAN weakhostreceive=enabled
* netsh interface *ipv6 *set interface Kemp-SMTP-LOOPBACK weakhostreceive=enabled
* netsh interface *ipv6 *set interface Kemp-SMTP-LOOPBACK weakhostsend=enabled
In the loopback adapter properties:
* IPv6 address: </PAddressOf TheVIP>
* Subnet prefix length: 128

In Advanced Properties, set the Interface metric to 254.

If you want IPv6 DSR, you must have the IPv6 address as the
primary address on the interface. Additional addresses may be
IPv6 or IPv4, as required.

3.2 Configure the VIP of the Loopback Interface

To configure the VIP of the loopback interface, follow the steps below:
1. Click Start and select Control Panel.
2. Click Network Connections.
3. Right-click the loopback interface and select Properties.

4. Select Internet Protocol (TCP/IP).
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zeneral |
for the appropriate IP settings.

—{%" Use the fallowing IP address:

IP address:
Subnet mask:

Default gateway:

Youcan get IP settings assigned automatically if wour network supports
this capability, Otherwise, you need to ask vour network. administrator

" Dbtain an IP address automatically

Internet Protocol {TCP/IP) Properties HE |

{192 .168 . 1 . 50

| 255 255 .255 . ©

Ereferred DS server;

Alternate DMNS server:

" Obtain DN server address automatically

—{% se the Following DNS server addresses:

Advanced. .. |

0K I Cancel |

Progress’

5. The TCP/IP properties window will appear. This is where the Virtual Service IP address

can be configured. Enter the Virtual Service IP address and click Advanced....
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IP Settings IDNS | wins | options |

—IP addresses
IP address | Subnek mask
192,165.1.50 255.255.255.0
add | Edit Femove |
—Default gateways;
Gakeway | Mektric |
add... | Edit..,. FEmove |
—1 &ubomatic metric
Interface metric; 254

o]

Cancel

Advanced TCP/IP Settings 7] |

6. Advanced TCP/IP SettingsRemove the check from the Automatic metric checkbox.

7. Enter 254 in the Interface metric text box.

Setting the Interface metric is an important step. This will
disable this server so that it will not respond to ARP requests
for the MAC address for the Virtual Service IP.

8. Click OK to activate the change.

9. Click OK and Close.
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