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1 Introduction

1 Introduction

Kemp leads the industry in driving the price/performance value proposition for application delivery
and load balancing to levels that our customers can afford. Our products’ versatile and powerful
architecture provide the highest value, while enabling our customers to optimize their businesses
that rely on Internet-based infrastructure to conduct business with their customers, employees and
partners.

Kemp products optimize web and application infrastructure as defined by high-availability, high-
performance, flexible scalability, security and ease of management. They maximize the total cost-of-
ownership for web infrastructure, while enabling flexible and comprehensive deployment options.

1.1 Document Purpose

This document describes various aspects of SSL Accelerated Services using the Kemp LoadMaster. It
describes in detail how to configure SSL Accelerated Services using the LoadMaster Web User
Interface (WUI).

1.2 Intended Audience

This document is intended to help anyone who wishes to learn about or implement the SSL
Accelerated Services within the Kemp LoadMaster.
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2 Create an SSL Accelerated
Virtual Service

This section will explain how to create a Virtual Service with SSL Acceleration activated.

SSL Acceleration transfers the processing of SSL from the Real Servers to the LoadMaster, meaning
that only one certificate is required per Virtual Service.

When SSL Acceleration is enabled, communication from the
LoadMaster to the Real Servers is unencrypted.

2.1 Adding an SSL Virtual Service

The process for adding an SSL-enabled Virtual Service is the same for a regular Virtual Service. First,
add the Virtual Service. In the main menu of the LoadMaster WUI, select Virtual Services and Add
New. A screen will appear asking to enter the Virtual Address, Port, Service Name and Protocol.

Please Specify the Parameters for the Virtual Service.

Virtual Address
Service Name (Optional) :|
Protocol

Add this Virtual Service

The port defaults to port 80, which is the standard HTTP port. If an SSL-enabled Virtual Service is
being created, change the port to 443, which is the default HTTPS port. Keep the protocol as tcp,
and click Add this Virtual Service.

The Virtual Service properties screen will appear. Among the various sections in this screen is SSL
Properties.

6 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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SSL Properties

SSL Acceleration Enabled: @ Reencrypt: a
Supported Protocols 55Lv3 LITLS1.0 ¥ITLS1.1 MITI512 MiTIS13
Require SNI hostname [J

Self Signed Certificate in use.
Available Certificates Assigned Certificates
None Available - None Assigned -

Certificates E Set Certificates
Manage Certificates
Cipher Set [ Default M| Modify Cipher Set

Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA384 =
_ ECDHE-RSA-AES256-GCM-SHA384
Ciphers | pHE DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305 -

Client Certificates | No Client Certificates required v]
Strict Transport Security Header | Don't add the Strict Transport Security Header v]

To enable SSL for this Virtual Service, select the Enabled check box.
A warning will appear saying that a temporary certificate will be used for the service. Click OK.
As soon as SSL is enabled, the LoadMaster will install a self-signed certificate for the Virtual Service.

The check boxes in the Supported Protocols section allow you to specify which protocols should be

supported by the Virtual Service. By default, TLS1.1, TLS1.2, and TLS1.3 protocols are enabled and
SSLv3 and TLS1.0 are disabled.

Starting with version 7.2.37, when re-encryption is enabled, the TLS version that can be negotiated
between the LoadMaster and the Real Servers behind it are no longer constrained by the TLS version
settings configured on the client side. All TLS versions and ciphers that are supported on the
LoadMaster can be negotiated without restriction by Real Servers. In this way, the LoadMaster can,
for example, provide strict security for client-side application access and still support server-side
connections to legacy servers that only support specific, less secure, TLS versions, and ciphers. This
is illustrated in the example below.

7 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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Virtual Services can be
configured to only accept
TLS 1.2 client connections.

This is common for sites P
that comply with PCI o
ity standards. AN
security standards < \5
TLS1.2 " TLS 1.1
FE KEMP == RRAS E

Server connections are only restricted by the
configuration of the Real Servers, regardless of the
TLS version selected on the client side. Each Real
Server can be configured independently of the
others. LoadMaster will negotiate connections
according to the requirements of each Real Server.

Selecting the require Server Name Identifier (SNI) hostname check box means that the hostname will
always be required to be sent in the TLS client hello message.

When Require SNI hostname is disabled, the first certificate in the list of Assigned Certificates as a
host header match is not found.

o
L)
TLS exctension kemptechcert
Host extension —
S —
I <+ »
L}
Client LoadMaster with: i

Client Certificates required

Server
Require M| hostname enabled

When Require SNI hostname is enabled, a certificate with a matching host name must be found,
otherwise the connection is dropped. This also supports wildcard certificates.

Multiple certificates are supported. Wildcard certificates work regardless of what position they are
in. SNI can find certificates by Subject Alternative Name (SAN) when the certificate is not in the first
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position. SNI will choose the first matching certificate in a list if multiple certificates contain the
same name in either the Common Name or SAN name.

When using a Subject Alternative Name (SAN) certificate,
alternate source names are not matched against the host
header.

Wildcard certificates are supported but please note that the
root domain name will not be matched as per RFC 2459. Only
anything to the left of the dot will be matched. Additional
certificates must be added to match the root domain names.
For example, www.kemptechnologies.com will be matched
until a wildcard of *.kemptechnologies.com.
Kemptechnologies.com will not be matched.

After you have added certificates to the LoadMaster (see the Adding an SSL Certificate section)
you can assign one or more certificates to the Virtual Service by selecting them in the Available
Certificates list, clicking the right arrow and clicking the Set Certificates button. Both internal and
external certificates can be assigned to the same Virtual Service.

A description of each of the options in the Client Certificates drop-down is provided below:

* No Client Certificates required: enables the LoadMaster to accept HTTPS requests from any
client. This is the recommended option.

By default the LoadMaster will accept HTTPS requests from any client. Selecting any of the other
values below will require all clients to present a valid client certificate. In addition, the LoadMaster
can also pass information about the certificate to the application.

This option should not be changed from the default of No
Client Certificates required. Only change from the default
option if you are sure that all clients that access this service
have valid client certificates.

* Client Certificates required: requires that all clients forwarding a HTTPS request must present
a valid client certificate.

9 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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* Client Certificates and add Headers: requires that all clients forwarding a HTTPS request must
present a valid client certificate. The LoadMaster also passes information about the certificate to

the application by adding headers.

* The below options send the certificate in its original raw form. The different options let you
specify the format that you want to send the certificate in:

- Client Certificates and pass DER through as SSL-CLIENT-CERT
- Client Certificates and pass DER through as X-CLIENT-CERT
- Client Certificates and pass PEM through as SSL-CLIENT-CERT
- Client Certificates and pass PEM through as X-CLIENT-CERT

Real Servers can be added to this SSL Virtual Service by clicking Add New in the Real Servers
section.

Please Specify the Parameters for the Real Server

Real Server Address

Port

Ii{

Forwarding method [nat v

Weight 1000

Connec tion Limit

Add This Real Server

When adding Real Servers, ensure to add them on port 80 (or whatever port that the non-SSL service
is running on), and not port 443.

2.2 Adding an SSL Certificate

If you have a Certificate Authority (CA)-signed certificate to use with an SSL-enabled Virtual Service,
or have a custom self-signed certificate, this can be added to the Virtual Service through the WUI.

10 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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[=] SSL Properties

Enabled:@ Reencrypt: ]
[Cssivs #Ts1.0 #Tisi1 Mitisiz
Require SMI hostname [

55L Acceleration

Supported Protocols

Self Signed Certificate in use.

Available Certificates Assigned Certificates
None Available « None Assigned «
=

- -

Manage Certificates

Certificates

Cipher set [Default S Modify Cipher Set |
Assigned Ciphers
ECDHE-RSA-AES256-GCM-SHA3E4 -
ECDHE-ECDSA—AESEBE—GCM-SHASM|:|
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA3E4
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA -

Ciphers

Client Certificates | No Client Certific ates required ¥ |

There is a button called Manage Certificates that you can click to add an (RSA or EC) SSL certificate.

Layer  Certificate Installed
7
L7 Add New

There is also an Add New button in the View/Modify Services screen in the Certificates Installed
column.

Import Certthicate | Add Intermediate

Assignment Operation

Either route opens the same screen; the screen to input the certificate information.

At this point there are two options; Add Intermediate and Import Certificate.

Add Intermediate

Add a new Intermediate Certificate

Choose File | Mo file chosen

M Add Certificate

Intermediate Certificate

Certificate Name |

11 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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Clicking this button will allow you to add an intermediate certificate as a temporary measure.
Browse to where the file is stored, enter the desired name in the Desired File Name field and click
the Add Certificate button.

Import Certificate

Please specify the name of the file that contains the certificate. The file can also hold the private key,
If the file does not contaln the private key, then the file containing the private key must also be specified.
The certificate can be in either PEM or PFX (115) formar.

Cerificate File | Choose File | Na file chosen

| Wbttt
Key File (optional) | Choose File | No file chosen
Pass Phrase I I

Centificate Identifier | |

The certificate and key file can be added from this screen. The Passphrase (password) that the
certificate was created with will need to be entered. The certificate can be given a name in the
Certificate Identifier text box.

To import a certificate, follow the steps below:

1. Click the Choose File button next Certificate File and select the required certificate file.

The certificate file cannot have the following in the filename:
ident, cfile, kfile, ffile, replace, password.

If it does, an Invalid Certificate Identifier error message
appears.

2. Click the Choose File button next to Key File and select the relevant key file, if required.
3. Enter the relevant pass phrase in the Pass Phrase text box (if required).
4. Enter a recognisable name in the Certificate Identifier text box.

5. Click Save.

Transactions Per Second (TPS) Performance will vary based on
key length. Larger keys will reduce performance.

12 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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Certificate Configuration

Identifier

Common Virtual
Name(s) Services

Assignment

ExampleCeartificate james
[Expires: Jul
27 15:51:48
2014 GMT]

Available Vg

Asgsigned Vsg

10,154.11.61;80 -

10154116480 «
-

6. The certificate can then be assigned to a Virtual Service(s) by selecting the relevant IP
address(s) in the Available VSs list, clicking the right arrow and clicking Save Changes.

SSL Properties

SSL Accelesration
Supported Protocols
Reguire SNI hostname

Enabled: ¥ Reencrypt: ]
Cssivs #tisio #Tis11 #iTis12
]

Certificates

Self Signed Certificate in use.
Available Certificates

Assigned Certificates

ExampleCertificate [Example] «

=
<

Mone Assigned -

Manage Certificates

Ciphers

Cipher Set | Default
Assigned Ciphers

M| Modify Cipher Set

ECDHE-RSA-AES256-GCM-SHA384  «
ECDHE-ECDSA-AES256-GCM-SHA384 D
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA -

Client Certificates

[No Client Certificates required

]

Certificates can also be assigned to a Virtual Service within the Modify Virtual Service screen.

2.3 Checking Certificate Installations

Some browsers have functionality that allows a check of the nature of the certificate installed on the
website being connecting to. This can be useful when troubleshooting a certificate problem.

When browsing an SSL site, HTTPS should be displayed in the address and there may be an icon

signifying a secure link (a padlock icon).

13
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Gereral | petails | Certification Path |

S

—:1 Certificate Information

This certificate is intended For the following purpose{s):
*Ensures the identity of a remoke computer

Issued to: #oil; i
Issued by: 7= tasitey

valid from 12/17/2009 to 12/15/2011

Inskall Certificate. . | Issuet Statement |

The icon can be clicked to see information about the certificate that is used with that SSL site.

2.4 Intermediate Certificates

Some certificates issued by Certificate Authorities require a third certificate, often referred to as an
intermediate certificate, or third-party certificate. This additional certificate provides a chain path
from the CA to the certificate issued to your site.

While some CAs use intermediate certificates, others do not. Check with your CA to determine if one
is needed.

If a CA certificate has been installed, and an SSL error appears when browsing the Virtual Service, it
is likely that an intermediate certificate needs to be installed.

14 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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Uploading several consecutive intermediate certificates within a single piece of text, as practiced by
some certificate vendors such as GoDaddy, is allowed. The uploaded file is split into individual
certificates.

2.5 Importing Intermediate Certificates

Installing an intermediate certificate is simple to do through the WUI. First, obtain the intermediate
certificate from the CA. This can usually be found on their web site, and is usually in a text window
to make it easier to cut and paste.

The intermediate certificate formats that are officially supported by the LoadMaster are: .PEM, .CER,
and .CRT. This section provides steps on how to apply and upload intermediate certificates and how
to resolve any invalid certificate formats.

To import an intermediate certificate to the LoadMaster complete the following steps:

1. Navigate to Certificates & Security > Intermediate Certs in the main menu.

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen
Certificate Mame |Exarnple Intermediate Certifid Add Certificate

2. Click Choose File.

3. Browse to and select the required intermediate certificate file.
4. Enter the Certificate Name.

5. Click Add Certificate.

6. Click OK.

These third party/intermediate certificates do not need to be associated with any Virtual Service
certificates. The LoadMaster automatically builds the required certificate chain.

Also, only one intermediate certificate is required per CA. If several certificates have been installed
from VeriSign, for instance, you only need to install the VeriSign intermediate certificate once.

2.5.1 Invalid Certificate Formats

If you follow the steps to upload an intermediate certificate to the LoadMaster and receive a
Certificate Format Invalid error, it means the certificate file you are trying to upload is
unsupported or is in an invalid format.

15 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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A CER file is used to store an X.509 certificate. A CER file can only be encoded and exported in Base-
64 format for it to be uploaded to the LoadMaster. A CER file exported in a DER binary format is not
supported on the LoadMaster and the LoadMaster is unable to upload this format.

To convert a CER file into PEM format, you can use an SSL Converter Tool.

Steps on how to convert a certificate using this SSL converter tool are as follows:

1. Go to the SSL Converter Tool website.

2. Click Choose File.
3. Browse to and select the file to be converted.

4, Select the format type that the certificate is currently in from the Type of Current
Certificate drop-down list.

5. Select Standard PEM from the Type To Convert To drop-down list.
6. Click Convert Certificate.

The standard PEM file format can be uploaded to the LoadMaster.

2.6 |IS Certificates

This section outlines how to migrate SSL from Microsoft Internet Information Services (lIS) to the
LoadMaster.

When putting a LoadMaster in a situation where a Microsoft IIS server was previously performing
SSL, there is an option to import the IIS certificate into the LoadMaster. This SSL certificate can be
migrated from Microsoft IIS to the LoadMaster by completing two simple tasks. The first task is to
export the SSL certificate from the IS using Microsoft export tools; ensure to export the certificate
and private key as a Personal Information Exchange File (PFX). The second step is to import the PFX
file into the LoadMaster using the LoadMaster WUI. To start the import process on the LoadMaster
simply click the Add New button in the SSL enabled Virtual Service and install the certificate as per
the instructions in the Adding an SSL Certificate section.

2.7 Re-encrypt SSL

With SSL acceleration, the SSL session is terminated at the LoadMaster, and sent to the Real Servers
unencrypted. In some security situations, it may be necessary to encrypt the connection between
the LoadMaster and Real Servers. This can be done with reencrypt SSL.

16 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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With reencrypt SSL, the SSL session is first terminated at the LoadMaster. Persistence and other
Layer 7 functionality can then be performed. After that, the traffic is re-encrypted in a new SSL
session between the LoadMaster and the Real Server.

SSL Properties

S5L Acceleration
Supported Protocols
Require SNI hostname

Enabled: ¥ Reencrypt:
[ssivs #ITLS10 MiTiS11 WiTLS12
O

Certificates

Self Signed Certificate in use.
Available Certificates Assigned Certificates
ExampleCertificate [Example] « Mone Assigned -

Set Certificates

Manage Certificates

Ciphers

Cipher et | Default M| Modify Cipher Set

Assigned Ciphers
ECDHE-RSA-AES256-GCM-SHA384 a

ECDHE-ECDSA-AES256-GCM-SHA384 D
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA -

Client Certificates
Reencryption Client Certificate
Reencryption SNI Hostname

[No Client Certificates required v
Mone required

| |

This is turned on by a single option in the properties screen of a Virtual Service in the SSL section.

2.8 Assigning a Client Certificate for Re-encryption

It is possible to require client certificates when SSL re-encryption is enabled. To assign a client
certificate for re-encryption, follow the steps below:

17

1. In the main menu of the LoadMaster WUI, go to Certificates & Security > SSL

Certificates.

Operation

Mew CSR
Replace Certificate
Delete Certificate

Reencryption Usage

2. Click Reencryption Usage on

the relevant certificate.
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Common Virtual

Identifier lgnmen

dentifie Name(s)  Services >>anment

ExampleCertificate Example Available V5s Assigned V55
[Expires: Aug 24 10.154.11.61:80 - None Assigned -

09:11:21 2016 . =
GMT) 10.154.11.62:80 Save Changes

Available Y55 Assigned V5s
Mone Assigned - 10.154.11.61:80 »

=
W55 using ExampleCertificate for Reencryption Save Changes

3. Select the relevant IP address from the Available VSs box.
4. Click the right arrow.

5. Click Save Changes.

SSL Properties

SSL Acceleration Enabled: ¥ Reencrypt: v
Supported Protocols - Sslv3 #ITIS1.0 ¥ Tis1.1 ¥TIS1.2

Require SNI hostname [J

Self Signed Certificate in use.

Available Certificates Assigned Certificates
MNone Available « - None Assigned »

Set Certificates

Certificates

- -

Manage Certificates
Cipher Set | Default M| Modify Cipher Set

Assigned Ciphers
ECDHE-RSA-AES256-SHA3S84 -
ECDHE-ECDSA-AES256-SHA384
DHE-RSA-AES256-SHA256
DHE-DS5-AES256-SHAZ56
DH-RSA-AES256-SHA256
DH-DS5-AES256-5SHA256 v

Ciphers

Client Certificates | No Client Certificates required v |

Reencryption Client Certificate None required

Reencryption SNI Hostname ‘ ‘ Set SNI Hostname

Strict Transport Security Header | Don't add the Strict Transport Security Header v |

18 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.
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The Reencryption Client Certificate is displayed in the SSL Properties section of the relevant
Virtual Service.

2.9 Certificate Signing Request (CSR)

You can create a CSR for submission to your signing authority of choice. Using the WUI, navigate to
Certificates & Security > Generate CSR. Fill in the information and click Create CSR. CSRs
generated by the LoadMaster use SHA256.

Caution
Store the private key in a vault. The private key will be required
once the authority creates the certificate.

2.10 Backup/Restore Certificates

The LoadMaster supports exporting of all certificate information. This includes private key, host and
intermediate certificates. The export file is designed to be used for import into another LoadMaster
and is encrypted. You can import and export certificates using the WUI at Certificates & Security >
Backup/Restore Certs. Ensure to note the passphrase used to create the export - it is required to
complete the import.

There are options to restore only Virtual Service certificates including private keys, intermediate
certificates, or both.

2.11 SSL Ciphers

The LoadMaster supports SSLv3, TLS1.0, TLS1.1, TLS1.2, and TLS1.3.

Ciphers define how the data stream is encrypted. The LoadMaster supports ciphers supporting
perfect forward secrecy and Elliptic Curve.
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SSL Properties

SSL Acceleration Enabled: @ Reencrypt: a
Supported Protocols 55Lv3 LITLS1.0 ¥ITLS1.1 MITI512 MiTIS13
Reguire SNI hostname O

Self Signed Certificate in use.
Available Certificates Assigned Certificates
None Available - None Assigned -

Assigned Ciphers
ECDHE-ECDSA-AES256-GCM-SHA384 =
_ ECDHE-RSA-AES256-GCM-SHA384
Ciphers | pHE DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305 -

Certificates E Set Certificates
Manage Certificates
Cipher Set [ Default M| Modify Cipher Set

Client Certificates | No Client Certificates required

v |

Strict Transport Security Header | Don't add the Strict Transport Security Header

"]

Each Virtual Service (which has SSL Acceleration enabled) has a cipher set assigned to it. This can
either be one of the system-defined cipher sets or a user-customized cipher set. The system-defined
cipher sets can be selected to quickly and easily select and apply the relevant ciphers.

A cipher set also needs to be assigned to the LoadMaster WUI. To set the WUI cipher set, go to

Certificates & Security > Admin WUI Access.

CHACHA20-POLY1305 ciphers are given special preference when
they appear in both the client and LoadMaster cipher lists. If
these ciphers appear at the top of the client preference list, the
LoadMaster will prioritize using CHACHA20-POLY1305 ciphers
for the connection, regardless of the position of these ciphers in

the LoadMaster’s cipher list.

The system-defined cipher sets are as follows:

e Default: The current default set of ciphers in the LoadMaster.

e Default_NoRc4: The Default_NoRc4 cipher set contains the same ciphers as the default cipher
set, except without the RC4 ciphers (which are considered to be insecure).

e BestPractices: This is the recommended cipher set to use. This cipher set is for services that
do not need backward compatibility - the ciphers provide a higher level of security. The
configuration is compatible with Firefox 27, Chrome 22, IE 11, Opera 14 and Safari 7.
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e Intermediate_compatibility: For services that do not need compatibility with legacy clients
(mostly Windows XP), but still need to support a wide range of clients, this configuration is
recommended. It is compatible with Firefox 1, Chrome 1, IE 7, Opera 5 and Safari 1.

e Backward_compatibility: This is the old cipher suite that works with clients back to Windows
XP/IE6. This should be used as a last resort only.

e WUI: This is the cipher set recommended to be used as the WUI cipher set.

* FIPS: Ciphers which conform to FIPS (Federal Information Processing Standards).

e Legacy: This is the set of ciphers that were available on the old LoadMaster firmware (v7.0-10)
before OpenSSL was updated.

Kemp reserves the right to change the contents of these cipher
sets as required.

Clicking the Modify Cipher Set button will bring you to the Cipher Set Management screen. This
screen allows you to create new and modify existing custom cipher sets.

Starting with version 7.2.37, when re-encryption is enabled, the TLS version that can be negotiated
between the LoadMaster and the Real Servers behind it are no longer constrained by the TLS version
settings configured on the client side. All TLS versions and ciphers that are supported on the
LoadMaster can be negotiated without restriction by Real Servers. In this way, the LoadMaster can,
for example, provide strict security for client-side application access and still support server-side
connections to legacy servers that only support specific, less secure, TLS versions, and ciphers. This
is illustrated in the example below.
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Virtual Services can be
configured to only accept

TLS 1.2 client connections.

This is common for sites
that comply with PCl
security standards.

22

TLS1.2

» BT CIE

» Progress’

Server connections are only restricted by the
configuration of the Real Servers, regardless of the
TLS version selected on the client side. Each Real
Server can be configured independently of the
others. LoadMaster will negotiate connections
according to the requirements of each Real Server.
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2.11.1 Cipher Set Management

Cipher Set Management

Cipher Set | Default v |

Available Ciphers Fiter ] Assigned Ciphers Fiteer| ]

Strength

Mame - Mame Strength =

ECDHE-R5A-AES256-GCM-5HAZE4 High
ECDHE-ECDSA-AES255-GCM-5HA3E4  High
ECDHE-RSA-AES256-5HA3ES High
ECDHE-ECDSA-AES256-5HA3E4 High
ECDHE-R5A-AES256-5HA High
ECDHE-ECDSA-AES256-5HA High
DH-D55-AE5256-GCM-5HASEL High
DHE-DS5-AES256-GCM-5HAZES High
DH-R5A-AES256-GCM-5HASTEL High
DHE-RSA-AE5256-GCM-5HAZES High
DHE-R5A-AE5256-5HA256 High
DHE-DS5-AE5256-5HA256 High
DH-R5A-AES256-5HAZ56 High
- DH-D55-AE5256-5HA256 High -

Save &s: |Defau|t |

Two lists are displayed - Available Ciphers and Assigned Ciphers. These lists can be filtered by
typing some text into the Filter text boxes provided. The Filter text boxes will only allow you to
enter valid text which is contained in the cipher names, for example ECDHE. If invalid text is entered,
the text box will turn red and the invalid text is deleted.

Ciphers can be dragged and dropped to/from the Available and Assigned lists as needed. Ciphers
which are already assigned will appear greyed out in the Available Ciphers list.

Changes cannot be made to a preconfigured cipher set. However, you can start with a preconfigured
cipher set - make any changes as needed and then save the cipher set with a new custom name.
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Enter the new name in the Save as text box and click the Save button. Custom cipher sets can be
used across different Virtual Services and can be assigned as the WUI cipher set.

It is not possible to delete preconfigured cipher sets. However, custom cipher sets can be deleted by
selecting the relevant custom cipher set and clicking the Delete Cipher set button.

The RC4-MNDS5 SSLv3 and RC4-MND5 SSLv3 ciphers are not
supported for WUI connections (this is to improve security).

The RC4 ciphers are supported with (and can be assigned to)
Virtual Services if needed.

2.11.2 Certificate Considerations for Various Cipher Suites

When you create or request SSL certificates to be used in combination with a particular cipher suite,
you must be aware of the following:

« Different cipher suites require different signing algorithms to be used when creating server
and client certificates.
» Some cipher suites are designed to reject self-signed certificates, as an added level of security.

The following sections outline specific requirements for various cipher suites supported by the
LoadMaster.

This information is not specific to the LoadMaster, but to the
design of the cipher suites themselves.

2.11.2.1 DH-RSA- and DHE-RSA- Cipher Suites
This section applies to all ciphers with names beginning:

* DH-RSA-
* DHE-RSA-

As indicated in the names, these ciphers require RSA signing to be used in certificates. Additionally,
the certificate cannot be a self-signed certificate. Therefore, when creating a Certificate Signing
Request (CSR) for a certificate to be used with this cipher, ensure to specify an RSA-signed
certificate.

2.11.2.2 DH-DSS- and DHE-DSS- Cipher Suites

This section applies to all ciphers with names beginning:
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e DH-DSS-
e DHE-DSS-

As indicated in the names, these ciphers require DSS (also known as DSA) signing to be used in
certificates. Additionally, the certificate cannot be a self-signed certificate. Therefore, when creating
a CSR for a certificate to be used with this cipher, ensure to specify a DSS-signed certificate.

2.11.2.3 ECDH-ECDSA- and ECDHE-ECDSA- Cipher Suites
This section applies to all ciphers with names beginning:

e ECDH-ECDSA-
e ECDHE-ECDSA-

As implied by the names, these ciphers require an ECDSA certificate, but it can be self-signed.

For these ciphers, the following openssl command line example from a Linux system creates a self-
signed certificate for testing with the proper SSL options. The second command concatenates the

key and certificate into a single file for input into the LoadMaster WUI.

openss] ecparam -name secp521lrl -param_enc named_curve -genkey -out private-
kgg .pem openss1 req -new -x509 -key private-key.pem -out server-pub.pem -days
7

cat private-key.pem server-pub.pem > server.pem

The -param_enc explicit option must not be used in the
command line above, or the resulting certificate will be rejected
when used to negotiate a secure connection.

If you plan to use a certificate signed by a Certificate Authority (CA), ensure to specify an ECDSA-
signed certificate when creating a CSR for a certificate to be used with this cipher.

2.12 WUI Root Certificate Installation

By default the LoadMaster uses a self-signed certificate to ensure secure administrative access to the
WUI. However, most modern browsers will display a warning when such a certificate is used.
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Home
P Virtual Services
P Global Balancing
P Statistics
Real Servers
} Rules & Checking

b Certificates

-

System Configuration

Download Root Cerd

In order to eliminate this warning, the LoadMaster certificate can be installed by clicking the
Download Root Cert button in the main menu on the Home page, when you first access the WUI in
a browser.

If this button is not visible, go to the WUl Home and refresh the
page.

This will download the certificate file that can be installed on the browser so that the security
warning can be avoided.

2.13 OCSP Configuration

A Common Access Card (CAC) is a smart card used for identification of active-duty military
personnel, selected reserve, US Department of Defence (DoD) civilian employees and eligible
contractor personnel. In addition to providing physical access to buildings and protected areas, it
also allows access to DoD computer networks and systems satisfying two-factor authentication,
digital security and data encryption. It leverages a Public Key Infrastructure (PKI) Security Certificate
to verify a cardholder’s identity prior to allowing access to protected resources.
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The Edge Security Pack (ESP) feature of the Kemp LoadMaster supports integration with DoD
environments, leveraging CAC authentication and Active Directory application infrastructures. The
LoadMaster acts on behalf of clients presenting X.509 certificates using CAC and becomes the
authenticated Kerberos client for services.

The request for and presentation of the client certificate happens during initial SSL session
establishment. There are two core elements to the process of a user gaining access to an application
with CAC:

* Authentication - occurs during SSL session establishment and entails:
- Verifying the certificate date
- Verifying revocation status using Online Certificate Status Protocol (OCSP)
- Verifying the full chain to the Certificate Authority (CA)

* Authorization - occurs after SSL session establishment and the matching of the certificate
Subject Alternative Name (SAN) against the User Principal Name (UPN) of the appropriate
principal in Active Directory.

For more information, refer to the DoD Common Access Card (CAC) Authentication, Feature
Description document.

2.13.1 OCSP Server Settings

The OCSP server settings can be set in the LoadMaster WUl in Certificates & Security > OCSP
Configuration.

OCSP Server Settings

ocsp server [10.11.0.35 |
OCSP Server Port

OCSP URL

Use 55L
Allow Access on Server Failure

=

|

OCSP Server

The address of the OCSP server.
OCSP Server Port

The port of the OCSP server.

OCSP URL
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The URL to access on the OCSP server.

Use SSL

» Progress

Select this to use SSL to connect to the OCSP server.

Allow Access on Server Failure

Treat an OCSP server connection failure or timeout as if the OCSP server had returned a valid
response, that is, treat the client certificate as valid.

2.14 Setting the Diffie-Hellman Key Exchange Size

The Diffie-Helman Key Exchange Size is set to 2048 Bits by default in the LoadMaster. This can be

changed if needed. To change the Diffie-Hellman Key Exchange Size, follow the steps below:

1. In the main menu of the LoadMaster WUI, go to System Configuration > Miscellaneous
Options > Network Options.

Enable Server MAT

@
Connection Timeout (secs) (Valid values:0, 60-86400)

Enable Alternate GW support

Enable TCP Timestamps

Enable TCP Keepalives

Enable Reset on Close

Subnet Originating Requests

Enforce Strict IP Routing

Handle non HTTP Uploads

Enable Connection Timeout Diagnostics
Legacy TCP Timewait handling

Enable SSL Renegotiation

Force Real Server Certificate Checking
Size of S5L Diffie-Hellman Key Exchange | 1024 Bits v

Use Default Route Only [

HTTP(S) Proxy [10.154.11.180 |l Set HTTP(S) Proxy

I ODRO00OO0ONO0OR O

2. Select the relevant option in the Size of Diffie-Helman Key Exchange drop-down list.
Available values are:

- 512 Bits
- 1024 Bits

- 2048 Bits

© 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.




SSL Accelerated Services $ Pr o gr ess’

2 Create an SSL Accelerated Virtual Service

3. Areboot is required to apply the change. To reboot the LoadMaster, go to System
Configuration > System Administration > System Reboot and click Reboot.
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This section provides a description for each of the WUI options relating to SSL.

3.1 SSL Properties

S5L Properties

S5L Accelerstion Enabled: Reencrypt: o
Supported Protocols L 5slv3 LITLs1.0 MITisia Mimisio Mitisis
Require SNI hostname )

Self Signed Certificate in use.
Available Certificates Assigned Certificates
None Available None Assigned »

Certificates E Set Certificates
Manage Certificates
Cipher Set [ Default Ml Modify Cipher Set

Assigned Ciphers
ECDHE-ECDSA AES256-GCM-SHA384 -
. ECDHE-RSA-AES256-GCM-SHA384
Ciphers | hHE DSS-AES256-GCM-SHA384
DHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-CHACHA20-POLY1305
ECDHE-RSA-CHACHA20-POLY1305  ~

Client Certificates | No Client Certificates required v]
Strict Transport Security Header | Don't add the Strict Transport Security Header v |

SSL Acceleration

This check box appears when the criteria for SSL Acceleration have been met. Select this check box
to activate SSL Acceleration.

Enabled: If the Enabled check box is selected and there is no certificate for the Virtual Service, you
are prompted to install a certificate. You can add a certificate by clicking Manage Certificates and
importing or adding a certificate.

Reencrypt: Selecting the Reencrypt check box re-encrypts the SSL data stream before sending it to
the Real Server.

Reversed: Selecting this check box means that the data from the LoadMaster to the Real Server is
re-encrypted. The input stream must not be encrypted. This is only useful in connection with a
separate Virtual Service which decrypts SSL traffic then uses this Virtual Service as a Real Service

and loops data back to it. In this way, the client to Real Server data path is always encrypted on the
wire.
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Supported Protocols

The check boxes in the Supported Protocols section enable you to specify which protocols are
supported by the Virtual Service. By default, TLS1.1, TLS1.2, and TLS1.3 are enabled and SSLv3 and
TLS1.0 are disabled.

Starting with version 7.2.37, when re-encryption is enabled, the TLS version that can be negotiated
between the LoadMaster and the Real Servers behind it are no longer constrained by the TLS version
settings configured on the client side. All TLS versions and ciphers that are supported on the
LoadMaster can be negotiated without restriction by Real Servers. In this way, the LoadMaster can,
for example, provide strict security for client-side application access and still support server-side
connections to legacy servers that only support specific, less secure, TLS versions, and ciphers. This
is illustrated in the example below.

Virtual Services can be
configured to only accept
TLS 1.2 client connections.
This is common for sites 4
that comply with PCI o
security standards. < \5*\.

I

TLS1.2 bﬂ KEMP ... H TLS 1.1

Server connections are only restricted by the
configuration of the Real Servers, regardless of the
TLS version selected on the client side. Each Real
Server can be configured independently of the
others. LoadMaster will negotiate connections
according to the requirements of each Real Server.

Require SNI hostname

If require Server Name Indication (SNI) is selected, the hostname isalways required to be sent in the
TLS client hello message.

When Require SNI hostname is disabled, the first certificate is used if a host header match is not
found.

31 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services

» Progress

3 WUI Options

When Require SNI hostname is enabled, a certificate with a matching common name must be
found, otherwise an SSL error is yielded. Wildcard certificates are also supported with SNI.

When using a Subject Alternative Name (SAN) certificate,
alternate source names are not matched against the host
header.

Wildcard certificates are supported but note that the root
domain name is not matched, as per RFC 2459. Only anything to
the left of the dot is matched. Additional certificates must be
added to match the root domain names. For example,
www.kemptechnologies.com is matched until a wildcard of
*.kemptechnologies.com. Kemptechnologies.com is not
matched.

To send SNI host information in HTTPS health checks, enable
Use HTTP/1.1 in the Real Servers section of the relevant
Virtual Service(s) and specify a host header. If this is not set, the
IP address of the Real Server is used.

Certificates

Available certificates are listed in the Available Certificates select list on the left. To assign or
unassign a certificate, select it and click the right or left arrow button. Then click Set Certificates.
Multiple certificates can be selected by holding Ctrl on your keyboard and clicking each required
certificate.

A Virtual Service can be configured using both RSA and ECC
certificates. However, if an RSA and an ECC certificate have the
same common name, for example, kemp.com, the first
certificate is preferred. If the ECC certificate is first in the list,
and a client does not have an ECC cipher, the connection fails.
Conversely, if the RSA certificate is first in the list, and a client
does not have an RSA cipher, the connection fails.

The Certificates field can contain a maximum of 8176
characters (spaces between certificate names are also included
in this number). In theory, a maximum of 256 certificates can be
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assigned to any one Virtual Service. However, if the names of
these certificates (when added together) exceeds 1024
characters - you cannot add any more certificates. For example,
if you upload a certificate called abcdef.pem - this is a total of 9
characters. So you could only apply 113 certificates if you
continue to use this name length.

Clicking Manage Certificates brings you to the SSL Certificates screen.
Reencryption Client Certificate

With SSL connections, the LoadMaster gets a certificate from the client and also gets a certificate
from the server. The LoadMaster transcribes the client certificate in a header and sends the data to
the server. The server still expects a certificate. This is why it is preferable to install a pre-
authenticated certificate in the LoadMaster.

Reencryption SNI Hosthame

Specify the Server Name Indication (SNI) hostname to use when connecting to the Real Servers.
This field is only visible when SSL re-encryption is enabled.

Cipher Set
A cipher is an algorithm for performing encryption or decryption.

Each Virtual Service (which has SSL Acceleration enabled) has a cipher set assigned to it. This can
either be one of the system-defined cipher sets or a user-customized cipher set. You can select
system-defined cipher sets to quickly and easily select and apply the relevant ciphers. You can
create and modify custom cipher sets by clicking Modify Cipher Set.

Ciphers

The Ciphers list is read only and displays a list of the currently assigned ciphers. Clicking Modify
Cipher Set brings you to the Cipher Set Management screen. This screen allows you to create new,
and modify existing custom cipher sets.

Client Certificates

* No Client Certificates required: enables the LoadMaster to accept HTTPS requests from any
client. This is the recommended option.
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By default the LoadMaster accepts HTTPS requests from any client. Selecting any of the other values
below requires all clients to present a valid client certificate. In addition, the LoadMaster also passes
information about the certificate to the application.

You should not change this option from the default of No Client
Certificates required. Only change from the default option if
you are sure that all clients that access this service have valid
client certificates.

* Client Certificates required: requires that all clients forwarding a HTTPS request must present
a valid client certificate.

* Client Certificates and add Headers: requires that all clients forwarding a HTTPS request must
present a valid client certificate. The LoadMaster also passes information about the certificate to
the application by adding headers.

* The below options send the certificate in its original raw form. The different options let you
specify the format that you want to send the certificate in:

- Client Certificates and pass DER through as SSL-CLIENT-CERT

- Client Certificates and pass DER through as X-CLIENT-CERT

- Client Certificates and pass PEM through as SSL-CLIENT-CERT

- Client Certificates and pass PEM through as X-CLIENT-CERT
Verify Client using OCSP

Verify (using Online Certificate Status Protocol (OCSP)) that the client certificate is valid.
This option is only visible when ESP is enabled.

Strict Transport Security Header

Enable this option to add the Strict-Transport-Security header to all LoadMaster-generated
messages (ESP and error messages). The options in this drop-down list are as follows:

* Don't add the Strict Transport Security Header
* Add the Strict Transport Security Header - no subdomains

* Add the Strict Transport Security Header - include subdomains
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3.2 Certificates & Security

The sections below describe the various screens in the Certificates & Security section of the
LoadMaster WUI.

3.2.1 SSL Certificates

Certificate Configuration Import Certificate | Add Intermediate

Common Virtual
Name(s) Sewlcesﬁsslgnment QOperation

ExampleCertificate james Available Vs Assigned VSs | New CSR |
[Expires: Jul 10.154.11.61:80 « 10.154.11.62:80 =« Replace Ceriificate

Ssom | Save Changes |
S Char
2016 GMT) VS L AGIes Delete Certificate
Reencryption Usage

Identifier

<

Administrative Certificates

Administrative Certificate | Certificate to Use v | [JUEC Oy 1G]

Shown above is the Manage Certificates screen. Details about the various options on this screen are
below:

Import Certificate - to import the certificate with a chosen filename.

Add Intermediate - refer to the Intermediate Certificates section for further information.
Identifier - is the name given to the certificate at the time it was created.

Common Name(s) - is the FQDN (Fully Qualified Domain Name) for the site.

Virtual Services - the Virtual Service with which the certificate is associated.

Assignment - lists of available and assigned Virtual Services

Operations -

* New CSR - generates a new Certificate Signing Request (CSR) based on the current certificate.

If the certificate has Subject Alternative Names (SANSs),
generating a CSR in this way will not add the SANs. Instead,
generate the CSR manually. For further information on this,
refer to the Generate CSR (Certificate Signing Request)
section.

* Replace Certificate - updates or replaces the certificate stored in this file.

* Delete Certificate - deletes the relevant certificate.

35 © 2022 Progress Software Corporation and/or one of its subsidiaries or affiliates. All rights reserved.



SSL Accelerated Services $ Pr o gr ess’

3 WUI Options

* Reencryption Usage - display the Virtual Services that are using this certificate as a client
certificate when re-encrypting.

Administrative Certificates - the certificate you want to use, if any, for the administrative interface.

TPS Performance will vary based on key length. Larger keys
reduce performance.

3.2.2 Intermediate Certificates

Currently installed Intermediate Certificates

Name Operation

VeriSignCertpem

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | Mo file chosen

Certificate Name | | Add Certificate

This screen shows a list of the installed intermediate certificates and the name assigned to them.

Add a new Intermediate Certificate

Intermediate Certificate | Choose File | No file chosen

Certificate Name  [ExamplelntermediateCertific] [ERENEET

If you already have a certificate, or you have received one from a CSR, you can install the certificate
by clicking the Choose File button. Navigate to and select the certificate and then enter the desired
Certificate Name. The name can only contain alpha characters with a maximum of 32 characters.

Uploading several consecutive intermediate certificates within a single piece of text, as practiced by
some certificate vendors such as GoDaddy, is allowed. The uploaded file is split into the individual
certificates.

3.2.3 Generate CSR (Certificate Signing Request)

If you do not have a certificate, you may complete the Certificate Signing Request (CSR) from and
click the Create CSR button. CSRs generated by the LoadMaster use SHA256.
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All Fields are optional except "Common Mame®

Common Mame (The FQDN of your web server)

Email Address

| |
| |
| |
Organization (e.g., Marketing,Finance Sales) | |
| |
| |
| |

SAN/UCC Names

2 Letter Country Code (ex. US)

The 2 letter country code that should be included in the certificate, for example US should be
entered for the United States.

State/Province (Entire Name - New York, not NY)

The state which should be included in the certificate. Enter the full name here, for example New
York, not NY.

City

The name of the city that should be included in the certificate.

Company

The name of the company which should be included in the certificate.
Organization (e.g., Marketing,Finance,Sales)

The department or organizational unit that should be included in the certificate.
Common Name

The Fully Qualified Domain Name (FQDN) for your web server.

Email Address

The email address of the responsible person or organization that should be contacted regarding this
certificate.

SAN/UCC Names

A space-separated list of alternate names.
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Alter clicking the Create CSR button, the following screen appears:

» Progress

The following is your 2048 bit unsigned certificate request. Copy the following, in its entirety, and send it to

your trusted certificate authority

————— BEGIN CERTIFICATE REQUEST-----
MIICOzCCAdICARAWEDEXCZATIBENVEAY TALVTMREWDWYDVQQIEwhOZ X CglWoyazER
MABGALUEBXMITMVIIFlvemsXGjAYBENVBACTEULFTVAZVEY JaG5svbEInalv zMRew
GWYDVOOLEXRLEMS3bavkZ 2Ug TWFUYWd 1bkVUdDEUMEIGAIUVEAXMLRXhhbXBSZ55]
b2exkzApBgkghkiGoweBCQEWHGPibEINZ INAZIVECHRLY 2hub2xvZ211cySjb2ow
EgEiMABGCSE5Ih3AD0EEAQUAAL IBDWANEEEKADTEAQC+OhZ JEWKEQT 3 jd6yagNTk
SNUSEETEbhAlLUGCDSMN++ul+3vmdromegspVsleRF4Qargkuiaekz SQPHgMvash
yxveeLhoglHPVphPOEHEHAL iotC4SLoRIG/ ABvINA1RT] LIVIfeTkacSeaxavVEADE
6 1vohNoDtC2RHIOWF vaWwBhEZh2YZ ZpucPSMDOZRNUXEGIODINLICISSKN3YJomYS0
ZKRyIMFEIT9ENESMMiPATYXYZZOrTULfu2nufpRIOEXTEVYEKTML S/ 73P412D1dN4T
1GMEFMxYehgIbNXL2 7wkUek4992izL pyrvdwhscaQCbfd1BXz6IdxuFbpMIbMdYx
AZMBAAGEADANBEkGhK1G9WeBAQSFAADCAQEANRWET0aX J+B6,/ T+K TMHTVWZI ZXFDF
7oHHQ ] 7ROFtqkw+FFijKEATBhFHATOPMROECEt WY ShT7@K 1acBN2FCI 21 rastsUUC
bg+wsxl/ crsvs+mc+ved+p3IR3zHINPUINZES0FOQULILE BNDCRUtdZ+61ixxLZL@Eh
Y 7aNaIpnsgy2sT/ yiYHaodr IWuzLXukaphgyc LINWvPEFL/ 4tDbrdDSrgPZfCdDY
POOXUN2EE244HEFkn9ZCqfkateyTI9qVnPsidgapkUAVZEAZk1lj+ W7 ZNFGM2CXKS
FFa7URaPLWEI+VQry1lbalgh3/eMzLrvDB/OFD2LCv+9xk+KhAPS IDwyxIQ==
————— EMD CERTIFICATE REQUEST-----

The following is your private key. Copy the following, in its entirety, and save as a .key file. Do this using &
text editor such as Notepad or VI (Do not use Microsoft Word - extra characters will be added making the key
unusable). Key will later be used during the certificate upload process. DO NOT lose or distribute this file!

————— BEGIN R5A PRIVATE KEY-----

MIIEpAIBAAKCAQEAVQIWYXMChEE943esvYDeSERTVEBNE /G2QNSThgg+Zjfvrgvil
Zuk+ZucDavutekReEckapLomnpi+UD1lgjFdomEsb3niIaktRz1ayTzhEBwR3dYgLQ
UELGESewwWHL1INZUSISSWSXIuSaukutMWlyAKIOpYaITaA7QtkRy TSBEb2SAYRGY M
MEebqoepeeeUZ7L/Ke/Q2TdXPbELipe2I6ImOTEikciZhRCCPFDFLDIOJWET12GH])
qa1In7tpeHeUfaIMeylciuz Iv+9z+NCwy X TeESRJNETMWHOYPWZVySusIFHpOP e
[Sy&Cq7+MIUNPUAM33dQVE+IHCBhWETOWZHYCQIDAQABADIBAQC L/ FLAGPDZAVEY
UoMvUzgc 1XepakyMUUhBEWLEBDUVX sATSPOmf LKRCWKSABULE1ZGTeMrans awsShNy
1RU+19FLkMAWSSxILFSIESpi483gHON7BO/ LWIVY Y e e@3rt+nae337eEkyrrH
afKqBPpNCIPjmMZ4Ce2]jkvmaltrePLHBhIO0Z]/ 0TSQtpRUSK+ISYSZriuuolIorl
1VzkEL1Te8cqZRTISqIbx12akk3C9QCUA/F+BIGFETNT 62 pHREPYGEUY YEOSAZC]AY
HaryfkanHtz3B/sRzaslfamgzTemokecx3sayhfISxerUeBGSWNSQCr7eLRIRNTU
4bjoPxehAcGBAPTr+B5 IVQyudeeinsfysbgX2 suDX2SEMImSS TS+ KUK rogThC36XY
XTivobfZFUEGERQhXMGjUDEZsVhNEZILSPMSDRVFMILIvES jagezanHKgoR2kpph
IuGTTeuof/ 3+Z5TUj fLr /OEZD9UiVRBPpHEHS S1WEZ 1 2 vgmq JZMVe1 93A0GEAM TV
KFK1RZGFMMVEQLIFY rk+CSASVEEeWWdYhaE+XNveThaHk1XqorrIkc Xzhylguldo
Iuasqos+BAsbmIgxILZLCESngHqHT1934WFFAGLENCERPIURGAPNATQUWinkA+EKE
Ii/kACkRAYAG2ZENCT4EF /UdM3E1hold7QSW2B7TXXADGBALIZS7CaaRWQSHUX Y TOR
ib1/sNEBUVNDE4osThXngrsgFojgae+kGagkZtewx fpsx/bSq5dCHQoRE3I0WSZEY
CMEELLIlxsYCzCulkz /whNIibzOV16BYFOGUNT7TSEBEITkrbg2+REUIbzxuxEhE, 00
qSWe21F9k8cAILSOVDrZNTRSACGAYDI T X8+346nhLaFF IWb+uPdhcTFr/L1/0DIE
bFksscuGihGlalg/sjoBIRasdrCul19dI0Zaxe0qy/ OTovkeQskrouungalIBwD
hes2ClagatUsZagabskzZ1TFOZ2PILNGE j3BW1 i8ex3MBUAY CNHETYpTDXS0Y rAW
RLAUTHECEYBXd402+EGDPNLLY 7uoXKCY IZdHgapMt+Maa iFmgscCEEXbnby3FtuxH
LDpMaskz/ Yz 18x2UujiegXvuh2wl 1H1GCB+wW]S8GEEI8SFtIzaFht7eWdrR2IHzhX Y2

ml/R15hgtsEBdLLDESDENZTPraLNTEF+7RTRFFVDWbOEIVIm+sqigQ==

The top part of the screen should be copied and pasted into a plain text file and sent to the
Certificate Authority of your choice. They will validate the information and return a validated
certificate.
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The lower part of the screen is your private key and should be kept in a safe place. This key should
not be disseminated as you will need it to use the certificate. Copy and paste the private key into a
plain text file (do not use an application such as Microsoft Word) and keep the file safe.

3.2.4 Backup/Restore Certs

Certificate Backup

Backup all VIP and Intermediate Certificates

Passphrase | |

Create Backup File

Retype Passphrase | |

Restore Certificates

Backup File | Choose File | Mo file chosen

Which Certificates [ What to restore v
Passphrase | | Restore Certificates

Backup all VIP and Intermediate Certificates: When backing up certificates, you are prompted to
enter a mandatory passphrase (password) twice. The parameters of the passphrase are that it must
be alpha-numeric and it is case sensitive with a maximum of 64 characters.

Caution: This passphrase is a mandatory requirement to
restore a certificate. You cannot restore a certificate without the
passphrase. If you forget it, there is no way to restore the
certificate.

Backup File: select the certificate backup file
Which Certificates: select which certificates you wish to restore

Passphrase: enter the passphrase associated with the certificate backup file
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3.2.5 Cipher Sets

Cipher Set Management

Cipher Set | Default v |

Available Ciphers Filter: |:| Assigned Ciphers Filter: |:|

Strength

Hame - Hame Strength &

ECDHE-RSA-AES256-GCM-5HASE4 High
ECDHE-ECDSA-AES256-GCM-5HASE4  High
ECDHE-R5A-AES256-5HA3E4 High
ECDHE-ECDSA-AES256-5HASES High
ECDHE-R5A-AES256-5HA High
ECDHE-ECDSA-AES256-5HA High
DH-DS5-AES256-GCM-5HASEL High
DHE-DS5-AES256-GCM-5HASE4 High
DH-RSA-AES256-GCM-5HASE4 High
DHE-R5A-AES256-GCM-5HASES High
DHE-RSA-AES256-SHAZEG High
DHE-DS5-AES256-5HAZSG High
DH-RSA-AE5256-5HAZ56 High
- DH-DS5-AES256-5HAZ56 High M

Save a5 |Defau|t | m

Cipher Set
Select the cipher set to view/modify.
The system-defined cipher sets are as follows:

e Default: The current default set of ciphers in the LoadMaster.
o Default_NoRc4: The Default_NoRc4 cipher set contains the same ciphers as the default cipher
set, except without the RC4 ciphers (which are considered to be insecure).
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» BestPractices: This is the recommended cipher set to use. This cipher set is for services that
do not need backward compatibility - the ciphers provide a higher level of security. The
configuration is compatible with Firefox 27, Chrome 22, IE 11, Opera 14 and Safari 7.

 Intermediate_compatibility: For services that do not need compatibility with legacy clients
(mostly Windows XP), but still need to support a wide range of clients, this configuration is
recommended. It is compatible with Firefox 1, Chrome 1, IE 7, Opera 5 and Safari 1.

e Backward_compatibility: This is the old cipher suite that works with clients back to Windows
XP/IE6. This should be used as a last resort only.

e WUI: This is the cipher set recommended to be used as the WUI cipher set. The WUI cipher set
can be selected in the Admin WUI Access screen. For further information, refer to the Admin
WUI Access section.

e FIPS: Ciphers which conform to FIPS (Federal Information Processing Standards).

e Legacy: This is the set of ciphers that were available on the old LoadMaster firmware (v7.0-10)
before OpenSSL was updated.

e Null_Ciphers: Direct Access uses IP-HTTPS which applies its own layer of encryption.

Kemp can change the contents of these cipher sets as required
based on the best available information.

Two lists are displayed - Available Ciphers and Assigned Ciphers. These lists can be filtered by
typing some text into the Filter text boxes provided. iThe Filter text boxes will only allow you to
enter valid text which is contained in the cipher names, for example ECDHE. If invalid text is entered,
the text box will turn red and the invalid text is deleted.

Ciphers can be dragged and dropped to/from the Available and Assigned lists as needed. Ciphers
which are already assigned will appear greyed out in the Available Ciphers list.

Changes cannot be made to a preconfigured cipher set. However, you can start with a preconfigured
cipher set - make any changes as needed and then save the cipher set with a new custom name.
Enter the new name in the Save as text box and click the Save button. Custom cipher sets can be
used across different Virtual Services and can be assigned as the WUI cipher set.

It is not possible to delete preconfigured cipher sets. However, custom cipher sets can be deleted by
selecting the relevant custom cipher set and clicking the Delete Cipher set button.
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3.2.6 OCSP Configuration

OCSP Server Settings

ocsp server [10.11.0.35 § Set Address |
OCSP Server Port [443

OCSP URL
Use 55L

Allow Access an Server Failure

B

|

OCSP Server

The address of the OCSP server. This can either be in IP address or Fully Qualified Domain Name
(FQDN) format.

OCSP Server Port

The port of the OCSP server.

OCSP URL

The URL to access on the OCSP server.

Use SSL

Select this to use SSL to connect to the OCSP server.
Allow Access on Server Failure

Treat an OCSP server connection failure or timeout as if the OCSP server had returned a valid
response, that is, treat the client certificate as valid.

OCSP Stapling

Enable OCSP Stapling [

OCSP Refresh Interval [[L000

Enable OCSP Stapling

Select this check box to enable the LoadMaster to respond to OCSP stapling requests. If a client
connects using SSL and asks for an OCSP response, this is returned. Only Virtual Service certificates
are validated. The system holds a cache of OCSP responses that are sent back to the client. This
cache is maintained by the OCSP daemon. When the OCSP daemon sends a request to the server, it
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uses the name specified in the certificate (in the Authority Information Access field). If it cannot
resolve this name, then it uses the default OCSP server specified in the OCSP Server text box.

OCSP Refresh Interval

Specify how often the LoadMaster should refresh the OCSP stapling information. The OCSP daemon
caches the entry for up to the amount of time specified here, after which it is refreshed. Valid values
range from 1 hour (default) to 24 hours.
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Unless otherwise specified, the following documents can be found at:
http://kemptechnologies.com/documentation.

Web User Interface (WUI), Configuration Guide

Kemp LoadMaster, Product Overview

DoD Common Access Card (CAC) Authentication, Feature Description
RESTful API, Interface Description

SSL Accelerated Services for the FIPS, Feature Description
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