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1 Prerequisites

The following prerequisites are required in order to utilize the Kemp LoadMaster plugin for System
Center Virtual Machine Manager (SCVMM) 2012 R2:

* System Center Virtual Machine Manager (SCVMM) 2012 R2 must be fully deployed based on
Microsoft best practices.

- Generation 1 Virtual Machine (VM) Templates to be used within Service Template
configuration.

* A Kemp LoadMaster must be fully deployed based on Kemp best practices. Further Kemp
documentation can be found on the Kemp website:
http://kemptechnologies.com/documentation/

- Enable the API Interface on the LoadMaster within Remote Access settings. For
step-by-step instructions on how to do this, refer to the next section.

1.1 Enable the API Interface on the LoadMaster

In order for the System Center VMM plugin to work with the LoadMaster, the API interface on the
LoadMaster must be enabled. To enable it, follow the steps below in the LoadMaster Web User
Interface (WUI):

1. In the main menu, go to Certificates & Security > Remote Access.

Administrator Access

Allow Remote S5H Access ) Using: [ All Networks v ] port: 22 [ Set Port

55H Pre-Auth Banner | P Set Pre-Auth Message

Allow Web Administrative Access @) Using: [eth0: 172.20.0.208 v | port: [443 |

Admin Default Gateway |:| Set Administrative Access

Allow Multi Interface Access [
Enable API Interface (¥

Admin Login Method [ Password Only Access (default) ]

Enable Software FIPS 140-2 level 1 Mode [Ey=lo =ReTe 00 =Rl 2ol Te%s =]

Allow Update Checks [+

2. Tick the Enable API Interface check box.
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2 Install the SCVMM
Configuration Provider

To install the SCYMM Configuration Provider, follow the steps below:

1. Download the Kemp LoadMaster plugin for SCVMM 2012 R2 from the Kemp
documentation page - http://www.kemptechnologies.com/documentation/.

Aftributes: [[]Readonly [ ]Hidden

Security: This file came from another
computer and might be blocked td
help protect this computer.

Before you extract the zip file, open the properties and click
Unblock if necessary.

2. Extract the zip file.

3. Open Windows PowerShell as Administrator and navigate to the location of the extracted
files.

ey Windows PowerShell

empLB-SCVMM= . \InstallForAllUsers.cmd

4. Run the InstallForAllUser.cmd file.

5. Verify the installation of the PowerShell modules by ensuring that the KempLB folder has
been placed in the following location:

C:\Windows\System32\WindowsPowershell\vli.0\modules\KempLB

PS C:\KempLB-SCVMM> Install-KempWMConfigurationProvider_

6. When the installation has completed, run Install-KempVMMConfigurationProvider
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This will restart VMM services.
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3 Add the Kemp LoadMaster to
the SCVMM

System Center Virtual Machine Manager 2012 R2 is now able to accept the Kemp LoadMaster as a
load balancer within the Fabric. To add the LoadMaster to the SCVMM, follow the steps below:

1. Launch the Virtual Machine Manager console.

2. Select Fabric in the left-hand navigation.

m

4 i Networking

41 Logical Networks

i MAC Address Pools

5% Load Balancers |
VP Templates | 22 | Add Load Balancer
B | 5gical Switches I
Port Profiles |
ﬂ Port Classifications I
¥ Network Service

3. Add Load Balancer under Networking, right-click Load Balancers and select Add Load
Balancer.

o Credentials

| Credentials | Specify a Run As account

Hazt Group Specify the Run As account with sufficient privileges to configure load balancers. These credentials will be
uged to canfigure all the load balancers in this wizard.
Manufacturer and Model

Address Run As account;

Logical Metwork Affinty
Pronvder

Summarny
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4. Click Browse.

Select a Run As account
[ =]
M | Deserption | User Rale

T AUTHORIT dacal...
NT AUTHORI T et

5. Click Create Run As Account.

Provide the details for this Run As account

Mame: Lowdbaster-RA
Description: Run As Account fior KEMP Loadbaster

User name: bal
Examiple contosoldomainuser or localuser
Pagsvendd: sEEEEEEEE
Confirm w ERERREEEE
[ Validate domsain credentials

6. Enter the LoadMaster login details for the bal account.

Cresdentials Specify the host groups for which the load balancers will be available
Hest Groug | Selecting a top-level host group automatically selects its child groups.
Manufacturer and Model Haost groups:

» B # AlHosts
e [ @ Shared Clouds
Logical Netwark Affinety B @ PM Infrastrschure
Prrowad
= D ‘ Yhlware Hosts
Summary [ @ Infrastructure Management
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7. Select which host groups the LoadMaster should be available to.

v Manufacturer and Model

Credentials Specify manufacturer and model of load balancers
Host Growup

e R -

Madek [ Kemp LoadMaster [=]

Logical Network Affinity
Pronader

Surnmary

8. Ensure that Kemp Inc and Kemp LoadMaster are selected as the Manufacturer and

Model.

Credentals Specify load balancer addresses

Host Group Specify the addresses for the load balancers you want 1o wte. Use commas or line breaks to separate your
writrard. Valid addnaiies inghade

Manutscharer ard Model
- IP addresses, inchading address ranges fomatted as two [P addresses separated by a hyphen.

Address » DINS names, using either fully qualified doenain names (FODMN) or NetBIOS rames.

Logical Netwark ARty ':r‘mi

Provider

Summary
Part number: 443

9. Specify the IP address and port of the Kemp LoadMaster deployed in the environment.
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wi Logical Metwork Affinity

Credentials

Specify the affinity to logical networks

Host Group The virtual IP [¥1P) sddress that s stasgned to s load bal it the front-end addness for & service, The
dechcated P addrasses thad aw assigned bo the virtusl machings in & senaoe tier ane the back-end

Manufacturer and Model addresses. Specify from which logical networks VMM should assign the fromt-end and back-end 1P
addresses. i you do not select st least one front-end and back-end logical network affinity, the load

Agdress balancer wil not be selected during placement.

Eravider Logical Metwork | Front-end | Back-end
Fiyper-V Metwork Virlualization PA (] O

Summary Indragtucture: bntreal (] O
Irdragbrycture- brtermet J J

10. Select which networks to use for the Front-end/Back-end.

Test results:
Function | Implemented | Test Result
Retrieve-LBSysteminfo Yes Passed
Open-LEConnection Yes Paszed
Close-LBConnection Yas Passed
Retrieve-LBKnownVip Yes Passed
Retrieve-LBKnownCertificate Yes Passed
Retrieve-LEKnocwnBalancingMethod ‘Yes Passed
Retrieve-LEKnownPersistence Yes Passed

11. Click Test and confirm that all tests pass.

If some tests fail, please confirm that the API interface is
enabled on the LoadMaster by following the steps in the Enable
the API Interface on the LoadMaster section.
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4 Add Virtual IP (VIP) Templates
to the SCVMM

VIP Templates can be created after the LoadMaster has been added to SCVMM.

To create a VIP Template, follow the steps below:

4 & Networking
v#r Logical Networks
i MAC Address Pocls
541 Load Balancers

| & VIP Templatas |
- é Create VIP Template
% Logical E | P

Port Profiles
% Port Classifications |
Z Network Service

1. Under Networking, right-click VIP Templates and select Create VIP Template.

s Specify a name and description for this template
Type
& wrtul 1P template contiird lasd balincer relabed comfgueastesn sermngs for 5 speciles trpe of netwark
Proboc! rale. The virtual pore i the ot that is wted foe the type of retenrk: traffic that o sant b losd
balance.
Permstence
Template rame:  KEMP 115 B0
Linad Balancing
Dewrigtion: Port 30 Virtual Sevvice
Health Moo
Susmiary

virtusl P peer. | 501

2. Enter a name and description.

3. Enter the Virtual IP port number.
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Masme Specify a template type
I Trpe
Select the iype of termplaie 1o Create Bhat Best Maiches pour SFvronmEnt.
Proaoscol O Ganark
Persistence & genenic template can be used on any supporied load balancer.
) Speifie
Load Balancing & virvusl 19 templase can be used andy on a kaed belancer of & specific manufscturer and modsl
Health Maritors Marstactrer: | Kep Inc I
Smemary Modet | Koo Loactaster &

4. Select Specific and choose Kemp Inc and Kemp LoadMaster.

5. Select the relevant protocol option.

Mome Specify the persistence
Type
If you enable persistence, the load balancer will ahways try to direct the same chent to the same virtual
Pratocod rabchine that is behend the load balarcer,
Load Balancing Persissence type: [ source [+
Health Manitars Subnet mask to apply: | 295.255.255.259
Surmmary

6. Select the desired Persistence type, if any.

Use only persistence types found under Custom

=% Load Balancing

Name Specify a load balancing method
Type
Select one of the available lcad balancing methods.
Pratccol
Load balancing method: | Round Robin [~
Persiiternce
Evenly distributes requests across all availsble servers.
Load Balancing
Health Maorwtors
Summary
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7. Select the relevant Load balancing method.

Use only scheduling methods found under Custom.

Health Monitors are optional and can be added later.
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5 Service Templates in SCVMM

After following the steps above, the Kemp LoadMaster should now be available to be added to

Service Templates.

T KEMP IIS

Release: new

n Windows 2012 R2 Datacenter Gen]

Initiak: 1, Min: 1, Max: 1

Add applications

[« Name: *
05 Windows Server 2012 R2 D...|

@ cpu:

2 Processor

Memory: 8.00 GB

W NIC1
Infrastructure-In...

_

Infrastructure-In...
2 Infrastructur... |

B8 Server connection

NIC1

=L Client connection

£*2 KEMP IS 80

To add the LoadMaster, select Load Balancer and choose VIP Template.

Select the relevant Load Balancer VIP Profile.

14

Load Balancer VIP Profile:
Description:
Load Balancer Manufacturer:

Load Balancer Model:

Load Balancer | VIP Profile: KEMP 1IS 80

KEMP IS 80

KEMP 1IS 80

KEMP IS 443
KEMP 5061

Kemp LoadMaster
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